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Internet Relay Chat

Internet Relay Chat (IRC) provides a basic, text-based
method that allows multiple users to communicate
interactively. TRC has its roots in interactive messaging in
the bulletin board system (BBS) community.

Each IRC server hosts multiple channels of conversations,
with multiple clients panicipating on each channel. The
channels cover a variety of topics, such as investing, tech-
nical subjects, games, sports, regional issues, and language-
specific subjects. In fact, you can probably find an IRC
channel for just about any subject.

Channels are dynamic in nature, much more so than mailing
lists or newsgroups. Given their timeliness, some virtual
events are scheduled for a particular date and time so that a
user can join the channel when others are connected.

In the simplest case, multiple IRC clients talk to a single IRC
server. Typically, multiple IRC servers (connected via an
undirected acyclic graph) form an IRC network. An IRC
client connects to a single IRC server on the IRC network
but can access the channels and users on the other IRC
servers. Additionally, there are multiple IRC networks, such
as Eris-Free Net (FFnet) and Undernet. Although it is
uncommon, it is p05sible in some cases to connect these
separate IRC networks by means of a gateway.
Most people use IRC client software instead of a Telnet
client to handle conversations and to help with
metacommands and macros. An IRC bot, or robot, is a
special kind of IRC client software that is computer
generated rather than human operated.

IRC Protocol

The IRC protocol is described in RFC 1459. This client/server
protocol uses Transpon Control Protocol/Internet Protocol
(TCP/IP) over ports 6660-6669. It is an 8-bit protocol, with most
commands using the US-ASCII text character set.

Three different communication methods are used with the IRC
protocol: client to client, one to many (one to a list, to a channel, or
to a host/server mask), or broadcast (to all IRC servers on that
network).

The IRC protocol uses more than one dialect. For example,
Undernet uses the same client/server protocol but a different
server/server protocol.

Normally, text messages are sent via the IRC protocol. Sometimes,
however, a dialect is used to transfer binary files from one client to
another. The Direct Client to Client (DCC) dialect is one example
of a dialect that is used this way.

IRC Commands
The IRC protocol contains a variety of commands that cover a
variety of categories, mainly connecting a server with another
server or with a client, obtaining information about a user or a
server, manipulating channels, or sending messages from a client.
A few of the commands are optional and are not necessarily
supported by all IRC servers and clients. Table 11-1 lists all the
IRC commands

Table 11-1  IRC Commands

Name Syntax

Admin ADMIN [<Server>]
Away (optional) AWAY [<Message>l

ChannelMode MODE <Channel>  11+1-] I 0 p Is lilt n j b vI [<Limit>] l<User>J [<BanMask>]

Connect CONNECT <TargetServer> [<Pon> [<RemoteServer>]]

Error ERROR <Message>

Info INFO l<Server>l

Invite INVITE <Name> <Channel>

Ison (optional) ISON <Name>l <Name>l

Join JOIN <Channel>l,<Channel>l [<Key>l,<Key>ll

Kick KICK <Channel>l,<Channel>l <User>l,<User>l [<Comment>l

Kill KILL <Name> <Comment>

Links LINKS [[<Server>] <Mask>l
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List LIST [<Channel>l,<Channel>l [<Server>l]

Names NAMES [<Channel>l,<Channel>ll

NickName NICK <Name> [<HopCount>]

Notice NOTICE <Name> <Text>

Operator OPER <User> <Password>

OperWall (optional) WALLOPS <Message>

Pan PART <Channel>{,<Channel>l

Password PASS <Password>

Ping PING <Serveri> [<Server2>l

Pong PONG <Server> [<Server2>]

PrivateMessage PRIVMSG <Receiver>l ,<Receiver>l <Message>

Quit QUIT [<Message>]

Rehash (optional) REHASH

Restart (optional) RESTART

ServerQuit SQUIT <Server> <Comment>

Server SERVER <Server> <HopCount> <Information>

Stats STATS [<Query> [<Server>]]

Summon (optional) SUMMON <User> [<Server>]

Time TIME [<Server>]

Topic TOPIC <Channel> [<Topic>]

Trace TRACE [<Server>]

UserMode MODE <Name>  11+1-] Ii 1w s ol

User USER <User> <Host> <Server> <RealName>

UserHost (optional) USERHOST <Name>] <Name>]

Users (optional) USERS [<Server>]

Version VERSION [<Server>]

Who WHO [<Name> l<o>]]

Whols WHOIS [<Server>] <NameMask>[,<NameMask>l,...]]

WhoWas WHOWAS <Name> [<Count> [<Server>]]
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ro
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e

'9
3 

ed
it

io
n 

of
 th

e 
S

ta
nd

ar
d 

th
is

 r
es

tr
ic

ti
on

 h
as

 b
ee

n 
dr

op
pe

d.
 T

he
 f

ea
tu

re
 m

ay
 b

e 
us

ef
ul

 in
 th

e
fo

ll
ow

in
g 

si
tu

at
io

n.
 A

 p
er

so
n 

m
ov

es
 b

et
w

ee
n 

di
vi

si
on

s 
w

it
hi

n 
an

 o
rg

an
is

at
io

n.
 T

he
 o

ri
gi

na
l

di
st

in
gu

is
he

d 
na

m
e 

is
 r
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=

G
B

,
O

=
U

ni
ve

rs
it

y 
of

 S
al

fo
rd

, O
U

=
S

al
fo

rd
 U

ni
ve

rs
it

y 
B

us
in

es
s 

S
er

vi
ce

s,
 O

U
=

S
of

tw
ar

e 
S

er
vi

ce
s,

C
N

=
D

av
e 

M
or

ga
n}

. N
am

e 
re

so
lu

ti
on

 w
ou

ld
 s

ta
rt

 a
t t

he
 r

oo
t, 

an
d 

w
ou

ld
 e

ve
nt

ua
ll

y 
re

ac
h 

th
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=
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=

S
al

fo
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 p
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, b
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 p
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 b
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=
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 b
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 c
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 c
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 b
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 b
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 b
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 c
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 o
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 f
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 c
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, c
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e 
U

se
r 

In
fo

rm
at

io
n 

M
od

el
. T

he
y 

ar
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 c
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