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ABSTRACT 
Explicit and systematic management of risks in software 
projects has become a more common practice amongst 
leading software organizations, However, often the 
methods used have severe theoretical and practical 
limitations that may lead to biased or inappropriate 
control of risks. The first part of this tutorial presents a 
critical overview of the current risk management 
technology, discussing the pros and cons of main 
approaches, as well as guidelines for their use. The second 
part of the tutorial presents the Riskit method with 
concrete examples and exercises. Riskit is a risk 
management method that has been developed to provide a 
theoretically sound, yet practical risk management 
approach. The method has been used and evaluated in 
several industrial projects in Europe and in the U.S. 
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1 INTRODUCTION 
All software development projects involve risks and, in 
fact, ability to take and manage risks is a critical success 
factor in managing software related businesses. It seems 
that majority of software managers manage risks 
intuitively. However, as intuitive risk management is 
perceived as unreliable and inconsistent way of dealing 
with risks, more systematic risk management programs 
and methods are gaining ground in the industry, as 
evidenced by the many methods, tools and reports that are 
available (e.g. [5]). 
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While many of the current risk management approaches 
work quite well in practice, many of them contain serious 
sources of bias and, in some cases, are based on flawed or 
incorrect assumptions. Although many of these 
shortcomings may not be serious in all situations, 
practitioners should be aware of them so that the risk 
analysis results are not compromised. 

It seems that the software risk management community 
has not fully taken advantage of the relevant work on risk 
management in many other disciplines. 

According to our experiences, some of the most common 
problems or potential biases include the following: 
l Communication is hindered by lacking clearly defined 

and accurate terms. Ambiguous or conflicting terms are 
used to refer to conceptually different aspects of risks. 

l The risk prioritization is often biased due to problems in 
quantification of risks. E.g., table-based ranking 
techniques often multiply ordinal scale data to obtain 
risk rankings, an operation that is not mathematically 
valid. 

l The problems of non-linear utility function and its 
impact on risk prioritization are rarely addressed by risk 
management methods. 

l Different stakeholder perspectives are seldom explicitly 
addressed in the risk management process. 

In short, the set of tools used for risk management is a 
very mixed bag of tricks and there seems to be little 
discussion and attention spent on discussing these 
potential pitfalls. 

2 THE RISKIT METHOD 
Riskit is a comprehensive risk management method that is 
based on sound theoretical principles and thus it avoids 
many of the limitations and problems that are common to 
many other risk management approaches in software 
engineering. As the Riskit method has been extensively 
presented in other publications [6-81, we present here only 
the highlights and main principles of the method. 
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Complete Process Definition 
The Riskit method has a comprehensive process definition 
that supports risk management activities throughout the 
project [6]. The Riskit process is similar to many other 
risk management process descriptions with some special 
characteristics, such as full. operational definition of the 
process and specific steps for defining risk management 
mandate as well as goals and stakeholders. 

Goals and Stakeholders 
Most risk management methods do not explicitly support 
different stakeholder perspectives. Boehm’s Win-Win 
approach is the only major risk management approach that 
focuses on stakeholder goals [3]. The Riskit method 
extends Boehm’s approach by maintaining links between 
risks and stakeholders explicitly. 

Definition of Risk 
The Riskit method supports unambiguous definition for 
risks. The Riskit analysis graph is a graphical formalism 
that is used to define the different aspects of risk more 
formally. The Riskit analysis graph can be seen both as a 
conceptual template for defining risks, and a well-defined 
graphical modeling formalism. The underlying conceptual 
model -- or meta-model -- of the Riskit Analysis Graph 
components is presented in Figure 1. 

Practical Application of Utility Theory 
The importance of utility theory in decision making is 
well established in other disciplines [l]. and while the 
concept has also been presented in software engineering 
risk management [2,4], to our knowledge, it has not been 
made operational in any major software risk management 
approach. Ignoring the impact of utility loss may seriously 
influence risk prioritization results. In most situations 
people and organizations have non-linear utility functions 
w.r.t. observable metric or attribute in question. In other 
words, the true benefit felt by a stakeholder does not have 
a linear function to, e.g., money, schedule or defect rate. 
The Riskit method has incorporated the utility theory 
components into a straight-forward approach that can be 
used by practitioners without deeper knowledge of the 
utility theory. 

SUMMARY 
The Riskit method combines sound principles into a 
consistent process and set of techniques. However, the use 
of these techniques is, of course, not limited to the use of 
the full Riskit method. Many of the principles and 
techniques in Riskit can be used to enhance or improve 
current risk management practices in an organization. 

The Riskit method has been evaluated in a number 
empirical studies in several organizations during the past 
few years. While the findings from these studies are not 
conclusive, the empirical feedback indicates that the 
method is feasible in practice and it seems to result in 
more detailed analysis and description of risks and it 
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Figure 1: Definition of risk in the Riskit method 

seems to increase the confidence in the results of risk 
management process. 
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