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Abstract

This thesis is concerned with issues relating to the management of infor-
mation security in organisations, motivated by the need for cost-efficient
information security. It is based on the assumption that: in order to
achieve cost-efficient information security, the point of departure must
be knowledge about the empirical reality in which the management of
information security takes place. The data gathering instruments em-
ployed are questionnaires with open-ended questions and unstructured
research interviews. The empirical material is analysed, and conclusions
are drawn following the principles Grounded Theory. Data sources are
professionals in the area of information security management, including
information security consultants (n=13), certification auditors (n==8),
and information security managers (n=8). The main contributions are;
an integrated model illustrating the experts’ perceptions concerning the
objectives, actors, resources, threats, and countermeasures of informa-
tion security management, a framework for the evaluation, formation,
and implementation of information security management systems, a new
approach for the evaluation of information security in organisations, a
set of success factors concerning the formation of information security
management systems, and a problem inventory concerning the value and
assessment of information security education and training.
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Chapter 1

Theslis overview

1.1 Thesis structure

This doctoral thesis is composed of three parts:
e Part 1, Thesis overview
e Part 2, On Information Security Management Systems
e Part 3, On the Management of Information Security

Part 1 introduces the reader to the problem under study and summarizes
the results and contributions of the thesis. Part 2 is concerned with
management systems for information security. Part 3 is concerned with
the management of information security in general.

The content in Part 2 has earlier been presented as a thesis for the
degree of licentiate of philosophy, awarded the author by the Depart-
ment of Computer and Systems Sciences, Stockholm University / Royal
Institute of Technology (Bjorck, 2001b).

Each of the parts 2 and 3 have separate introductory chapters which
describe in detail the background, research objectives, methods, and
results. Therefore, the aim of this overview is to summarize and integrate

the information found in these parts.

15



16 CHAPTER 1. THESIS OVERVIEW

1.2 Problem area and motivation

This thesis is concerned with issues relating to the management of infor-
mation security in organisations, motivated by the need for cost-efficient
information security.

It is based on the assumption that: in order to achieve cost-efficient
information security, the point of departure must be knowledge about
the empirical reality in which the management of information security
takes place. Thus, this thesis is inductively oriented, in that it draws its
conclusions based on studies of the practice of information security in
organisations.

Furthermore, the studies presented in this research are motivated by
the relative lack of systematic empirical studies (as discussed in section
8.3) in the area of information security management. The aim is that
this study, together with past and future empirical studies in the same
area, will contribute to filling this gap, and thereby lay the foundation
for a coherent body of knowledge, firmly based on the issues facing prac-
titioners in this applied field. This foundation is needed if the research
area concerned with managing information security in organisations is
going to be successful in offering theories, models, methods, and tools
useful for understanding, influencing, controlling, and predicting issues
relating to information security management.

Within the broad area described above, this thesis tackles two main

research problems. They are:

What problems do organisations face and what processes do
they go through as they are aiming to establish a balanced

management system for information security?

This question is studied in part 2 of the thesis. The question calls
for the examination of three more detailed problems, relating to the
evaluation, formation and implementation of management systems for

information security. These questions are: How can an organization
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evaluate its current state of information security? (focus in chapter 5)
What are the success factors to consider while creating a management
system for information security? (chapter 6) and, What problems are re-
lated to measuring implementation effectiveness of information security
education efforts? (chapter 7).

The second research problem is:

What perceptions do information security managers hold as
regards the management of information security in organisa-

tions?

This problem is investigated in part 3 of the thesis, by means of
in-depth research interviews with senior information security managers,

followed by an analysis informed by Grounded Theory.

1.3 Research method

This work has an empirical focus in that it starts with observations and
goes from there to abstractions and models. It can be characterised as
an inductive, explorative, qualitative, and systematic approach.

The approach taken was informed by Grounded Theory, and guided
by the principles set forth by one of its originators (Glaser and Strauss,
1967; Glaser, 1978, 1992, 1998).

The data gathering instruments employed are both questionnaires
with open-ended questions (described further in chapter 3 and in section
6.2), and unstructured in-depth research interviews (chapter 9).

Data sources were professionals in the area of information secu-
rity management, including consultants (n=13), certification auditors
(n=8), and information security managers (n==8). These were selected
on the basis of expertise rather than on statistical sampling. It follows
that the purpose was not to draw conclusions about the larger popu-
lation from which the respondents and interviewees were drawn. The

character of the study is ideographic rather than nomothetic.
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Data anlaysis was carried out using a Grounded Theory-oriented ap-
proach, with the help of a software tool for qualitative data analysis
called Atlas.ti (Muhr, 2004). This software offered a number of advan-
tages compared to a manual approach, one being that it preserves the
transparency of the analysis process. Specifically, it makes it possible to
follow the line of thought back from the model, via categories, down to

the quotations on which the model is built.

1.4 Contributions

The contributions for the different parts of the thesis are described in
section 2.4 (for part 2) and in chapter 11 (for part 3). In summary, they

are:

e Integrated model illustrating the experts’ perceptions concern-
ing the objectives, actors, resources, threats, and countermeasures

of information security management.

e Theoretical framework for the evaluation, formation, and im-

plementation of information security management systems.

e New approach for the evaluation of information security in or-

ganisations.

e Set of success factors concerning the formation of information

security management systems.

e Problem inventory concerning the value and assessment of in-

formation security education and training.

The common denominator for all these is that they aim to contribute to
solving problems related to information security management in organ-

isations.
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1.5 Conclusions and implications

Owing to the nature of the research problem and the research design, the
research questions cannot be answered in a single sentence, nor can all
the conclusions be spelled out in this single concluding section. Instead,
the answers to the posed research questions are found throughout the
thesis. Conclusions and implications are explicated in sections 5.2.6, 6.5,
and 7.4 for part 2, and in chapter 11 for part 3.

The main aim of this study has been to "map up” or ”discover” the
- to an extent unknown - terrain of information security management
in organisations. By offering a framework for the evaluation, formation
and implementation for information security management systems, and
by identifying the basic building blocks of information security manag-
ment (its objectives, actors, resources, threats and controls), this study
contributes practically and theoretically.

Practitioners can use the results presented here as ”blueprints” for
managing information security. They can compare and benchmark their
own processes and practices against these results and come up with new
critical insights to aid them in their work.

Scholars in the field of information security management can use the
results here, and build further on them, to form a coherent and complete
body of knowledge of the area - all with the aim that we should be able to
create models and theories that help practitioners understand, influence,

control, and predict what goes on in their organisations.
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This part of the thesis presents the findings of an empirical study
into the evaluation, formation and implementation of information secu-
rity management systems aiming to protect organisational information
assets. An action research oriented strategy and a research method in-
formed mainly by grounded theory, are employed. The main results of
this study are 1) a blueprint process for information security manage-
ment, 2) an information security evaluation method, 3) sucess factors
for creating balanced information security management systems, and 4)
a discussion on problems related to measuring the effects of information

security education in an organisational context.
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Chapter 2

Introduction

2.1 Background to the research

Too much business security will increase your costs and reduce your po-
tential revenue streams substantially (ceteris paribus) and it can —in due
course — put an end to your business. To “run the risk” is in fact at the
heart of entrepreneurship; American economist Knight pointed out that
“profit, earned by the entrepreneur who makes decisions in an uncer-
tain environment, is the reward for bearing uninsurable risk” (Knight,
1921). Conversely, insufficient security might leave your business open
for fatal mistakes, espionage, sabotage and crime. The goal of security
management in organisations should therefore be to identify and strive

toward the optimal point between security and insecurity.

The optimum level of security in an organisation (Fig. 2.1), from a
strict financial perspective, will be found in the situation were the cost
of additional security countermeasures ezxactly equals the resulting re-
duction in damages arising from security breaches (Marin, 1992). This
level of security means profit maximisation for the organisation. Too
little security means that security breaches are reducing profits as a re-

sult of damages to assets, and too much security means that the costs

25
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Profit

Optimal level of security
max

Total insecurity Total security

Characteristics: Characteristics:
Uncertainty Certainty
(danger, loss, injury) (freedom from danger)

Figure 2.1: The optimum level of security — illustrating the balancing

act of security management.

of security countermeasures (including operational ineffectiveness and
high-end security solutions) consume profits (Bjorck, 1996). Hence, we
should not strive towards higher and higher security without thinking
about the consequences. Moreover, security measures have other con-
sequences than strictly monetary to be taken into account, e.g. social,
legal and ethical. Opposing views from various groups of stakeholders

to the organisation will also have to be recognized.

In practice, it is problematical to identify the security equilibrium
depicted here. There are solutions available, e.g. the one created by
Longley and Kwok (1996) which can be employed to help security man-
agers deploy security resources in an optimal way. However, in many
cases, the total cost of current security countermeasures and the dam-
ages arising from current security breaches are not known. And, looking
into the future, the potential costs-and-benefits of new countermeasures
are even more challenging to estimate (Adams, 1995). To further com-

plicate things, this research is not on protecting organisational assets
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in general — it is about protecting information assets. It is difficult to
assess the value of a given information asset, since it mainly depends
on what it can be used for in the future (Falk and Olve, 1996; Glazer,
1993). Also, it is not always noticeable that an information asset has
been subject to a security breach —if it e.g. has been changed by mistake
or disclosed to an unauthorized party. As a result, it is problematic to
devise economically optimised information security measures.

It is widely agreed that organisations in reality do not behave strictly
according to a profit-maximising economic model (as that in Fig. 2.1).
Instead, decisions and behaviour are characterised by, at best, bounded
rationality and trying to satisfy objectives rather then reaching them
(Simon, 1948; Cyert and March, 1963). Hence, it is important to keep
in mind that the model used here is an ideal model from the point of
view of the owners of the organisation, aiming to clarify the problems
faced.

Despite the difficulties outlined above, organisations need to at least
try to estimate: a) the current level of information security; b) the ideal
level of information security; and c) how to get from a to b. Although
this research will not conclusively solve any of these issues, it is con-
cerned with all three.

Several recent studies demonstrate the need for organisations to sys-

tematically approach the protection of their information assets:

e Computer Economics estimates that for 2001 (as of the end of
August) the economic impact of virus attacks around the world
has hit $10.7 billion (Computer Economics, 2001)

e 85% of the 528 U.S. organisations responding to the CSI/FBI sur-
vey detected computer security breaches within the last twelve
months and 64% acknowledged financial losses due to those breaches
(Computer Security Institute, 2001)

e 66% of the 273 European CIOs and business executives interviewed

in the Ernst & Young Information Security Survey cite information
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security or privacy concerns as a major inhibitor to greater use of

e-commerce (Ernst & Young, 2001)

e In Sweden, 84% of the respondents (n=428) to the Information
Security Survey had suffered economic losses due to breaches of

information security, as compared to only 56% of the respondents
(n=541) the year before (Bjorck, 1997, 1998).

Adding to this the rapidly increasing dependence of information and IT

systems, the need to manage information security is apparent.

2.2 Research questions

The research tackles certain aspects in connection with the following

question:

What problems do organisations face, and what processes do
they go through, as they are aiming to establish a balanced

management system for information security?

This question does not have one answer — it has many: Organisations
have different goals, strategies, organisational cultures and structures;
consequently the ideal management system and the way to achieve it will
differ between organisations (Mintzberg, 1983). Acknowledging this —
the need to cater for situational context — this part of the thesis proposes
a framework instead of a comprehensive information security manage-
ment methodology. Organisations and researchers can use the frame-
work to “plug-in” preferred approaches, fitting to the context of the
problem at hand. Beyond the framework, this part of the deals with
sub-problems within the broad research question. It also attempts to
build a tentative “plug-in” methodology for a part of the framework.
In correspondence with the research question above, the framework
for the study — presented in detail in next chapter — is a process view of

the activities included when an organisation seeks to arrive at a balanced
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management system for information security. Henceforth, we shall refer
to this as the information security management system (ISMS) process.
A high level view is presented here to illuminate how the specific re-

search questions contribute to the study at large. Each of the revised

T evaluation formation 'mplementatz’on?

feedback-operation

Figure 2.2: The Information Security Management Process (ISMS Pro-

cess).

and extended papers presented in this parts’ main body is positioned
within one of the three main stages of the ISMS process — evaluation,
formation, and implementation (please refer to the next chapter for a
detailed description of these).

The research question related to the evaluation stage of the ISMS process

is:

1) How can an organisation evaluate its current state of in-

formation security?

This question is answered by offering a tentative evaluation methodology
and an associated software tool. The Swedish Information Processing
Society and leading information security experts in Sweden, in close
cooperation with this research project, designed and built the software
tool. The evaluation methodology was developed as a part of this study.
This work is presented in chapter 5.

The research question related to the formation stage of the ISMS process

is:

2) What are the success factors to consider while creating a

management system for information security?
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The answer to this question is sought using questionnaires to certifica-
tion auditors and information security consultants all working in projects
aiming to create management systems for information security corre-
sponding to the ISO/IEC 17799 standard (SIS, 2001). This work is
presented in chapter 6.

The research question related to the implementation stage of the ISMS

process is:

3) What problems are related to measuring implementation

effectiveness of information security education efforts?

This question is mainly tackled analytically using simple ROI-models
(return on investments) from financial economics to illustrate the prob-
lem of measuring implementation effectiveness with regards to the hu-
man side of the information security management system. This work,
parts of which are co-authored with Yngstrém is presented in chapter 7.

The ISMS process, as described here and in detail in the following
chapter, illustrates a range of problems and promising solutions to many
activities involved in evaluating, forming and implementing a manage-
ment system for information security in an organisation. The intention
is not to present it as the main result of this study. The framework
should be viewed as an ideal model meaning that it does not claim that
“this is the way all organisations do”, or “this is the way all organisa-
tions have to do”. Rather, it serves as a framework for this thesis part
pointing out critical problem areas that are investigated and indicating
how these fit together. It is also important to note that this study does
not solve all problems in the ISMS process — it merely confronts some
of these.

2.3 Justification for the research

The current state of — and the ensuing need for — information security

was demonstrated earlier (section 2.1) by referring to several recent stud-
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ies. In addition, the development of information security management
on the international and national (Sweden) arena further accentuates
the need for this study:

ISO, International Organization for Standards, recently promoted
the British standard on information security management (British Stan-
dards Institute, 1999, 1995) to an international standard, ISO/IEC 17799
(ISO, 2000). Many organisations are now striving to meet the require-
ments of the standard. To do this, they will have to demonstrate that
they have a management system for information security that is ad-
equately protecting their information assets. The standard does not
mention, however, how this can be attained. That is exactly the fo-
cus of this study. In Sweden; since the beginning of 1998, the Swedish
Standards Institute (SIS) has worked to create and market a Swedish
version of the cited British standard (British Standards Institute, 1999,
1995). It succeeded in 1999, when Sweden as one of the first countries
adopted it as Swedish Standard 62 77 99 (SIS, 1999a,b). As a part of
this undertaking, SIS formed a pilot certification group, later reformed
into an experience group aiming to better understand and interpret the
requirements of the standard and — especially — how to achieve them.
We have been documenting the experiences in these groups as a part of
this study.

On the academic level, the aim of this undertaking is to contribute
to the body of knowledge regarding information security management
in organisations. This contribution will mainly be in the form of help-
ing to increase the understanding of problems associated with the ISMS
process. In addition, it is hoped that this study can fill a gap by present-
ing the issues from a Scandinavian perspective. In our view, different
nations seem to interpret information security management in different
ways, often directly corresponding to the existing corporate culture and

management style.

During the course of this study, results have continuously been fed

back to information security management practitioners and scholars



32 CHAPTER 2. INTRODUCTION

through different channels. The aim was to test the usefulness and
relevance of the findings. The software tool presented in chapter 5 is
now internationally available, through the Swedish Information Pro-
cessing Society, to users — in both Swedish and English (Swedish In-
formation Processing Society, 2001a). As of September 2001 it has over
200 licensed users, mainly Swedish organisations. Over 100 information
security managers and consultants have attended courses in using the
evaluation methodology associated with the software tool (in the latest
course, 100% of those attending rated the course contents as “good” or
“very good” in a course quality survey). The success factors presented
in the formation chapter 6 have been fed back to information security
practitioners in Sweden at various industry conferences and as a publica-
tion from the Swedish Standards Institute (see Swedish reports enclosed
in appendices). Major parts of this study have been accepted and pre-
sented at international academic conferences on information security in
Sweden, Australia, China, and the USA. In summary, we feel that the
partial results fed back so far have proved valuable to both academia
and practice. Therefore, it is our anticipation and aspiration that this
work — now presented in its entirety — will prove useful and relevant to

these two audiences.

2.4 Summary of contributions

2.4.1 Contributions related to information security man-
agement in general

By modelling the ISMS process — with the stages evaluation, forma-
tion, and implementation — we have provided a blueprint process against
which organisations attempting to attain a management system for in-
formation security can benchmark their current practices. The proposed
ISMS process may also serve as a didactic instrument in education and

training for explaining the interdependent activities involved in infor-
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mation security management. On a more general level, this study has
showed that information security management is not only about techni-
calities and engineering, but also about the human side of enterprise —
people. Hence, one contribution is that it has helped to shift the focus

away from computer system security to information (systems) security.

2.4.2 Contributions related to the evaluation of informa-
tion security and ISMSs in organisations

By offering a tentative evaluation methodology and associated software
tool, we have already started to fill in the details of the ISMS process. By
explicating the methodology and the ideas behind it, and by building in
flexibility in the software tool, organisations that feel that the method-
ology does not suit their corporate culture or evaluation situation can

adapt it to better suit their needs.

2.4.3 Contributions related to the formation (design, de-
velopment) of information security management sys-
tems in organisations

This study has contributed through identifying a set of success factors
associated with the formation of a management system for information
security in organisations. Organisations facing this challenge will prob-
ably find this relevant and beneficial, since it enables them to avoid now
recognized pitfalls and capitalize on known winning techniques. More-
over, the hunt for success factors showed that the core problems associ-
ated with creating an information security management system are akin
to those problems confronted in any organisational change effort. This
might be viewed as a contribution in itself, since it opens up a whole
new avenue of theories, tools and methods for information security man-

agement.
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2.4.4 Contributions related to the implementation of in-
formation security management systems in organi-

sations

We contributed through identifying the problems associated with mea-
suring effectiveness of education programmes as a part of the implemen-
tation of information security management programmes in organisations.
Specifically, the main contribution of this part was to identify the need
for measuring the effects of education and training in this context, and
also pointing out some major obstacles vis-d-vis measuring. The papers
also shows the consequences of many organisations’ fixation to “mone-

tarize” and compare their investments, including those into knowledge.

2.5 Quality and limitations of this work

Lincoln and Guba (1985) proposed four concepts that taken together
may be used to demonstrate the soundness of a qualitative research

approach — credibility, transferability, dependability, and confirmability:

2.5.1 Credibility aspects

Credibility — do the findings presented accurately reflect the
reality studied?

Social reality is not a fixed reality that we can go out and study. On the
contrary — it is a constantly moving target — and it is constantly being
constructed. For that reason, there is no one reality, and therefore not
only one truth about it that we can hope to find. Instead, there are
multiple realities and multiple views. The question of credibility then
is the question of if this study is “credible to the constructors of the
original multiple realities” (Lincoln and Guba, 1985, : 296). As will be
demonstrated in the next chapter, results of this study have been fed
back on a continuous basis to these “constructors” to ensure that what is

written in this thesis gives a truthful account of the studied phenomena.
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However, we acknowledge that the background and pre-understanding
on the part of the researcher does influence the findings, and especially

how these are presented.

2.5.2 Transferability aspects

Transferability — are these findings useful for others in sim-

tlar situations?

A qualitative research design, like this, makes it problematic to gener-
alize findings back to a stated population. On the other hand, it gives
a much richer and deeper understanding and description of the stud-
ied phenomena. It is important to point out that this study cannot,
and should not, be taken as a description of how “it is” in all organi-
sations — that was not the intention. On the ideographic — nomothetic
— dimension, this study does not search for general laws of information
security management (nomothethic) — no, it looks to describe specific
problems, processes, and events, so that we can better understand these
(ideographic). Nevertheless, if this knowledge could not be of use for
others, it would not be worth the effort. By stating the boundaries and
contexts within which this study has been undertaken, the reader can
judge whether this knowledge could be of any use in another situation.
Given that this thesis is based on a Scandinavian perspective and or-
ganisational culture, it might prove more valuable to organisations with

similar values and management styles.

2.5.3 Dependability aspects

Dependability — would the results be repeated if the study was
replicated?

Dependability corresponds with what in natural sciences is called repli-
cability, which is the extent to which an application of equivalent instru-

ments to the same units yields similar results. Since qualitative stud-
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ies by their nature cannot be replicated, because of changing realities,
the attention is turned to the stability and consistency of the inquiry
process. Dependability for this study can be determined by auditing
provided descriptions of data collection and analysis, studying the data
itself, and contrast this with the findings. So even though replicability
seems impossible, there are still methods to judge the soundness of this
study. Replicability is problematic in all studies, since everything in our
world changes, and since it is difficult to ensure that the instruments
(like a microscope) and processes used in the re-inquiry are sufficiently

equivalent to those used in the original inquiry.

2.5.4 Confirmability aspects

Confirmability — do the data help confirm the findings?

As discussed above, objectivity on the part of the researcher seems prob-
lematic. Still, we need to be assured that the findings are not only the
imagination of the researcher. Using a qualitative research design, we do
not depend on the researcher’s objectivity — instead we turn our atten-
tion to the data or empirical materials. Were possible, we have tried to
include the data directly in the thesis, such as the numerous quotations
in chapter 6. In other parts, data is available on request, such as in the
case of appendix A. There are parts, however, where it is difficult to
provide data, since they build on an extensive period of participant ob-
servation. Although there are notes and documents from meetings, they
do not give the full picture of the empirical materials gathered. In these
cases, such as in chapter 5, it is still possible to confirm the soundness
of the findings by going back and asking other persons that have been
partaking in the same group or project. Even though we have done our
utmost to ensure that everything written in this thesis is in line with
the interpretations of the informants, it should be pointed out that the

text in this thesis is also an interpretation — of that first interpretation.
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2.6 Further work

Evaluation and refinement of SBA Check. As it stands, SBA
Check and the evaluation approach presented in chapter 5 is not for-
mally evaluated. The first step in this direction would be a survey to
all licensed users of the software, focusing on the use of the tool, the
perceived efficiency, the results, etc. A study like this, in cooperation
with the Swedish Information Processing Society, is in its design phase.

Interview with experts. Another idea that has grown stronger
during this study is to interview acknowledged experts on the man-
agement of information security in organisations, and to analyse these
interviews in line with the ideas of grounded theory to search for themes
and patterns in their views on the issue at hand (this is the focus in part
3 of the thesis).

Case study in organisation. Most of the material presented in
this thesis is general in the sense that it does not directly tackle the
sometimes chaotic reality in which organisations have to try to solve
their information security problems (this study, as explained in section
3.2, has been on another level). In the practical situation, where abstract
methods and loosely described security measures have to be interpreted
and transformed into reality, other problems often emerge. Therefore,
it would be very valuable to study various organisations in their efforts

to manage information securely.

2.7 Outline of this part of the thesis

The next chapter (3) outlines the research strategy and chapter 4 de-
scribes the framework used to unify the different parts of the study, and
form the base of the remainder of this thesis part. Readers mainly in-
terested in practical utilisation and application of the findings can pass
over chapter 3 and go directly to chapter 4 where the information se-

curity management systems process model is described. Chapters 5, 6,
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7, each presents aspects of evaluation, formation, and implementation
(respectively) — this is where the main studies of this part of the thesis

are presented.



Chapter 3

Research strategy and

research methods

3.1 The choice of a research strategy

The management of information security in organisations has been fruit-
fully studied using a variety of research strategies, such as action re-
search, case studies, and surveys'. The best possible research strategy
to adopt is affected by number of factors, including: fundamental epis-
temological and ontological assumptions, the research context, the unit
of analysis, and - logically - the research’s problem and objective (figure
3.1).

Following is an explanation of how these factors have affected our
choice to adopt an adapted version of action research as our basic strat-
egy in this part of the thesis.

Type of research problem and objective. Barring the chapter
concerning the implementation stage, the different parts of this part
of the thesis describe research endeavours and results that are mainly

of an inductive nature. The point of departure is the problems that

'Refer to appendix A for a demonstration and discussion of different approaches

and research foci in information security.
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earch problem and objective

Research strategy Research setting and unit of analysis

temological and ontological assumptions

Figure 3.1: Factors affecting the choice of a research strategy

organisations face, and the processes they go through, as they are aiming
to establish a balanced information security management system. The
approach is essentially explorative and descriptive, aiming to discern and

understand these problems and processes.

Research setting and unit of analysis. Empirical materials
(data) are elicited from project groups formed with the purpose of dis-
cussing, understanding, and suggesting answers to these problems for
practitioners. The findings presented in this part of the thesis are based
on our participation in these groups over the course of circa two years.
The nature of our partaking - i.e. to participate as researchers - was
explicated and agreed upon at the outset. The participation has - with
intent - been one of active involvement, not only as observers, but also

as active group members.

Fundamental epistemological and ontological assumptions.
This research is built on an underlying interpretive epistemology, in that
we assume that the management of information security in organisations
ideally should be explored from the frame of reference of those who are
directly involved in these processes. Hence, this research could be classi-
fied within what Burrell and Morgan (1979) would call the interpretive

paradigm:
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The interpretive paradigm is informed by a concern to un-
derstand the world as it is, to understand the fundamental
nature of the social world at the level of subjective expe-
rience. It seeks explanation within the realm of individual
consciousness and subjectivity, within the frame of reference
of the participant as opposed to the observer of action. Bur-
rell and Morgan (1979, 28)

Our ontological stance is that the social world, which forms substantial
parts of an organisation, does not exist independently of the observer.
Managing information security in organisations is mainly about trying
to control certain aspects of the social world, through influencing hu-
man behaviour a propos information security. Likewise, a decision to
change the security of a computer based information system has to be
interpreted and carried out by a human, and it is therefore dependent

on circumstances in the social world.

3.2 Modified action research strategy

The matters described in the preceding section shape the chosen re-
search strategy. Initially, we did not label the strategy. Only after the
studies were carried out was it found that the strategy employed in
some respects resembled what in the methodology literature is referred
to as an action research strategy. Nevertheless, there are significant
differences between the adopted strategy and action research. “Action
research aims to contribute both to the practical concerns of people in
an immediate problematic situation and to the goals of social science
by joint collaboration within a mutually acceptable ethical framework”
(Rapoport, 1970, 499). An action research strategy is essentially defined
by four characteristics; it deals with a (i) practical research problem in a
(ii) participatory style. In addition, the pursuit of (iii) change, though a

(iv) cyclical research and feedback process, is considered an integral part
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Figure 3.2: The difference between the adopted research strategy and

familiar action research.

of research (Denscombe, 1998, 57). The following paragraphs briefly ex-

amine these defining characteristics in relation to this study:

Practical research problem. In this case, the research is con-
cerned with the problems that organisations face, and the processes they
go through, as they are aiming to establish a balanced information secu-
rity management system. In Sweden, over 40 organisations have formed
a group under the Swedish Standards Institute, named Project Informa-
tion Security Management Systems TK(099, aiming to work with these
issues. As briefly mentioned above, a part of this research was carried
out in that context (chapter 6). Another part of this research was done
in cooperation with information security experts and the Swedish Infor-
mation Processing Society (chapter 5) — also this of a direct practical
nature. Therefore, the problems under study in this part of the thesis

are clearly of a practical character. However, in action research litera-
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ture it is often assumed that the problem solving and research process
takes place at the level of one organisation, and that it deals with a prob-
lem in that very organisation. This is not the case here, as illustrated
in figure 3.2. This means that the cycles of information gathering and
feedback to/from the key sources - the organisations facing the problems
studied - of empirical materials have been indirect. Thus, this approach
is slightly different from that used in “ordinary” action research. This
has undoubtedly affected the research results since some degree of ana-
lytical generalisation has already been done by the participants in these
two industry groups (figure 3.2). As researchers in these groups, we —
and our sources - have been comfortably positioned with some distance
from organisations actually facing the problems. That has opened up
the possibility to view the world as less chaotic and more structured —

leaving us with a more idealised view of reality for better and for worse.

Participative. The pilot certification work group is unique in that it
brings together certification auditors, information security consultants,
government agencies, organisations interested in information security
certification and researchers (us). All of these parties have been work-
ing together with the aim to generate and share the knowledge created.
The respondents — the practitioners — have shared their own experiences
and insights; we have merely summarized them in this study. They
needed the knowledge themselves, which is why they decided to par-
ticipate in the pilot certification group. We have participated in the
pilot certification work group during the course of two years. Likewise,
the Swedish Information Processing Society and the information secu-
rity experts, together with whom we developed the evaluation tool and
method presented later in this part of the thesis, were also participating
to learn themselves and to help other organisations in their evaluation

efforts.

Change. The third defining characteristic of action research is
change, and reflection on the effects of change. Also here, the change

instilled is indirect — on the level of the industry groups, so there is
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very little reflection of the type “did this change do any good in the
organisation?”, and more of a change and calibration of views and ideas.
For example, the pilot certification group wanted to reach a common
understanding of what is required for the successful implementation and
certification of information security management systems according to
the 7799 standard — they were seeking a methodology of how this could
be done. The parties wanted to change - or calibrate - their views on
these issues so as to reach consensus.

Cyclical feedback. The results were (and still are) fed back by
means of presentations of what we have learned, and through written
feedback reports. There are three target groups for this feedback: the
practitioners in the projects (and in the study); the other information
security and certification practitioners in Sweden; and the information
security community at large — research as well as practice. This thesis

is also a part in this cyclical feedback loop.

3.3 Limitations of action research

There are no research strategies without disadvantages — this is also true
for action research. The main scientific objection to this kind of research
strategy is that it can affect the “representativeness of the findings and
the extent to which generalizations can be made on the basis of the re-
sults” (Denscombe, 1998, : 65), which is also noted by Baskerville (1999).
This is true also for this study, but the objection assumes that the ac-

“work-site

tion research project takes place in only one organisation (a
approach”). In contrast, this study is concerned with experiences and
insights from many organisations and many different contexts, which
may make the results more universal. Another objection to action re-
search is that the researcher most likely cannot be totally detached and
objective in relation to the subjects under study, since s/he is so im-
mersed. This is against the positivistic ideas of research, as pointed out

by for example Susman and Evered (1978). However, this fact can also
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be viewed as a scientific advantage since it gives the researcher a closer

and deeper view of what is studied.

3.4 Data collection and analysis methods

The specific research method used - within the defined action research
strategy - differs from paper to paper (chapter to chapter) depending
on the most suitable method for the problem at hand. Where relevant,
each chapter describes the research process, principles and methods of
the specific study. Among the data collection methods used are ques-
tionnaires, direct observation, participation, and documentary review.
Methods for analysis of data applied are different types of qualitative
analysis, such as the Grounded Theory-based analysis method offered
by the software tool Atlas.ti (Muhr, 2004).
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Chapter 4

ISMS framework

4.1 Framework introduction

Any organisation that wants to work systematically with information
security will need to go through certain stages in pursuit of the goal of
optimised information security. In essence, these resemble the common
analytical stages we know from almost any type of ideal organisational

- or even software development process:

e [t is common to start out with some kind of analysis of where we
are today and what we need to do to get where we want to be

tomorrow.

e The next step is often to start describing or designing the ideas
or solutions that will take us from the current situation to the

identified ideal situation.

e Once these ideas or solutions are formed and explicated, they
should be put into use in the organisation by some kind of im-

plementation procedure.

As soon as the new ideas are used in the organisation, it is possible to

gather information of how it works, with the aim of identifying further

47
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room for improvement — a new change cycle can be initiated. There are
many models available — especially within the quality management area
— that describe these or comparable stages. For example the PDCA
cycle, originally developed by statistician Shewhart and described in
the quality management literature by Deming (1986). The PDCA cycle
consists of the four stages: plan, do, check and act (Deming, 1986):

e Plan: Analyse the current situation to identify room for improve-

ment and promising solutions.

e Do: Test the solutions on a small scale first in order not to disrupt

critical processes.

e Check: Find out if the solutions are giving the expected results,
and if they do:

e Act: Implement the solutions on a wider scale.

Models like these let us express the major activities involved from start
to finish, or in this case from ‘problem faced’ to ‘problem solved’. The
PDCA cycle is often used to describe organisational change processes.
Lately it has often been used — at industry conferences and even in stan-
dardisation documents such as 7799 part 2 under revision (Humphreys,
2001) — to portray the activities involved in information security manage-
ment projects. However, since the PDCA model was developed mainly
to cater to the need of a systematic methodology when optimising auto-
mated manufacturing processes in the 1950s, it is not very well suited to
describe the major activities in the ISMS process. For example, the plan
stage includes both analyses of the current situation as well as designing
solutions. In information security management, these two are most often
rightly seen as two discrete activities. In addition, the do, check, and act
stages clearly presume — although not explicitly - that it is possible to
implement one small change and then measure its effect. This approach

will work well for single, continuous improvements in an organisation (in
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line with the Japanese total quality management philosophy, Kaizen').
When implementing a new information security management system,
however, we are normally attempting to bring more than a few signif-
icant changes to the organisation at once. In these cases, we have to
wait with the check activities until the management system is already
brought into play — when we can record feedback information from the
ISMS in operation. For this, we need our own PDCA model that is
tailor-made for information security management.

The next few sections will describe such a model, including its ac-
tivities, the associated inputs and outputs, and major issues pertaining
to each activity. The model will form the high-level framework for this

part of the thesis.

4.2 Proposed ISMS process model

4.2.1 The need for a process model

The international standard for information security management - some-
times called the "ISO9000 for Information Security” - is primarily re-
quirements oriented, meaning that it states the requirements organisa-
tions should satisfy if they want to undergo certification in accordance
with the standard (ISO, 2000). It requires that the organisation has bal-
anced its information security management system to counter the threats
its information assets face. What is not spelled out in the standard
though, is how these requirements can be reached. Many organisations
here in Sweden, and in other countries as well, have been stalled in their
plans to adhere to the requirements of the standard, since they simply
did not know what steps to take to satisfy those. This was evident for
most organisations in the Swedish pilot certification scheme. Although

many organisations are hesitating to actual certification, many aspire to

IThe essence of the Japanese quality management philosophy Kaizen is to improve

an organisation or a process continuously in small incremental steps.
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adhere to the standard anyway, as it is seen to represent best practice in
information security management. By proposing an ISMS process, and
describing the activities involved, we take a first step toward resolving
the problem depicted above. As always with process models, they can
never be applied fully to any real world situation without first adapting
them to the context at hand.

4.2.2 The ISMS process model evolution

This ISMS process model has been developed gradually through par-
ticipation, observation, and interaction with information security con-
sultants and other individuals working in projects trying to satisfy the
requirements of the standard. At times, we have been immersed in one
of the stages, and at other times, we have been concerned with the to-
tality of the ISMS process and what it looks like. All organisations have
their own methods and views. However, working together with some
thirty individuals trying to interpret the standard, after more than two
years of discussions and agreements and disagreements, we believe that
the ISMS process model presented here is one that many practitioners
and academics will subscribe to. The ISMS process model describes the
stages and the important activities involved on a level of detail which

still leaves room for situational adaptation.

4.2.3 High level view of the ISMS process model

The model divides the ISMS process into its sub-processes (figure 4.1).

T evaluation formation z‘mplementationw

feedback-operation

Figure 4.1: The Information Security Management Process (ISMS Pro-

cess).
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The evaluation stage includes everything it takes to assess the current
situation vis-a-vis information security management in the organisation.
It takes into account not only the administrative / organisational secu-
rity issues, but also the technical (IT) security issues. The main results
(output) of the evaluation stage are reports of vulnerabilities and defi-
ciencies in relation to information security.

The formation stage takes these reports as its main input. It also
adds knowledge about the organisation, its business processes, culture,
etc. The goal is to design and develop solutions tailor-made to the
organisation that will remedy any vulnerabilities and deficiencies in the
current situation. The formation stage is largely analytical in that these
solutions are still “on the drawing board”.

The implementation stage takes the solutions from the conceptual
level and makes them work in the organisation. It entails for exam-
ple installing and configuring technical security mechanisms as well as
information security education and training to employees.

Once implemented, the ISMS is in operation and it starts to gener-
ate feedback information to the next iteration — as input into the new

evaluation phase. Now, let us examine each of the stages more closely.
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4.3 Evaluation stage

This section aims to discuss and clarify issues pertaining to the evalua-
tion stage of the ISMS process. By doing this, it also lays a foundation
for the coming chapters by providing explicit answers to questions such
as: What is the subject of evaluation? What types of activities are gen-
erally associated with an evaluation? What does an evaluation result

m?

4.3.1 Unit of evaluation

Information security evaluation methods (or, in same cases, frameworks)
can take on many different forms and focus on a range of different
aspects: The IT Baseline Protection Manual (Bundesamt fiir Sicher-
heit in der Informationstechnik, 2001), Orion (Fillery-James, 1999) and
Odessa (Warren et al., 1997) can help evaluating the security of infor-
mation or IT in an organisation. So can CRAMM (Insight Consult-
ing, 2001) and SBA Scenario (Swedish Information Processing Society,
2001b), but from a strict risk/threat perspective. The SSE-CMM (SSE-
CMM Project, 1999) can help evaluating a developers’ systems security
engineering capability, and the CEM /CC (NIST, 1997) the security func-
tionality in (e.g.) an application system. If conducting an evaluation
using CobIT (ISACF, 1996, 2000), the focus will be on management
control over all activities in the IT department — some only indirectly
related to information security. Evidently, there are many different se-
curity evaluation methods, and all of them have slightly different foci.
This thesis has a special kind of evaluation focus in mind in the evalua-
tion stage of the ISMS process. The unit of evaluation under study here
is an ISMS and how it works in reality. An ISMS (information secu-
rity management system) is the organisational infrastructure (it is not
a computerized system) that enables information to be shared, whilst
ensuring the protection of information and information processing as-

sets (Brewer, 2000). It consists of a set of controls such as “policies,
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practices, procedures, organisational structures and software functions”

(SIS, 1999a, 7). Although the management system is declared in writ-

ten documents such as the information security policy, it is not enough

to identify and evaluate what is written in these documents. Instead,

these written rules describe technical and administrative controls that

exist in reality that can — and should — be evaluated.

4.3.2 An overview of the evaluation stage

Inputs

- Business strategy
- IT strategy

- Process knowledge
- Information assets
- Threats

- Vulnerabilities

- Evaluation bench-
mark

Procedures

- Identify critical
business processes

- Identify information
assets needed for the
execution of those
processes

Analyse the security
of these assets
(threats,
vulnerabilities)

- Compare current
protection with
evaluation bench-
mark

Hard outputs
- Risk- and Gap
analysis reports

- Technical report
on vulnerabilities

Soft outputs

- Top management
awareness

- Understanding of
howinformation
security relates to
business

Figure 4.2: The evaluation stage

Support

- Risk analysis tool
- Gap analysis tool
- Security checklists

- Vulnerability scanner

The goal of the evaluation stage is to assess the current information

security situation of the organisation (figure 4.2). This evaluation takes

into account not only the administrative / organisational security issues,
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but also the technical (IT) security issues. Before any fruitful evaluation

can take place, we need to gather some information:

Business & IT strategies. All organisations have a strategy, and many
have it formally documented. In either case, here we can expect
to find information about where the organisation is today (e.g.
SWOT-analyses) and what it is trying to achieve (e.g. business
objectives such as market share and profit), and how to get there
(i.e. the strategy itself). In the evaluation stage we need to anal-
yse both types of strategies (IT and business), so that we can elicit
what business processes are critical in relation to the organisations’

current strategy and objectives.

Process knowledge. Once the critical processes are identified, we need
— as input — information about how these processes work in reality.
Again, some organisations will have this formally documented with
flowcharts of critical processes and associated activities. Other or-
ganisations might not have this documented, so sometimes this
has to be done as a part of the evaluation stage. It is impor-
tant to involve people with good knowledge of the process to be

documented.

Information assets. We need to have a grasp of the organisations’ in-
formation assets (e.g. information, databases, application systems,
documents, etc.). There is no need to list all information assets
in the organisation — this would be hundreds of thousands even
in small organisations. It is only the information assets that are
crucial to the successful execution of the identified critical business

processes that should be included in the analysis.

Threats and vulnerabilities. Threats — such as fire, flood, and hack-
ers — against the information assets should be considered. This can
be done using a scenario technique (“What would happen if...”).

Known technical vulnerabilities should also be used as input to
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the evaluation stage.

Evaluation benchmark. We need some reference to evaluate against.
When we know where we are today, we also need to be able to
compare this to some ideal situation (where we want to be). This
evaluation benchmark can be either the current information secu-
rity rules of the organisation or a collection of best practices for

similar organisations.

While describing the inputs, we have also started to express the proce-
dures of the evaluation stage. First, we need to identify critical business
processes and identify crucial information assets needed for the execution
of those. Then we need to consider the consequences for the organisa-
tion if a threat against a certain asset would materialise. In addition,
we need to look at the current protection for each asset and compare
this with current rules or best practices. To aid in this work we can use
a number of support tools such as automated risk- / gap analysis soft-
ware, security checklists, and (IT) network- / system security scanners.
These support tools can help in documenting and reporting findings, as
well as automatically search large computer networks for vulnerable I'T
systems (all tools have serious limitations though).

The result of the evaluation stage is some kind of evaluation docu-
mentation, e.g. a report showing the result of the risk- / gap analysis
efforts and documents showing vulnerabilities found in the current IT
infrastructure. In addition to these “hard” tangible outputs, there are
some important intangible or “soft” ones: By communicating the evalu-
ation result to top management, their awareness for information security
issues is heightened, and in many cases their support for the informa-
tion security efforts in the organisation grows stronger. Also, the persons
participating in the evaluation get an understanding of how information
security related to business, as the connection from business objectives

and strategy down to protection of information assets is illuminated.
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4.4 Formation stage

Inputs

- All outputs from
the evaluation stage

- Cultural knowledge

- Business- and IT
knowledge

- Countermeasure /
control knowledge
(efficiency, cost, etc.

- Legal requirements

- Current ISMS / any
existing information
security rules

Procedures

- Identify external
re%}[lirements on the
ISMS

- Identify internal
requirements on the
ISMS using a ref-
erence group

- Write policy and
procedures (ISMS)

- Design and document
technical counter-
measures

Hard outputs

- Information security
policy

- Information security
management system

- Countermeasure
design document

Soft outputs

- Partial organis-
ational acceptance
via the reference

group

Figure 4.3: The formation stage

Support

- Information security
standards

- Electronic forum
- ISMS templates

The goal of the formation stage is to design a technical and organi-

sational infrastructure for information security that suits the business

(figure 4.3). Such an infrastructure is documented as an information

security management system — often presented in the form of a security

handbook for the organisation. The written documents contain policies,

rules and procedures with regards to how employees should handle in-

formation securely. In addition to rules aimed at humans, there is a

need to create rules for many IT systems, e.g. “Only allow access from

computer X” or “Require that all users change passwords within a 42

day cycle”. In the formation stage, we only design the solutions — they
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are still only on the drawing board and not in the reality (that is for the
next stage).
When forming the ISMS, we need information from different sources,

so that we can create an ISMS that is suitable for the organisation:

Risk- / Gap-analysis reports, Technical security reports. These
documents give us a view of the current state of information se-
curity, so that we know what we already have and where we start

from.

Cultural, business and IT knowledge. The existing corporate cul-
ture can either enhance or hinder our efforts. Therefore we must
have an idea of what it is like, e.g. what kind of behaviour is gen-
erally viewed as “ok” in the organisation. We also need knowledge
of restrictions and requirements from the business and the cur-
rent IT infrastructure. F.g. some parts of the organisation might
require tighter security than others, and the current I'T infrastruc-
ture might set limitations on what we can do in terms of network

security.

Countermeasure / control knowledge. We need to know: what is
available, to what cost, and what will it do for us? Countermea-
sures range from technical controls such as firewalls and access
control and intrusion detection systems to information classifica-

tion rules.

Legal requirements. Most countries have a data protection act, a le-
gal framework for corporate governance (for financial accounting,
etc.), and so on. Relevant laws have to be identified and the re-
quirements on the ISMS from each law have to be taken into ac-

count.

Current ISMS / existing information security rules. If the organ-

isation already have rules about information and IT security, these
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have to be taken into consideration too, as they are the formal

point of departure for the new ISMS.

Some of this information will be found in secondary sources like reports
and existing policies, but most information will have to be brought into
the formation stage through the involvement of people with that knowl-
edge. Once we have the information at hand, we can list all the external
and internal requirements on the ISMS, and then start to write the docu-
ments and design the technical controls deemed cost effective or required
for other reasons. While doing this, it is helpful to have help from infor-
mation security standards and templates, as they often include ideas of
common countermeasures. If the project involves many persons or if the
geographic distribution of the persons involved is wide, then it might
be a good idea to do some of the discussions via an electronic forum
especially set up for the project.

The result of the formation stage is a security handbook consisting
of the information security policy and all rules and procedures, as well as
a documentation of the chosen technical controls. The formation stage
should be carried out using a reference group of persons from different
parts of the organisation, because their knowledge is needed, and also
because that is a part of the process of gaining acceptance for the ISMS

in different parts of the organisation.
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4.5 Implementation stage

99

Inputs

- All outputs from
the formation
stage

- Cultural knowledge

- Profound technical
knowledge

Figure 4.4: The implementation stage

Procedures

- Communicate the
new rules throughout
the organisation

- Educate employees
to create security
awareness

- Install and config-
ure technical
countermeasures

- Market information
security

>

Hard outputs

- Signed information
security agreements

- Audit information

Soft outputs

- Employees motiva-
ted to follow
policies

- Balanced informa-
tion security

- Cost reductions
and/or increased
revenue

Support

- Reference card
- Intranet
- Login message

The goal of the implementation stage is to take the ISMS, including

also the technical controls, from the drawing board to reality(figure 4.4).
This is the most difficult of all the stages, and it is also here that it will be

evident if the other stages — the evaluation and formation stages — were

carried out properly. The rules in the ISMS have to be communicated

to relevant groups throughout the organisation, employees have to be

motivated and educated and trained in using new technical security

controls and following the rules agreed to in the ISMS. Also, all the

IT-related solutions have to be installed or (re-)configured. Information

security has to be marketed so that the organisation accepts adherence
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to the rules laid out in the ISMS. This work can be aided by using a
reference card or a brochure communicating the most important rules
and explaining the most common technical controls (e.g. “This is how
you use the anti-virus application”). If all goes well, the employees will
sign off on and feel motivated to follow the rules in the ISMS. In that
case, the result is that the organisation will have reduced the cost from
security breaches and in some cases even enabled new streams of revenue

in the future.
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Chapter 5

Evaluation stage — Paper A:

“Infosecurity Assessment
Using SBA Check”

This chapter describes an approach for evaluating information security
i organisations. The presentation is divided into ome section on the
software tool, and another on the method that can be employed when
using the tool in conducting an evaluation'. It should be noted that
the type of evaluation proposed here is not the only kind of evaluation
that needs to be done to get the full view of the information security
situation in organisations. An example is the need for deeper analysis
and evaluation of the security of critical IT systems that would not be

completely covered by this approach.

!This chapter is based on a previously published research paper (Bjérck, 2000).
The original title of the paper was “Auditing Information Security Management Sys-

tems - Towards a Practical Method”
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Figure 5.1: SBA Check main evaluation interface.

5.1 The software tool

5.1.1 Introducing SBA Check

SBA Check is a software application package which is aimed at support-
ing the evaluation of information security in organisations. As the name
of the software tool indicates, it is a checklist-based approach to evalu-
ation. This means that the evaluator(s) are guided through the whole
evaluation process by means of searching for information and answering
questions asked by the software tool with regards to the information

security measures (controls) in the organisation (figure 5.1).

In addition to guiding the evaluator through an evaluation, the tool
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Figure 5.2: SBA Check report example.
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helps to document the information security situation in a systematic
fashion. For example, information regarding the current situation, po-
tential improvements, assessment, any identified deficiencies for each
security control present in the used checklist can be documented. Eval-
uators can learn how other organisations have solved similar security
problems by turning their attention to the ”"best practices” database in
the tool. One of the main ideas with this kind of tool is to enable the
automatic generation of relevant reports to different stakeholders (figure
5.2). For example, graphical reports including descriptive statistics for
top management and detailed reports for IT professionals responsible
for developing and implementing solutions to resolve identified vulnera-

bilities and deficiencies are available.

5.1.2 Historic development of SBA Check

The Swedish Information Processing Society (SIPS) first released a tool
called SBA Check in 19942. This was never widely used since it was
not perceived to be very user friendly, even though it was excellent in
theory. This version — 1 — focused on IT systems security, so it was
a totally different tool than the current version. In 1999, SIPS had
plans to revise the tool, and this is where we joined the development of
SBA Check (figure 5.3). The result of the revision process was a totally
different tool now focusing on information security in organisations. The
first version — called version 3 — came out on January 20, 2000. The
current version, as of December 2001, of SBA Check is 4.1. In terms of
basic functionality, it is almost identical to version 3, even though some
features have been added. Omne of the main improvements is that the

tool is now available in English.

2Please note that SBA Check is one tool in a set of tools and methods marketed by
the Swedish Information Processing Society, the latter often referred to as the ‘SBA
Method’. ‘SBA’ stands for ‘SarBarhetsAnalys’, the Swedish term for vulnerability
analysis, and was originated in the early 1980s. Another related and well-known tool

and method in the same family is that for risk analysis called ‘SBA Scenario’.
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1994|1995 1996 1997 1998 1999 2000 2001

Cooperation with

SBA Check 1 - SBA Check 3 SBA Check 4
released this research released released
initiated
(January 1994) (May 1999) (January 2000) (August 2001)

Figure 5.3: Historical development of SBA Check.

5.1.3 This research’s contribution to the development of
SBA Check

As the owner of the SBA Methods, the Swedish Information Processing
Society initiated, financed and supervised the revision of SBA Check.
Many organisations and individuals were involved in the process — from
initial ideas, via requirements specifications and programming, to testing
and later marketing. As the only academic representative in this group
of information security experts and system developers, we assumed a
key role in the development of SBA Check. Our specific contribution

was the:

e Formulation of the working evaluation principles on which the tool
is currently based and presenting these by means of a first version
of the main user interface, and a primitive working prototype (see

appendix D for details)

e Crafting of the requirement specification for the content of the

tool, to be followed by content deliverers and the programmers.

e Development and documentation of a methodology for the eval-

uation process. This methodology is made explicit later in this
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chapter.

SBA Check was created as a true team effort, and there were many other

activities in the development of the software tool that are not listed here.

5.2 The evaluation approach

5.2.1 Introduction to the evaluation approach

The evaluation approach presented here can be employed, together with
the methodology software tool SBA Check, for information security man-
agement assessment in organisations. The focus in this type of evalua-
tion is on parts of the organisational management system for information
security, such as information security related policies and procedures.
Critical technical security mechanisms are also assessed.

The philosophy behind the SBA Check tool and this approach is sim-
plicity and efficiency. The software tool will guide the user through the
evaluation by asking a set of bespoke questions, each representing po-
tential information security controls (countermeasures). The approach
results in a snapshot view with regards to the information security sit-
uation in the analysed organisation. This approach also helps identify
possible changes that would help reduce or eliminate identified weak-
nesses.

The difference between this approach and classical risk analysis is
that in risk analysis the starting point is to identify threat scenarios that
can negatively affect information assets. Then one tries to establish the
probability for a scenario to materialise and its possible consequences in
monetary terms. Once this is done countermeasures are identified to re-
duce the identified risk. Using the approach presented here, the starting
point is diametrically opposite — it starts with a list of countermeasures
(referred to as “controls”) that are generally accepted as best practice,
and thus suitable for most organisations. By matching these controls

against the organisation’s business needs and requirements, we end up
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with a faster and more efficient evaluation approach. However, there are
application areas where a classical risk analysis can be fruitfully used also
within information security, but problems with e.g. monetarizing risk
and pricing information assets and discounting monetary flows to net

present values are often too great to make it a worthwhile exercise.

5.2.2 Overview of the approach

The evaluation approach entails three stages (figure 5.4):

Initiate Analyse Report

Figure 5.4: Overview of the evaluation process.

1. Initiate: Set-up the evaluation
2. Analyse: Gather information and perform evaluation

3. Report: Communicate the findings

The following sections will describe each of these stages in turn, and
conclude with a discussion about the presented evaluation approach and

the associated software tool.

5.2.3 Stage 1: Initiate

Objective: To build a solid foundation for the evaluation process result-
ing in a documented evaluation plan and agreement. Figure 5.5 shows

an overview of the initiation stage.
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Initiate I

Expectations | ,  Purpose > Scope »  Controls

Figure 5.5: Overview of the initiation stage.

Expectations

One of the most important issues is to identify stakeholders’ (clients’ or
other benefactors’) expectations with regards to the evaluation results
as early and as accurately as possible. By identifying and co-developing
these expectations at the onset of the evaluation, the result is more likely
to be perceived as valuable and useful. The ideal method for identify-
ing and co-developing expectations differs from situation to situation.
However, a meeting in person with important stakeholders to discuss
the impending evaluation has proved to be a very efficient way to clear
out any misunderstandings and to identify and discuss any implicit and
explicit expectations. Expectations can relate to all aspects of the eval-
uation (figure 5.6).

Action point: Stakeholder expectations should if possible be agreed

on and documented in the evaluation plan and agreement.

Purpose

The purpose of the evaluation should also be established at an early

stage, since this will determine how the evaluation ideally should be
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- T expect the
evaluation result to be
ready and reported

withit a week from

- The most important
issue from my point
of wiew is to focus on
employee awareness
for information
secuity.

-1 don't expect them
to petform any

g ] practical tests on IT-
systems. It is enough
if they review the
secutity handbook.

Figure 5.6: Example of expectations on the evaluation.

conducted. The core questions here are:
e Who will be the recipient(s) of the evaluation results?
e How and for what are they planning to use the findings?

Information gathered and analysed in the evaluation process must be
in line with the overall purpose of the evaluation. For instance, the
purpose governs the required accuracy and precision with which the
questions ideally should be answered, and if any kind of verification is
required or not.

Example — purpose and implications for the evaluation process:

e A client asks for an SBA Check evaluation of the information se-

curity situation in the organisation.

e The purpose is to identify current deficiencies and to pinpoint

solutions that could be implemented to solve these deficiencies.
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e Therefore, potential improvements will have to be documented
with extra details, so that the evaluation result can be used as
input in the decision situation when the client is going to decide

on which countermeasures to implement.

Action point: Document the purpose of the evaluation in the evaluation

plan and agreement.

Scope

The scope of the evaluation should be established to ensure that the
evaluation really analyses the decided unit of analysis. This is especially
crucial if the evaluation result is to be used as a basis for certification
according to some information security standard such as ISO/IEC 17799

ISO (2000). Some common delimitations of scope include:

e Which IT systems and communication networks should be in-

cluded in the evaluation? (Only those in-house or also outsourced?)

e Which parts of the organisation should be included in the evalu-
ation? (Which geographical, juridical, or functional units? Only
the head office? Subsidiaries?)

In large organisations, for example, it is common to conduct multiple
small evaluations on organisational units and then compile the findings.
Action point: Document the scope of the evaluation in the evaluation

plan and agreement.

Controls

The final activity of the initiation stage is to establish the set of controls
to perform the evaluation against. The choice of controls depends on all
of the three previous activities (expectations, purpose and scope). This
is essentially choosing which checklist to use for the evaluation at hand.
SBA Check is delivered with three sets of controls:
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e Check
e ISO/TEC 17799
o FA22

In short, Check was developed by the Swedish Information processing
Society via leading information security experts in Sweden, ISO/TEC
17799 contains all the controls listed in the international standard, and
FA 22 contains all controls related to the rules about computer sys-
tems security as stated in the Swedish regulation Beredskapsforordningen
clause 22. This regulation is only applicable to society-critical systems,
but may still be of interest for some evaluators.

Most evaluators are likely to choose to evaluate against either the
‘check’ set of controls or ISO/IEC 17799, as they represent Swedish
and international “best practice” (respectively) for information security
management. However, it is also possible to adopt a different set of
controls to evaluate against, as there is support for this in the SBA
Check software.

Action point: Record the choice of controls in the evaluation plan and

agreement.

Evaluation plan and agreement

Stakeholders’ expectations, evaluation purpose and scope, and the selec-
tion of controls are now established. All of these should be documented
in an evaluation plan and agreement (Figure 5.7). The objective with

such a document is:

e To ensure that stakeholders have a good grasp of what they can

expect with regards to the evaluation results,

e To ensure that all individuals involved in the evaluation in any

way understand its purpose and scope if required,
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Evaluation plan
and -agreement

- Stakeholders expectations
- Purpose of the evaluation
- Evaluation scope

- List of controls to
evaluate against

- Time management issues

Figure 5.7: Typical contents of an evaluation plan and agreement.

e To help the evaluator to focus on the agreed scope during the

evaluation process, and

e To aid the evaluator’s and stakeholders’ recollections in any dis-
cussions and potential future disagreements about the evaluation

after it has taken place.

5.2.4 Stage 2: Analyse

Objective: To gather and analyse information about the information
security situation under examination, aiming to arrive at a truthful view
of the situation. This stage, as described here (figure 5.8), is to be
executed once for each question (representing a control).

Examine question to determine evaluation strategy / Iden-
tify information sources: The first step is to read and understand

the question asked by SBA Check. To further explore the meaning of
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Figure 5.8: Analysis stage.
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the question, one can refer to the “best practice” description for each
question. The nature of the question determines the ideal evaluation
strategy, and the information sources needed for the evaluation. For
example, if the question is regarding a technical control, one might have
to consult system utilities to gather information from IT systems. If the
question is regarding the existence and function of some formal proce-
dure, one might have to consult the organisation’s security handbook
and interview those supposed to carry out that procedure.

Gather and analyse information: This stage can be very complex
if dealing with a large or geographically dispersed organisation, or if
the IT systems are very complex and heterogeneous. Sampling is often
necessary as it is not economically feasible to, for example, interview all
users about their awareness of the information security policy.

Document current situation / Document potential improve-
ments: Once information is gathered and analysed, the current situa-
tion with regards to the control at hand can be documented in the
software tool. Details of the current situation might include, for exam-
ple, references to existing information security documents and results of
interviews. Potential improvements can be based on either the evalua-
tors’ direct knowledge or be inspired by the best practices described in
the tool.

Decide on assessment: There are four possible quantitative alter-

natives:
e Yes, control exists and functions adequately
e Yes, compensating control exists and functions adequately
e No, control not applicable for special reason
e No, control does not exist or does not function adequately

What is adequate is a multi-dimensional judgment — it depends on the
organisation’s business, its reliance on information and IT systems, and

the perceived efficiency (costs and benefits) of the installed control.
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Verify existence and function: If one of the first two alternatives
is chosen, one can optionally document if any verification of this has
been done, such as a real technical test, or if the assessment is based on,
for example, hearsay.

Document reason for non-applicability: If the third alternative
is chosen — “No, control not applicable for special reason”, then this
reason must be documented. For example, a question about a firewall
protecting the organisation from threats via the Internet might not be
applicable to organisations and systems that are not connected to the
Internet at all.

Assess degree of exposure: If the fourth alternative is chosen,
it means that some kind of weakness is identified. In these cases, one
can assess the degree of exposure on a scale ranging from “very low” via
“low” and “high” to “very high”.

Finished: This was the whole process for each control, so now one
can start over again with the next control in line. An average evaluation
contains circa 100 or so controls, depending on the established set of

controls to evaluate against.

5.2.5 Stage 3: Report

One of the ideas behind a tool like SBA Check is the capability of auto-
matic reporting at the end of the evaluation. The report generator can
sort the evaluation result according to any criteria, including degree of
exposure (to see the vulnerabilities with very high risk first), assessment
decision (to see e.g. all controls that failed at all). In addition, graphical
reports can be generated with statistics of how the organisation is doing
in different areas of information security.

It is imperative to communicate the findings in person to evaluation
stakeholders, and also to think about the need to keep evaluation results

confidential where required.
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5.2.6 Discussion and limitations

The tool and methodology’s role in this research

At this stage, SBA Check and the evaluation approach presented in

this chapter can be seen as hypotheses. So far, we have not formally
evaluated the use of SBA Check. This should therefore be viewed as

one way of conducting this type of evaluation.

Evaluation of the evaluation tool and approach

The formal evaluation from a user perspective of the tool is in the design

phase right now. This evaluation will be carried out by means of a survey

of all licensed users of the tool. However, the tool is informally tested

in two ways already:

1. At courses held by the author of this thesis for information se-

curity managers: Circa 100 information security managers and
consultants have been attending 2-day courses about the proposed
tool and its practical use. The entire course was designed and car-
ried out by the author of this thesis. Each course was evaluated
using surveys, and the results were very good. In the last course
held, 100% of the participants evaluated the course as “good” or
“very good”. Although this evaluation was not about the evalua-
tion approach directly, it can be seen as indicative of the value of

the approach since the course was focusing on this.

. At real evaluations in Swedish and International organisations:

Circa 200 licensed users of SBA Check use the tool to evaluate the
information security in organisations. Again, this does not mean
that the method and tool are good, but it is at least an indication

that organisations are eager to use it.
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Limitations to the tool and evaluation approach

When choosing to evaluate information security in one way, that choice
also means other ways are not chosen. Each software tool and approach
to evaluation has its benefits, but also its negative sides. These are the
most important limitations to this approach:

Cost-benefit analysis not supported. In SBA Check, monetary val-
ues are left out, so there is no way to analyse the potential costs and
benefits of an existing or suggested information security control. As an
alternative, the decision of judging a control as adequate or not entails
considering the financial impacts on a high level.

Checklist-based approach. Approaches based on formalized checklists
are often, and rightly so, criticized for the inflexibility and rigidity inher-
ent in the approach. For example, a risk or a threat scenario that would
require some security measures to be considered that is not included in
the set of controls listed in the checklist (or in the evaluation database
as in SBA Check) cannot be identified and dealt with. Therefore serious
threats, critics argue, might be overlooked. This is one major weakness
of SBA Check and the evaluation approach described here. To minimize

the effect of this weakness, we have taken the following measures:

o A wariety of checklists: Three different checklists are included in
SBA Check, each of which is tailor-made for a specific purpose (for
example, one for information security management evaluations and

one more focused on IT systems security)

e Open structure: Third party developers can develop and market
checklists for specific purposes (e.g. a specific Windows XP check-
list could be used for security evaluation of an XP based computer

network)

e FEnd-user flexibility: Each user can, via an editor built into the
software tool, amend the checklists to suit their environment, or-

ganisation, culture, legal system, IT infrastructure, etc.
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In this way, we have at least reduced the effects of these serious weak-

nesses of checklist-based approaches.
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Chapter 6

Formation stage - Paper B:
“Creating ISMS - A Study

of Success Factors”

This paper presents the findings of an empirical study of certification
auditors’ and information security consultants’ experiences and insights
concerning the formation and certification of information security man-
agement systems 1.  The original title of the paper was ”Implement-
ing Information Security Management Systems - An Empirical Study
of Critical Success Factors”. Using an action research inspired strategy
and a Grounded Theory-like research method, the study describes these
particular experiences and insights primarily in terms of success factors
vital to the formation and certification processes. Two tentative theo-
retical frameworks, providing synthesized views of these factors, are put

forth.

IThis chapter is based on a previously published research paper (Bjorck, 2001a)

83



84 CHAPTER 6. FORMATION STAGE

6.1 Introduction

6.1.1 Related work

Formation and certification of ISMS (information security management
systems) currently interests many researchers and practitioners. Espe-
cially 7799 — the British and now also international standard for ISMS
(ISO, 2000; British Standards Institute, 1999) - have received a lot of
attention in the information security research community lately:

Siponen (2001) criticises 7799, and other information security (man-
agement) standards, from the viewpoint of philosophy of science and
argues that these standards are were developed based on personal ob-
servations that were not scientifically justified. In addition, Siponen
argues, the standards in question claim to be universally valid, although
they are not.

Eloff and von Solms (1998, 2000b,a) suggests that both IT product
security (measured by for example Common Criteria) as well as proce-
dural information security (measured against for example 7799) have to
be taken into account when measuring the level of information security
in an organisation.

Von Solms (2000) declares that information security must be man-
aged on both a macro and a micro level. The macro level (information
security at an inter-organisational level) should be managed with the
help of, and measured against, an internationally accepted framework,
such as the 7799 standard. The micro level (information security at
the intra-organisational level) should be managed through a dynamic
measurement system. Furthermore, he argues that an information se-
curity certification scheme, such as that set up for 7799, should play an
important role in the future.

R. Von Solms makes a business case for the standard using a metaphor

of driving a car:

“Any motor vehicle on a public road requires a valid roadwor-

thy certificate that will indicate that all technical safety and
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security mechanisms and features on the vehicle are present
and functioning properly. The driver needs a driving licence
that will indicate that he/she has learned how to drive the
vehicle in a secure way by using the technical safety features
correctly and effectively. Further, a third party, i.e. traffic
officers, will continuously ensure that the vehicle is function-
ing technically well and also that the driver obeys all road

usage regulations.” (Von Solms, 1999)

13

He concludes, “...BS7799 can certainly provide the basis to ensure “safe

driving on the information super highway” (Von Solms, 1999).
Labuschagne (2001) asserts that 7799 could rightfully be used as one

of the cornerstones of web assurance in an electronic commerce context.

6.1.2 Justification for an empirical study

Although much has been written about the standard itself, very little
has been written about the practical application of the standard. And
so far, we have not found any published empirical studies on this subject
— at least not related to the 7799 standard. Consequently, even though
this study is somewhat limited in its scope and depth, it might still prove

interesting for practitioners and academics.

6.1.3 Research question

The research question of this study is:

What are the success factors to consider while creating a

management system for information security?
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6.2 Research method

6.2.1 Research strategy

The high-level research strategy within which this study was carried
out can be labeled a modified action research strategy. This strategy is
portrayed, and the rationale for choosing it is explained, in chapter 3 of
this thesis.

6.2.2 Data collection method

Two sets of questionnaires were developed and sent to the respondents.
They were composed of open-ended questions, so as to not restrain the
thinking of the respondents. Each form contained six questions, and they
were slightly different for certification auditors and information security
consultants. This paper only reports the findings of one question, which

was posed in exactly the same wording to both groups?:

In your opinion, which are the critical success factors for a success-
ful implementation of an information security management sys-

tem, ISMS? (Please give reasons for your answer)

Let us comment briefly on three aspects with regards to the wording of

the question above:
e The questionnaires were written in Swedish, so this is a translation.

e Although the question does not explicitly refer to the standard as
such and to the problems associated with the certification process,
the respondents rightly read this into the question because of the
context within which it was asked. That context is: that they
were asked about their experiences and insights as members of the

Swedish 7799 pilot certification group.

2The two original reports of this study, which reports on all siz questions is avail-

able in Swedish, and included as appendices B and C
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e The question uses the term implementation in a broad sense, which
differs somewhat from the meaning we give to the term in the
ISMS framework in this thesis (in chapter 4). Here, the term en-
compasses all of the activities in the ISMS framework, while the
focus is on the formation stage. The reason for writing this explic-
itly here is only to clarify why the question in this chapter reads
“implementation”, while the results of the collected materials, and
most of this chapter, focus on problems and success factors related
to the creation of management systems for information security

(i.e. the formation stage).

In total, there are 8 certification auditors and 18 information security
consultants in the Swedish 7799 pilot certification group, which makes
up the total population. All of these were asked to complete the ques-
tionnaire, so we did not need to make a random sampling in this case.
The response rate for the certification auditors was 75% ( (6/8)*100 ),
and for the consultants 72% ( (13/18)*100 ). We have not formally
analysed why some decided not to answer the survey. However, we do
know that most of the ones who have not answered are new members
of the group. Being new, they are likely to have limited experience and
insights about the exact question. This fact might explain why they did

not answer.

6.2.3 Data analysis method

The data analysis method employed is inspired by the ideas of Glaser
(1978, 1992, 1998) and his view of Grounded Theory. However, one
significant difference between the adopted data collection and analysis
method and the Glaserian view of Grounded Theory is that we have
not employed theoretical sampling (meaning to let initial findings in
collected data direct further data collection), since the data was collected
in one go using questionnaires.

The answers ranged from single sentences to quite extensive explana-
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tions. The exact answers were imported into ATLAS/ti, a methodology
support tool for qualitative analysis of data especially supporting qual-
itative data analysis (Muhr, 2004). In line with the ideas of grounded
theory, analysis was conducted without any pre-determined categories.

First, each answer, for example a sentence, was coded with a code
describing its content. Second, patterns were looked for in the data
material by comparing the codes from the first stage. These patterns
gave rise to new codes, or in these cases categories.

Figure 6.1 illustrates the codes and categories found when analysing
the empirical material gathered from the information security consul-
tants. Each individual quote behind each code is not shown here. In-
stead, there is a number in each box indicating the amount of quotes
supporting (or rather”forming”) each code/category (figure 6.1).

Categories were created based on the following criteria (Guba, 1978):

e Internal convergence: codes grouped in a more general category

should be semantically related to each other.

e External divergence: categories formed should be semantically sep-

arate from each other.

Of course, the researchers’ pre-understanding of the phenomena will
affect the process and the result of data analysis. However, this would
have been no different even if there would have been pre-determined
categories in the data analysis phase.

The answers from the auditors and the consultants were analysed
separately, and therefore will also be presented separately in this pa-
per. The idea was to see if there were any differences in insights and

experiences (and views) between these two groups.
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Figure 6.1: Illustration of how the empirical materials from the con-

sultants are conceptually generalised — from single quotes via codes to

categories - to form the theoretical framework - the sucess factors.
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6.3 Certification auditors’ perspective on for-

mation and certification of ISMS

Once again, the question was stated as follows (translation from Swedish
to English):

In your opinion, what are the critical success factors for a success-
ful implementation of an information security management sys-

tem, ISMS? (Please give reasons for your answer)

From the answers, we could distinguish six different success factors.
Since the consensus was so profound, we chose to present the answers
sorted after each factor, starting with the most important, or at least the
most frequently mentioned factor. All the answers fell within these six
categories.

The success factors for formation and certification, from the perspec-

tive of the certification auditors, were the following:

6.3.1 Management commitment

Support from the top management of the organisation, and their com-
mitment to and understanding of the problems of information security
was seen as one of the most important success factors for an efficient for-
mation of ISMS. This factor was mentioned firstly by all of the respon-
dents in this group (auditors), even though there were no fixed answer
alternatives and despite the fact that the respondents were unaware of

each other’s answers. The following quotations speak for themselves:

“Top management’s interest and commitment in its own ISMS

”

project. . ..

“Top management’s commitment and an understanding that
the management system for information security must cover

the whole business.”

“Top management’s commitment ...”
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“Top management’s understanding and commitment, in de-
ciding the security policy / security level and to participate

actively in the risk analysis and the continuity planning.”

)

“Top management’s commitment. ...’

“Endorsement from the company’s / organisation’s top man-

7

agement. ...

6.3.2 Well-structured project

Another important success factor which was identified was that the ISMS
formation project in the organisation is well planned and structured.

The respondents expressed it like this:

“An organisational unit responsible for the totality and for

the risk analysis which is the foundation for all activities.

2

“ ..a well defined project with delimited sub-projects ...”

“A well developed project plan and a correctly dimensioned

2

project organisation. . ..

Taken together, there are many aspects concerning the organisation of

the ISMS development and implementation that are mentioned:
e that the responsibility for the project is defined,
e that it is clear who shall carry out the different steps in the project

e that goals, resources and the time plan for the project are devel-

oped and documented in a project description, and

e that the resources in the project are well balanced.
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6.3.3 Holistic approach

The project members’ — and other employees’ — ability to see the “full
picture” is stressed by many of the respondents as an important suc-
cess factor. Sometimes, it seems like the certification auditors have a
feeling that the I'T-technical aspects are handled in a very detailed way,
but at the price of making it more difficult to obtain a holistic view.
Therefore, they meant that a more holistic approach and thinking in
the projects should lead to positive consequences and pave the way to
a more successful formation and possibly certification of ISMS. Two of

the respondents put it this way:

“ ..that the participants in the work with identifying the
risks are representing the whole business, not only security

but also other parts of the business.”

“Understanding that the management system for informa-

tion security must cover the whole enterprise.”

As can be seen from the quotations, it is mainly the connection between
the information security and the organisation’s core activities (processes)
that is seen as important — that the ISMS does take into account and
that it covers the whole organisation — so that the ISMS does not end

at the security or IT departments.

6.3.4 Appreciating the need for information security

That the organisations understand the need for information security is

another success factor that was identified:
“ ..that the company becomes aware of a need to protect its
own, its customers and other stakeholders’ information.”

“ .. understanding that the management system for informa-

tion security must cover the whole organisation”

“management’s understanding. .. ”
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Although this factor may seem trivial, it is mentioned many times by
the respondents. They sometimes perceive a lack of appreciation for the

importance of information security from parts of the organisation.

6.3.5 Motivated employees

Some of the answers focused on the need to motivate employees:

”To motivate the employees to develop processes and proce-

dures within their own areas of responsibility....”

”...motivated project management /-participants....”

The answers focus on the motivation of individuals participating in the
ISMS project, such as project participants, project managers, and those
responsible for different areas in the organisation. After the development
of the ISMS, it will also have to be implemented, and at that stage the
importance of this success factor grow — at that time, all employees
in the whole organisation will have to be motivated to adhere to the
rules. Further, they should regularly use the technical solutions that
the projects have developed and the management decided on — they

need motivation.

6.3.6 Access to external competence

The final success factor identified by the questionnaires was the impor-

tance of being able to call for external competence when needed:

”...good reference persons (preferably certification authorities
from the beginning).”

”... access to external specialist competence.”

This factor is concerned with both experts and advisors in IT- and infor-
mation security, but also about opening the dialog between the organi-
sation and the certification authority at an early stage. This contact —

organisation vs. certification authority — must be seen as very important
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— at least if the organisation is planning to seek certification of its ISMS
after the implementation.
6.3.7 Summary

The certification auditors in the Swedish pilot certification group viewed
these six factors as critical for the successful formation and certification
of ISMS (figure 6.2):

e Holistic approach

Motivated employees

Well-structured project

e Awareness of the need for security

Top management’s committment

Access to external competence
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Top management’s committment | Access to external competence

Sucess
factors

AN

Well-structured project Awareness of the need for security

Holistic approach Motivated employees

Figure 6.2: Success Factors for the formation and certification of infor-
mation security management systems, from the certification auditors’

perspective.
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6.4 Information security consultants’ perspec-

tive on formation and certification of ISMS

Also for this group, the question was stated as follows (translation from
Swedish to English):

In your opinion, what are the critical success factors for a success-
ful implementation of an information security management sys-

tem, ISMS? (Please give reasons for your answer)

Also here, the answers were analysed using a grounded theory method
supported by a computerized data analysis tool (ATLAS/ti).

In total, there were 37 quotations from the consultants on this ques-
tion. They were first analysed and coded into 23 different categories,
using no predetermined codes. This means that the essence of each
quote can be represented by its code on this level. Afterwards, these 23
categories were further analysed using the qualitative data analysis tool
and we found that they fell into 6 more abstract categories.

Even though all the answers were in Swedish, we decided to code
each quotation in English, so that they would be easier to present in
this paper. However, the answers were not translated, but they are
available in the Swedish report for those interested (see appendices B
and C of this thesis).

It should be noted that there is no logic in the data analysis tool
to help decide on the categories of the data. The tool is only used to
organise the analysis, and to keep track of and visualize the analysis
result.

Here are all the codes used at the first level of analysis (in alfabethical

order):
1. ability to put policy into practice
2. accurate analysis of preceding security situation

3. active employee participation
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4. active project members

5. appropriate project organisation

6. backing from top management

7. balanced policy grounded in reality

8. clear aim from top management

9. customer organisation participation
10. documented business processes
11. feasible implementation method
12. identifiable business benefits
13. implementation know-how for project leader
14. insight and knowledge about security
15. integration with existing management systems
16. monetary resources
17. project ability to influence IT development
18. realistic cost estimation
19. realistic time plans
20. regular communication with stakeholders
21. top management awareness
22. top management involvement

23. understanding the need for security

97

These codes were further analysed and categorized into six more

abstract categories. These six categories were:
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1. Project management capability
2. Commanding capability

3. Financial capability

4. Analytic capability

5. Communicative capability

6. Executive capability

These capabilities form the foundation for a theoretical framework. Here

is a short description of each of these capabilities.

6.4.1 Project management capability

A successful implementation project will need to have efficient project
management capability. This means for example that for active project
members, an appropriate project organisation and realistic time plans

are needed.

6.4.2 Commanding capability

The commanding capability stems from the top management sponsor-
ship of the project. It is this capability that gives the project the author-
ity to decide on issues regarding information security. Without any real
decision making power, it is very hard if not impossible to achieve the
project goals. This capability is given by for example top management
awareness and involvement in information security, identifiable business
benefits and an understanding for the need of security, and a clear aim

and backing from top management.

6.4.3 Financial capability

All information security projects need budgeted resources. A project

with this capability is able to estimate costs realistically. It also has
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access to the resources needed to carry out the project.

6.4.4 Analytic capability

Projects with analytic capability can accurately analyse the preceding
security situation, and therefore develop a well-balanced ISMS which
is also integrated with existing management systems (e.g. quality and
environment management systems — is0900X and iso1400X). In short,

this capability is needed to create a balanced policy grounded in reality.

6.4.5 Communicative capability

Many information security efforts stop at the security managers’ desk.
To avoid this, a communicative capability is needed. This capability
is needed to enable regular communication with stakeholders and for

active employee participation in the project.

6.4.6 Executive capability

Thinking about security and writing policies is one thing; implementing
the ideas, rules, controls, and procedures is another. The executive
capability means that the project can do things — that it can make
things happen. One of the things that will need to be done is to put
the policy into practice and this in turn often requires for example the
ability to influence people in the IT department, in I'T development and
in other parts of the organisation. A feasible implementation method
and implementation know-how for the project leader are examples of

parts that form this capability.

6.4.7 Summary

The information security consultants of the Swedish pilot certification
group viewed these six capabilities as critical for the successful formation
and certification of ISMS (figure 6.3):
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Communicative, FExecutive

Sucess
factors

AN

Analytic Project mgmi.

Financial Commanding

Figure 6.3: Success Factors, expressed as project capabilities needed,
for the formation and certification of information security management

systems, from the information security consultants’ perspective.
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6.5 Conclusions

Using an action research inspired strategy and a grounded theory like
research method, this study has identified success factors for the forma-
tion and certification of information security management systems. Even
though we cannot statistically generalize these findings to a broader pop-
ulation, we believe that these results can be useful and valid, especially
for researchers and practitioners working with 7799 and similar manage-

ment standards.
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Chapter 7

Implementation stage -
Paper C: “Value and
Assessment of Infosec

Education”

Information security education and training needs to be valued and as-
sessed from various perspectives. This study presents two differing view-
points from which such an evaluation can be perceived — those of the

L. Some sort of profits are sought after

individual and the organisation
by each of the two, although this is expressed and hence valued differ-
ently depending on the perspective taken. From the organisations’ point
of view, training and education are key activities while implementing
information security management systems. In that respect, this paper
illuminates some critical issues related to the implementation stage, in

which the effectiveness of information security education and training

!This chapter is based on a previously published research paper (Yngstrém and
Bjorck, 1998). Section 7.1 of this paper is co-authored with Yngstrom, while section
7.2 is entirely written by Yngstrém but presented here for purposes of completeness.

All other parts of the paper are authored by Bjorck.
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can be viewed as a key performance indicator. In particular, the paper
examines; the need, current techniques, and practical problems, related
to measuring. The main purpose is to demonstrate the limitations of,
and problems related to, current techniques employed when assessing the

potential economic impact of information security training programmes.

7.1 Introduction

The Internet evangelium is rapidly embraced everywhere — log onto “The
Net” and meet new friends, order that vegetarian pizza, place a phone-
call, visit the Museum of Ancient Art, groove to the latest hit, watch
the news, make business the modern way - go global!l Undeniably, the
potential benefits are immense. However, most of us forgot that all coins
usually have two sides: ” You can pay me now or you can pay me later”,
as Murray (1995) phrases it. In the haste to get online, organisations
and individuals alike have sometimes ignored information security risks.
Hence, today the need for information security education and training
is more evident than ever.

— The times when only a few experts needed education and training
in information security are gone forever. Today journalists, politicians,
managers, parents, pupils, teachers and other individuals require this
type of knowledge.

— The times when the whole body of IT knowledge could fit into
the finite domain of computer science are gone forever. Today ethical,
social, legal and economic implications of I'T use must be considered -
so also within the realm of information security.

— The times when information security could be taught solely in a
linear fashion focusing mainly on aspects of confidentiality are gone for-
ever. Today the information security agenda has changed - aspects such
as trustworthiness of information are seen as more important. Further,
the new broadened curriculum demands new pedagogical tools — ideally

interdisciplinary and holistic approaches.
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As the conditions for information security education and training
change, the need for thorough evaluations and assessments are on the
rise. This study presents the need for information security education and
training, the need for assessing (or measuring the effects of) such efforts,
and some examples of methods and problems pertaining to assessment.
These three aspects tend to look very different from the viewpoint of
the organisation compared to that of the individual. This paper tries
to capture these differences by presenting one section about information
security education and training from the point of view of the individual
and one section from the viewpoint of the organisation. The purpose
is to demonstrate the limitations of, and problems related to, current
techniques employed when assessing the potential economic impact of

information security training programmes.
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7.2 The individual’s perspective

7.2.1 The value of and need for information security ed-

ucation and training

It is hardly possible to develop adequately secure IT systems and infor-
mation management procedures unless high quality education and train-
ing in information security is available to individuals — system developers
as well as users and others. The vast majority of all information security
education and training efforts have been aimed at computer specialists,
while other groups such as professional users from other disciplines as
well as regular and casual users and usees have been overlooked. As a re-
sult, these computer specialists have provided the world with advanced
information security models, methods, architectures, and tools. Unfor-
tunately, many of these have proved to be insufficient or too complex to
use. Consequently, the need to educate and train also other groups of
individuals in the art of information security has recently been noticed.
Selected arguments from these information security scholars reiterates

and reinforces this belief:

Highland (1992) suggests that the failure to develop meaningful com-
puter security practices have to be shared by three communities:
The academic community which has been lax in acceptance of
computer security, the business community which was unable to
specify its needs, and the military establishments which have de-

signed models unsuitable for the real world.

Cohen (1995) suggests historical reasons: the important constituents
of the information protection domain were separated into the sub-
fields of cryptography, computer security, fault tolerant comput-
ing, and software safety. Computer security covers leakage, fault
tolerant computing covers accidental events, and special purpose
systems cover selectively otherwise uncovered areas. Specifically,

taken together these sub-fields do not cover the full range of in-
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formation protection and security (e.g. disruption of services not
attended to).

Parker (1995) argues that defining the elements of information secu-
rity, as the preservation of confidentiality, integrity and availability
is a dangerously oversimplified definition that has to be extended.
This definition is not sufficiently comprehensive to protect infor-

mation appropriately in all of its security aspects.

Faak (1995) argues we are lacking awareness; we have a market with
too many customers knowing neither what they want nor what
they can get. There is no lack of basic tools but a severe lack
of good implementations. Moreover, experts and practitioners are
not interested in each other’s questions, thus they do not commu-

nicate.

These statements should be taken seriously - lack of meaningful com-
puter security practices, separation of the information protection do-
main into sub-areas, incomplete definitions, and inadequate awareness.
They have in common that they mark the need for information secu-
rity education and training, not only for computer specialists, but also
for individuals in other positions. Moreover, these sceptical statements
about information security imply that evaluations of today’s education

programmes and training efforts might be deficient.

7.2.2 The need for measuring

From the perspective of the individual /learner, there are several reasons

why assessment of education and training efforts ought to be undertaken,
e.g.:

e Existing education and training on various levels do not yet cover
the full range of needs, even though there is a positive trend in
numbers of courses offered by universities and other organisations.

Through citing explicit areas for improvement, an assessment effort
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may play a significant role in ensuring that future courses and

academic programmes advance to be more comprehensive.

e Depending on the their present stage in life, individuals might
strive to get a job, to obtain a better position, to gain higher self-
esteem, or to perform tasks at work more efficiently and effectively.
In whatever situation the individual is in s/he is looking for knowl-
edge that can make their life (or others) a little bit better — indi-
viduals want their knowledge to help them earn profits - not nec-
essarily purely financial. Assessment of courses and programmes
in information security can assure this in two ways: Firstly, assess-
ment supports advancing and sustaining the quality of the knowl-
edge that is delivered to the individual. Secondly, given that the
assessment leads to a high quality course or programme, it will
attract individuals eager to learn information security, which will

further increase the quality.

The necessity to evaluate information security education and training
is now apparent, although choosing the scope and the method of eval-
uation is not always as simple. The National Institute of Standards
and Technology (Wilson et al., 1998) in their special publication on ‘In-
formation Technology Security Training Requirements’ suggests that an
assessment should cover the learner’s subjective satisfaction, the learning
effectiveness, the teaching effectiveness, and the program effectiveness.
For each of these four levels they describe three types of programmes:
basics/literacy, training and education. This scheme covers aspects per-
taining to the individual, the organisation and to some extent also soci-
etal aspects. In the following section we will present evaluations focusing
the aspects of the individual and the pedagogical methodology. Even
though the outcome of such an assessment depends on the students and
teachers, organisations and societies later estimate the value of the ed-

ucation or training effort indirectly — on the job market.
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7.2.3 Techniques for measuring — an example

General. Yngstrom developed a similar approach to evaluation as
that suggested and described by NIST (Wilson et al., 1998), in Yn-
gstrom (1988, 1989, 1991, 1993, 1996). This approach was used for
evaluating an interdisciplinary and holistically oriented academic IT se-
curity programme. The evaluation also included assessment of a specific
pedagogical methodology chosen to fit the interdisciplinary and holistic
approach.

Background — evaluation setting. The educational programmes in-
volved were initially two one-year programmes, one on undergraduate
level (Bachelor) and one on graduate level (Master) at the Department
of Computer and Systems Sciences (at Stockholm University / Royal
Institute of Technology in Stockholm, Sweden), in what became la-
beled the ”Security Informatics Programmes”. These programmes were
later split into smaller units which also were involved in the evalua-
tions. Also an evaluation of a single I'T security course including the
pedagogical methodology, offered in a non-European university environ-
ment was included. The development of programmes and their courses
began out of need and curiosity. The Swedish Vulnerability Board had
recommended all educational institutions, including universities, initiate
courses in (then) EDP security, and practical circumstances made us hy-
pothesise that a specific pedagogical methodology using system theories
would be a useful vehicle to understand interactions between technical
and non-technical components needed for secure IT environments. The
courses were originally developed in interaction between members of the
Vulnerability Board, industry and academia (Yngstrom, 1983). As an
educator it is fundamental to see what happens. But how should such
courses be evaluated, their main goal being to lessen vulnerability in
trade, industry, government, and societies? It was quite clear from the
beginning that the primary groups to be educated would be managers

responsible for the enforcement and measures of safety and security in
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computer systems at different levels of society and organisations. There-
fore the initial target group for education was specified as managers, or
managers-to-be, of security in organisations that use computers, and
the intent was to increase the professionalism within these groups by
providing them with a specialised undergraduate degree that would also
qualify for entering graduate studies. The goals of the first programme

on undergraduate level were stated as:

Of such an extension and be placed at such a level that
width and depth, theoretically as well as practically, will
bring the student ability to participate independently in the
processes of planning, designing, implementing, evaluating
systems and functions which will lead to the demands of re-
ality for system survival capable of being realised. In this
context the concept system does not only imply technical
ones (like computer, communications) or administrative ones
(information, surveillance) but the total reality including the
artefacts needed to create stable and robust structures on
different levels of society. (Yngstrom, 1983, : 297).

Early evaluations to refine the programme. The first evaluations
were regular pedagogical ones, concerning aims and scopes, course struc-
tures, contents, levels, modes of presentation, literature, examinations,
overall structure, acquired attitudes, conducts and abilities and involve-
ment from industry. These were conducted annually from the beginning
and used mainly to trim the programme. In these evaluations it also
became interesting wvis-d-vis the chosen target group to see how active
and what specific activities outside the class room participants were in-
volved in. This made us include various statistics in the evaluations such
as previous experiences from traditional security or I'T security, previ-
ous academic studies in various disciplines, memberships in professional

associations concerned with I'T security or other relevant areas, etc.
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Evaluation of the use of system theory as a means of teaching.
Not until the courses and the programme had been found good enough
- that is, when the students were happy with most of the aspects and
could use the knowledge at work - was it time to investigate whether
the original methodological idea of using system theories was of any use
to them. This was in 1991 formulated into ten practical statements and
presented to all students who had participated in the programme from
its start five years earlier in 1986. The statements dealt with different
aspects of the practical use of system theories: their contribution to the
students’ awareness of appropriate problems and their ability to deal
with these, their contribution to students’ abilities to work efficiently
and effectively, and their contribution to the capability for continuous

learning.

Design of the evaluation and evaluation questionnaires. The
ten practical statements mentioned above were classified into three cat-
egories, and answers were marked on a scale 1-5 (‘1’ meaning agreeing
fully and ‘5’ not agreeing at all). It was also possible to answer 'ques-
tion not relevant to me’. In order to know something about the mar-
ket’s opinion of these former students’ abilities and knowledge in the
area, questionnaires also asked for evidence of promotions and positions
before and after the programme. By this time, about one third of the
former students were professionals in the traditional security and IT
security industries, a small group for which promotions and activities
it was possible to keep track of even manually at this time. In par-
allel statistics were also kept of students’ backgrounds, memberships,
etc. This group of former students formed the Swedish Association for
Information Security (SAIS) to promote further academic education in
the area. A top priority was to increase the number of courses, and
this became the embryo of the Master programme in Security Infor-
matics, for which separate courses initially were given within the PhD

programme of the same academic department. The evaluation design
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of the firs run of the Master programme in 1993/94 shows similarities
with the very first evaluations of the Bachelor programme in 1986/87,
the aim being to find out whether the programme met the needs of the
students and the market and to trim it into a scientifically and peda-
gogically esteemed programme. The demands for knowledge in the area
changed and widened during the time the two programmes have existed;
regular bachelor and master students in Computer and Systems Sciences
demanded to take some Security Informatics courses during their last
academic year. This made the Department divide the Security Informat-
ics programme into four units, of which three are units of two courses,
each which may be chosen by regular students. This change became
evident in the evaluations of 1992-94, where the usefulness of the peda-
gogical approach was investigated in the same way as in 1991, but this
time directly after the students had finished the first unit. Many of
these students had not yet started their careers and could only react to
statements concerning the approach’s contribution to their general abil-
ities to handle IT security. The general statistics were also collected for
further comparisons. Since the specific methodology as such is strongly
influenced by the North European movements of participatory design
and Soft Systems Methodology, we were specifically interested to know
how the approach would be rated in a non-European culture. Therefore
the 1992-94 evaluations include reactions to the statements also from
one Australian group of honour students. This group was however fairly

small.

Evaluation results. The results from the 1991 study were summarised

as follows:

When it came to the assessment of whether the method-
ology chosen contributed positively to this group’s ability
of problem awareness, work efficiency and effectiveness and
continuous learning, 92% agreed concurred. In agreement

to at least 50 % were the 50 professionals within the secu-
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rity area. The approach contributed the most to a person’s
ability to delimit and specify her own problems and work
tasks, but also to her ability to specify for others, such as
colleagues. Relatively high scores were attributed to spec-
ifying criteria for security products, to work efficiency and
learning about new products, methods and facts. The con-
tributions to the ability of working with new products and
controlling the work of consultants scored the lowest. How-
ever, with a mean score of 45.9 persons being positive to all
ten statements, the chosen methodology is perceived to have
contributed to these people’s ability to cope with traditional

security and IT security.

The result of the 1992-94 studies were summarised as follows:

The low frequency of practical experiences in security and
IT security made it impossible for the students to answer
half of the statements, and also to compare reactions to all
ten of them. Still, answers not referring to work experiences
show high appreciation: in all the mean positive reaction to
these five is 46.8 out of 60. For statements requiring work
experience the positive mean was 7.6 out of 11. Based on
the means, 78% were positive to the non working related

statements and 69% to the working related ones.

A comparison between answers given by Australian and Swedish stu-
dents was interesting but results were inconclusive. Swedish answers by
all - practitioners and students - were higher rated than the Australian
answers and there were no particular similarities in the individual or-
dering of the answers between the Swedish and the Australian students.
When comparing the answers between Swedish and Australian practi-

tioners, they varied more positively in different statements.
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Comparison and analysis of the different evaluation results.

A special analysis of the results of the 1991 and 1992-94 studies was
made, where answers were weighted in order to be able to compare them.
This analysis showed that that the approach helps in forming personal
learning models and acquiring good insights; and best for Swedish uni-
versity students, second best for Swedish professionals, and thirdly for
Australian university students. However, we do not find it reasonable
based on such small groups to predict where the approach works best.
The differences in duration of presentation, possibilities to try in prac-
tise and other factors were too large, in addition to the small size of
the Australian group. Judging the figures in total may at least be used
as an indication, pointing to the positive reactions favour in total used
pedagogical methodology. It may be reasonable to interpret the result
as the Systemic-Holistic Approach and the Systemic Module facilitate
individuals to assess and understand problems, increase work efficiency
(doing things right) and effectiveness (doing the right things) and foster
continuous learning within the field of security and I'T security - provided
the student has some own experience to refer to. When students do not
have their own work experience, Systemic-Holistic Approach and the SM
still facilitate assessment and understanding of problems, increase of ef-
fectiveness (doing the right things) and fostering of continuous learning
- but in order to also increase efficiency (doing things right) practice is
needed. Assessment of the Master Programme included a question of
where and if the approach had been useful. Eight of the eleven students
noted ”in all courses”, and the other three offered varying but positive
answers. In addition all students rated the programme as a whole to
have fulfilled their different educational goals positively, giving a mean
of 89% of the successful students. We would regard that as qualitatively
very good answers; the organisation and presentation of the content
had been more than satisfying to all participants even despite different
educational goals. Also the Master programme has been shown to be

efficient within the market for its successful participants: participants
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1987 | 1991 1992-1994 1993-1994
Population (V) 72 | 155 120 26
Answers (n) 72 71 60 11
Professionals in (IT) security 47% | 70% 18% 91%
Pros. in other positions 60% | 10% 38% 9%
Mean age 33 34 30 32
Women ratio 11% | 13% 32% 9%
Academic sucess ratio 81% | 46% 83% 46%
Educational background: CS 47% | 70% 85% 100%
Educ. bgr.: BA, Econ. or Law | 40% | 51% 48% 100%
Satisfactn. pedagogical method | n/a | 92% | 69%pro 78%all 89%

Figure 7.1: Some general characteristics of the students

are satisfied with the programme and employers are happy to hire and

promote them.

Figure 7.1 (table) was constructed in order to describe and discuss
some other similarities and differences between the groups being evalu-
ated in 1987, 1991, 1992-94 and 1993/94. Separate figures were taken
from Yngstrom (1996, : 176) or compiled based on it. It is not the sep-
arate figures that are interesting, but they may reveal emerging trends:

Groups 1991 and 1993/9/ are the most alike in professional attitudes
and ambitions; they have a high percentage of traditional and I'T security
professionals with a low percentage of other professionals. At the same
time the academic success rate in total of all starting students is below
50% for both groups. They also have in total the highest figures for
the value of the Systemic-Holistic Approach and the Systemic Module.
Other figures of interest to note are: fewer women seem to be engaged
in groups with higher professional attitudes and ambitions, the age of
professionals seems to be falling, and the group is totally well educated
in more than one academic discipline.

The 1992-94 group was already earlier noted as a typical university
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student group. It includes fewer professionals in traditional security and
IT security. Members are younger, and also more women participate.
The academic success rate is the highest of all groups. In total their
appreciation of the SM and the S-HA is somewhat lower than the pro-
fessional groups.

The 1987 group could be labeled ’old boys’ not because of the low
participation of women, but because it contained an enthusiastic first
lot of varied practitioners with varied backgrounds and very strong wills
to build good security foundations. Their academic success rate was
as high as the student group although their theoretical backgrounds
initially were lower than all other groups. Members of the 1987 group
later on have moved into the 1991 group. Possibly the high percentage
of professionals from other areas in 1987 have become professionals in
traditional and I'T security in 1991. Satisfaction rates with the Systemic-
Holistic Approach and the Systemic Module are for 1991: 92%; 1992-
94: 69% for statements answered only by professionals and 78% for
statements answered by all, and 1993/94: 89%. Despite the fact that
the groups as compared to each other they are quite different; 1987 being
‘old boys’, 1991 being IT security professionals, 1992-94 being regular
university students, 1993 being a non-Swedish university group, and
1993/94 being a highly professional group, they all were in favour of the
pedagogical methodology with satisfaction rates about 70-90%. It seems
therefore reasonable to state that the methodology was useful to students
of IT security. In addition, the strong involvement of professionals in
the programmes showed that former students make good careers with
increased salaries, high esteem and promotions, both as managers and

specialists.

Scientific limitations of the evaluation approach. The presented
example of evaluations is not claimed to be capable of generalisation in
detail, and was not the intention at the time. However, the approach to

evaluate the programmes on different levels as described by NIST (Wil-
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son et al., 1998) was followed; student satisfaction with the courses in
various aspects was evaluated, the learning effectiveness and efficiency
were evaluated for performances within the education as well as perfor-
mances and outcomes at the workplaces, and the long run effectiveness
of the programmes were evaluated career-wise for former course partic-

ipants.

These evaluations and comparisons were all carried out without us-
ing control groups, since at the time there were no comparable courses
and programmes. Today it would be possible to use the same kind of
evaluation tools: questionnaires, interviews, and inspections of exami-
nation and seminar-work results, for different courses and programmes.
This would certainly, to students and educators, be of value for instance
choice of institution or course revisions and developments. However,
measuring the value in some sense of information security training and
education, in the opinion of these authors, needs some standard or index
to be measured against. In academic environments such standards ex-
ist, although they may vary from country to country, from university to
university, or from one professional group to another. In the information
security area for professionals, such standards also exist in various types
- typically named certificates - initiated as a qualitative metric. We be-
lieve all such certificates, academic as well as professional, will be of use,
but we also acknowledge that the area of information security is a mov-
ing target, hence a certificate will not suffice as a general measurement,
but will have to be supplemented with something more, perhaps a form
of index which will consider at least the age and content of the separate
certificates. But not only is the area of information security a moving
target, it is also partly a context-oriented issue: it is global in the sense
of networking possibilities and it is local in the sense of existing social
values and particular application areas. Such factors should probably

also be weighted into an index.

This concludes the presentation of: the need, techniques, and prac-

tical problems related to measuring the effects of information security
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education and training from the perspective of the individual. Now, let

us have a look at the same issues but from the organisation’s perspective.
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7.3 The organisation’s perspective

7.3.1 The value of and need for information security ed-
ucation and training

From the viewpoint of an organisation, information security not only
promises to assist safeguarding information assets at a given cost but,
more importantly, it can provide the organisation with a competitive ad-
vantage through lower costs and new business opportunities (e.g. Parker,
1997; Cresson Wood, 1991). Thus, organisations — from corporations
through hospitals to government agencies — are increasingly becoming
aware of the need to safeguard their information. At the organisational
level, this is usually accomplished utilising technical as well as procedu-
ral measures — all of which depend upon human behaviour and skills to

perform, for example:

o Technical measures: Installing, configuring and maintaining a se-
cure Internet firewall will only succeed if the persons involved un-
derstand the elementary concepts of TCP /IP network traffic, have
a good grasp of what inbound and outbound communications are
needed, and are familiar with the interfaces used to accomplish the
tasks at hand.

e Procedural measures: Handling information in the way described
by an organisation’s information classification scheme might re-
quire the understanding of how, for example, one uses the backup
system on the office workstation and how one can positively verify

the sender of a digitally signed document.

This fact — that the human factor is one of the most significant de-
terminants of the overall success of information security efforts in an
organisation — has been pointed out in several recent empirical studies
on information security in organisations. The following quotes confirm
this truth:
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o Employees’ information security awareness is perceived as the most

important means to overcome security problems (Bjorck, 1998).

e According to RRV it is important that awareness of computer
related crime and abuse is raised within the management structure
of organisations. It should be a primary priority of management
to work to reduce the risk and threat from the different kinds
of computer crimes. These problems cannot simply be solved by

acquiring more technology. (Riksrevisionsverket, 1997).

e “This study’s main conclusion is that the respondents consider the
main threat against the organisations’” EDP stored information to
be employees’ unintentional and erroneous change and deletion.”
(Johansson and Kager, 1995).

By now it is evident that most organisations seem to need information
security education and training and that they are likely to benefit from
information security education and training efforts. However, organisa-
tions do not usually dedicate resources for projects with no measurable

impact.

7.3.2 The need for measuring

Managers make organisational decisions in a way similar to the way
most individuals make personal decisions: with bounded rationality. In
an ideal world, this means they will try to reach the optimal decision
from the viewpoint of the organisation’s purpose, given the information
available at the time of the decision. Decisions regarding investments
in information security education and training are also likely to follow
a similar decision process. Strategic decisions (those that have a con-
siderable impact on the organisation) are usually approached in a more
structured manner than less consequential operational or tactical deci-
sions. Regardless of the importance of a given decision, some kind of

cost-benefit analysis is always carried out before a decision is arrived
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at — either implicitly or explicitly. Given that organisations have a fi-
nite amount of resources to employ in the pursuit of their missions,
investments in information security education and training must com-
pete against other possible investments. The actual decision process
probably does not follow the logical path described here, since many
decisions are arrived at for reasons other than purely rational ones (e.g.
political, power, etc.). Nevertheless, these rational decision models are
often brought forward before or after a decision to rationalise? a decision

to be made or a decision already made.

7.3.3 Techniques for measuring — an example

A simplified example serves as an illustration on how organisations gen-
erally rationalize decisions regarding investments:

A manufacturer of studio quality microphones has 100,000 Euros
reserved for investments in a given period of time. There are many
different areas in the organisation that would benefit from new invest-
ments, such as a new microphone assembly machine. In addition, there
is a need for a comprehensive information security education and train-
ing programme. However, the monetary resources will not be sufficient
for all desired investments, so a choice has to be made. Given the dis-
similar nature of these investments, the impact of each will first have
to be translated into monetary terms so that a comparison is possible.
Moreover, since these investments (if realised) will have an economic
impact on the organisation at different moments in the future, the value
of money must be converted into a common point in time — for example

the day of the decision. Let us have a look at the two competing options.

Alternative I - investing in the machine. The new machine would
cost exactly 100 K Euro and result in yearly operating costs of 10 K Euro

for each of the subsequent five years. After this period, the machine

ZRationalise’, as used here, refers to the process of justifying ones actions with

plausible reasons.
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would need to be replaced, but it could be sold for an estimated 5 K
Euro (figure 7.2).

+35 K
+30 K +30 K +30 K +30 K

t=0 1 2 3 4 5

-100 K

Figure 7.2: Expected payment flows resulting from investment in the

microphone-manufacturing machine

The machine would produce microphones using the components put
into the four containers on the side of it. Based on sales statistics from
previous years, the microphones produced by this machine will generate
60 K Euro in sales each of the five years, of which roughly 20 K Euro are
costs for components, marketing, etc. Thus the net payments generated
by this investment during these five years following the initial investment
will be 30 K Euro (60 K Euro for sales payments, less the 20 K Euro
for components and various costs, less the 10 K Euro for the machine’s
operating costs). If the machine is sold as predicted, the final year
of operation will result in an additional 5 K Euro of net payments.
These flows of payments are illustrated in figure 7.2. The value of this
investment alternative can be calculated as the sum of all transactions

relevant to the investment — in this case:
(-100) + (+30) + (+830) + (+30) + (+30) + (+30) + (+35) = 85 K Euro

However, since the payment flows take place at different moments in
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time, they need to be converted into their present value, taking into
account the cost of capital (interest rate). This is because the resources
could have been used for some other investment which would have pro-
duced a calculated payoff or return on investment ("ROI’). Let us assume
that if the organisation would not have used the money for this invest-
ment, it could have bought some stocks instead and these would yield
15% ROI per year. Therefore, this is the estimated capital cost if in-
vesting in the machine. Consequently, the present value PV of the net
payments of for ezample the third year can now be calculated as (figure
7.3):

C 30
PV=—"  —PV=—""  ~2KE
1+ ) (1+0.15)3 ure

Where C=capital, r=interest rate, and t=time/year

Figure 7.3: The present value (PV) of investing in this alternative

All of the net payments (including the initial cost of the machine)
resulting from this investment alternative will have to be converted into
their present value if we want to be able to compare this investment with
the investment in information security education and training. With
this conversion, we will end up with the investment’s net present value
('NPV’) as illustrated in figure 7.5.

As we can see in the calculations above, the net present value of the
investment in the microphone manufacturing machine is 103 K Euro.
This can be interpreted as “If we take into account that the alternative
investment would have given us 15% interest rate, we would gain 103 K
Euro if we invested in the machine”.

Now it is time to compare this investment with that of investing our
resources in the information security education and training programme.
Converting the information security education and training investment

into its NPV makes the two investments comparable — the one with the
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Cl CQ Cn - Ck
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NPV=-100+(30/1.15)+(30/1.32)+(30/1.52)+(30/1.75)+(35/ 2.01)=108 K

FEuro

Where NPV=net present value, CO=initial payment, Ck= other net

payments, r=interest rate, and n=number of payment periods(years)

Figure 7.4: The net present value (NPV) of investing in this alternative

highest NPV is the one the resources should go into if we are to make

the optimal investment decision.

Alternative II - investing in information security education and
training. The ISET programme would consist of an information secu-
rity awareness project aimed at different parts of the organisation, as well
as some specialised information security courses for the individuals co-
ordinating the information security activities in each department. The
whole ISET programme would mean an initial investment (for course
material, speakers, teachers, and external courses, etc.) of 50 K Euro
and additional yearly costs of 10 K Euro for each of the subsequent
five years. After these five years, the program will be evaluated. Nat-
urally, the information security education and training investment does
not have any residual value that can be converted into funds the final
year, since it cannot be sold or transferred to another organisation with
ease. So far, we have identified the following flow of payments for this
investment alternative (Figure 7.5).

Investment calculations usually only take into account the direct
payment flows that result from the analysed investment. Therefore the
investment in information security education and training does not look

very good in comparison with the investment in alternative I. In fact, as
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t=0 1 2 3 4 5

-10 K -10 K -10 K -10 K -10 K

-50 K

Figure 7.5: Expected payment flows resulting from investment in the

information security education and training programme

observable in the calculation below, investment in the information se-
curity education and training programme will result in a negative NPV
unless other payment flows than the calculated yearly costs can be iden-
tified:

NPV=-50+(-10/1.15)+(-10/1.32)+(-10/1.52)+(-10/1.75) +(-
10/2.01)=-83 KFEuro

The investment in information security education and training is likely to
have a long-term economic impact on the organisation in terms of cost
reduction due to less severe and fewer information security breaches.
Also, the information security education and training programme might
possibly enable new business transactions to take place, as pointed out
in previous sections of this paper. If organisations using this rational
financial model of comparing investments are to choose the investment
in an information security education and training programme instead of
other investments, indirect payments flows resulting from this decision
must be taken into account. If these indirect payments and economic
effects can not be identified, it will not be possible to rationalise the
investment in information security education and training.

From the example, it is evident that organisations will have to try
to measure the impact of information security education and training if

it is to be a viable investment at all. Unless organisations are given the
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tools to identify the value of their education and training programme,
they will not be able to justify such an investment. As a result, resources

will be invested in other areas with a measurable payoff.

What can we learn from this illustrative example? This section
has made explicit how organisations, according to financial investment
models, generally rationalise their decisions regarding where to invest
their limited resources. It has thereby clarified why organisations need
to measure the broader impact of information security education and
training. Is it evident by now that this purely financial and cash-flow
perspective may severely limit the organisation’s ability to make ac-
curate and balanced investment decisions with regards to information
security education and training. This leads us over to a discussion of
possible information security education and training metrics and the

problems associated with measuring.

7.3.4 Methods and problems of measuring

While measuring the impact of information security education and train-
ing, one is actually trying to measure the resulting change in human
behaviour and its impact on the organisation’s ability to reach its goal.
There are several problems associated with measuring the impact if an
organisational information security education and training effort, such

as:

Discrepancy between what people say and what they do. The
mere fact that employees, through an information security education
and training programme, arrive at a measurable raised awareness of the
information security regulations does not signify that they actually fol-
low these rules or values — at least not all of them. Further, when trying
to measure the impact of information security education and training,
there is a possibility that some employees do not want to state the truth

about their own level of awareness. They might be anxious concerning



7.3. THE ORGANISATION’S PERSPECTIVE 129

what the employer’s reaction would be if they admitted that they did
not know of the rules they were supposed to adhere to. Therefore, from
an organisational perspective, the focus should not be on what an em-
ployee knows about information security, but rather what she does with

this knowledge.

Interpreting the numbers. Common sense tells us that it will be
hard, or maybe even impossible, to put a number on “soft” issues, such
as information security awareness (e.g. Dhillon, 1995). However, exact
numbers are very seldom needed for an informed decision. Rather, some
kind of grading, judgement or comparison is often needed. Another
problem is that once numbers are produced, it might be hard to inter-
pret them. What does it mean, for example, if the level of information
security awareness is around 70%? Is this good or is it bad? The exact
answer is: we don’t know. In order to interpret numbers like these, the
context has to be clear: is it a bank or is it a fast food chain? How de-
pendent are they on their information? Quantification of “soft” issues is
more useful if it can be compared with something else as a reference. For
example, the level of information security awareness as measured in one
financial institution might be seen in the light of the measured average
level of information security awareness in all other financial institutions

in that region (given that the method for measuring was the same).

What should be measured. Information security education and
training is an extensive concept in itself - it embraces many facets of
information security. In our view, information security awareness is
manifested in the behaviour of the humans enlightened with it. This
means that the action created by bright humans causes effects measur-
able only outside the finite domain of human knowledge or behaviour -
in the technical and procedural elements of the organisation’s informa-
tion system. Since some or presumably large proportions of these effects

are directly caused by the intellectual capital labeled ’information secu-
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rity awareness’, one can postulate that the estimation of these must be
conducted within the formal and technical domains.

Assuming that rationalisation of investment decisions approximately
follows the decision method outlined in the example in the previous
section, organisations cannot be satisfied with measuring or predicting
an information security education and training programmes impact on
employees knowledge only. No, this raised awareness must result in a
corresponding change in human behaviour. In addition, this change

must result in either lowered costs or increased revenue.

7.4 Conclusions

This study has demonstrated how differing the viewpoints of the or-
ganisation and the individual are when it comes to information security
education and training.

Individuals - we do not only mean computer specialists - need in-
formation security education and training to be able to minimise their
security risks that they are exposed to today and will be exposed to to-
morrow in the approaching information society. In addition, they want
this kind of training to make them appear more valuable for the organ-
isations. Organisations’ needs are often more directly connected with
their financial mission or goal. This often means that they look for in-
formation security education and training to lower costs arising from
information security breaches or for enabling new business opportuni-
ties.

Organisations need to measure the effects of information security ed-
ucation and training because of their decision process for investments.
Looking at these education and training efforts as any other investment,
they demand a reasonable “return on investment” ("ROT’) to rationalise
the decision. If they are not provided with methods to measure the
effects of, for example, a training programme, they will not be able

to identify changing cost or income structures resulting from this ef-
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fort. This leads to the investment in education and training looking less
favourable than it really is.

From the viewpoint of individuals, assessment of these education
and training efforts should ideally focus on the knowledge content. Or-
ganisations, although indirectly attracted by the knowledge, are often
more interested in the behavioural changes a given course or programme
can result in. This is, as we have seen, because the knowledge has to
result in some change in behaviour if it is to be valuable not only for
the individual, but also for the organisation. Individuals are looking for
profit and so are the organisations, but their respective approaches and
focuses in regard to value and assessment of education and training are

sometimes incompatible.
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This part of the thesis presents the design, analysis, and results of an
empirical study into the management of information security in organi-
sations. Data is gathered employing in-depth research interviews. Data
analysis is carried out using a technique informed mainly by grounded
theory (chapter 10). The main result of study - the framework of infor-

mation security management - is presented in chapter 11.
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Chapter 8

Introduction

8.1 Background to the research

The value of security - to individuals, to organisations, and to societies
- was violently demonstrated by the September 11 terrorist attacks. In
their aftermath, security as well as information security rose up on the
corporate agendas - and has remained there. Information security is
today considered a prioritized issue for top management and the board
of directors in the vast majority of organisations. A recent global survey
showed that the majority of the 1230 organisations responding even
considered information security to be a CEO level priority (Ernst &
Young, 2004). National surveys display similar findings; as an example,
three-quarters of the 1000 respondents in a recent UK survey said that
their top management or director groups viewed information security as
a high priority issue (PriceWaterhouseCoopers and DTI, 2004).
Moreover, recent history has not only demonstrated the importance
of information security in general, but also clearly that of information
security management in particular. Corporate scandals and debacles
such as the ones at Barings Bank (Lim, 1995, e.g.), Enron (Swartz
and Watkins, 2003, e.g.), WorldCom (Jeter, 2003, e.g.), and Skandia

(Nachemson-Ekwall and Carlsson, 2004), has presented a strong case
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for the value of sound corporate governance structures (Organisation
for Economic Co-operation and Development, 2004). Information secu-
rity management is the key corporate governance component ensuring
security for information assets. The aforementioned events have resulted
in additional legal and regulatory requirements on businesses and organ-
isations, with respect to how they manage information security. Most
notably, the American Sarbanes-Oxley Act (United States, 2002) now,
in effect, requires many major American companies to have efficient,
documented, and certified, means of managing information security in
place. Also, many thousands of European businesses are directly or indi-
rectly affected by the Sarbanes-Oxley Act, including - but not limited to
- those close to 400 European companies listed on NYSE and NASDAQ
stock exchanges!.

However, it is not only corporate scandals and resulting legislation
that calls for more efficient information security management. These ini-
tiatives also come from the organisations themselves - motivated by the
need to stay competetive. This need calls for proactive management of
information security, rather than merely reacting to external legislative
pressure or attacks. When viewing the information security efforts as a
whole, organisations have found that they lack some managerial aspects
of information security to really be able to reap the benefits out of their
information security investment.

Thus, the value of efficient information security management to or-

ganisations is evidently widely agreed.

8.2 Research problem and contributions

Research problem

The problem addressed in this research is:

'Including major Swedish companies such as AB Electrolux, AB Volvo, Indus-
triférvaltnings AB Kinnevik, LM Ericsson Telephone Company, SKF AB, and Tele2
AB
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What perceptions do information security managers hold as
regards the management of information security in organisa-

tions?2

The research problem is investigated by means of in-depth research inter-
views with senior information security managers, followed by an analysis

informed by Grounded Theory.

Contributions

Due to the exploratory nature of the research design, the research prob-
lem is answered throughout this part of the thesis. Nevertheless, answer-
ing the research problem yielded specific contributions that are described
in detail in section 11. In summary, they are>:

e A diagrammatic representation of some aspects pertaining to the

management of information security in organisations
e A new and improved approach to unstructured interviews

e A new research agenda for information security management

These contributions are further discussed in chapter 11.

8.3 Justification for the research

The lack of empirical research in information security man-
agement

Given the amount of attention information security has got lately - as
demonstrated in section 8.1 - it is surprising that empirical research
on the management of information security is lacking. The SEC 2000

conference at the IFIP World Computer Congress might serve as an

2Please refer to section 8.6 for definitions of the terms in the problem statement.
3Contributions for part II of the thesis are described in 2.4
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illustration: Of the 125 papers presented at the conference, 83 % were
concerned with technical aspects of information security, and only 17
% were concerned with other information security issues, such as legal,
managerial, and ethical ones. Furthermore, only three (3) of the papers
not concerned with technical aspects reported on any form of empirical
research (Bjorck and Yngstrom, 2001).

Nevertheless, scholars and practitioners frequently prescribe strate-
gies, ideas, practices, and standards, with regards to the management
of information security and organisations. But this is most often done
without studying the empirical reality in which those are to be employed.

This observation; the lack of fundamental empirical research, pro-
vides the motivation for this part of the thesis. There is a need to find
out what the management of information security in organisations ”is
about”. This is not to say that we do not have methods (standards, tools,
etc.) for information security management today. On the contrary, of
course we have these. Even so, what we lack is a deeper understanding
of e.g. the actors, the threats, the objectives, or in other words - the

"nuts and bolts” of information security management in organisations.

Theoretical and practical relevance of this study

This study is theoretically relevant because it addresses a research area
which was previously largely unexplored - the empirical reality of in-
formation security management in organisations?. Instead of trying to
apply and fit existing theories or models with this empirical field, this
study attempts to build a foundation for understanding the field, by
looking at it through the eyes of experienced practitioners.

This study is thus practically relevant because it starts to build an
empirical foundation that, from a practitioner’s point of view, can be
used as a point of departure when creating new approaches to the man-

agement of information security in organisations.

4There are, however, numerous scientific studies published that look at a part of

the empirical reality discussed here.
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The aim is that this study - and other studies following a similar
approach, collectively - will lay a foundation which will be valuable to
practitioners and scholars aiming to create solutions and models that
are based on a detailed inquiry about the field - the reality, or rather

realities, which these solutions and models will eventually meet.

8.4 Methodology

As the research problem stated in 8.2 indicates, the approach chosen
is based on interpreting the perceptions the interviewed information se-
curity managers have with regards to the management of information
security in organisations. The objective is to arrive at views on the prac-
tical field grounded in reality and on the views formed by those who have

been immersed in the practice over a prolonged time.

Given that, the ambition has been to let them present their own
view, with as little influence and control from the researcher as possible.
This choice calls for a research approach based on unstructured research
interviews, and a data analysis based on the ideas of grounded theory,
GT (Glaser and Strauss, 1967; Glaser, 1978, 1992, 1998).

While the interviews were analysed in a standard way using com-
puter aided qualitative data analysis tools (”compatible” with GT), the
interviews were conducted in a novel fashion: All interviews took as their
point of departure a picture that the interviewee draw freely, showing
their own world-view concerning the management of information secu-
rity in organisations. The data analysis resulted in network diagrams
and categories, forming the foundation for the framework of understand-
ing presented in the concluding chapter 11. The methodology is decribed

in detail in chapter 9.
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8.5 Outline of this part of the thesis

In the next chapter (9), there is a discussion on the research method
and strategy used. The reader is guided through the analysis of the
empirical materials in chapter 10. The final chapter (11) in this part of
the thesis presents the conclusions and their implications. A summary
of the interviews, translated from Swedish to English, is also included

in appendix E

8.6 Definitions

The rationale for defining key terms - and thereby establishing the defi-
nitions used in this PhD research - is that concepts often hold different
semantic content among different (groups of) researchers. Where rele-

vant, internationally recognized definitions are used.

e Information security: Information is an asset which, like other
important business assets, has value to an organisation and con-
sequently needs to be suitably protected. Information security
protects information from a wide range of threats in order to en-
sure business continuity, minimize business damage and maximize

return on investments and business opportunities.

Information can exist in many forms. It can be printed or written
on paper, stored electronically, transmitted by post or using elec-
tronic means, shown on films, or spoken in conversation. What-
ever form the information takes, or means by which it is shared or

stored, it should always be appropriately protected.
Information security is characterized here as the preservation of:

a) confidentiality: ensuring that information is accessible only to
those authorized to have access; b) integrity: safeguarding the ac-

curacy and completeness of information and processing methods;
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c) availability: ensuring that authorized users have access to in-

formation and associated assets when required.

Information security is achieved by implementing a suitable set of
controls, which could be policies, practices, procedures, organisa-
tional structures and software functions. These controls need to
be established to ensure that the specific security objectives of the
organisation are met. (Adopted verbatim from ISO/IEC 17799,
2000)

e Information security management: The management of infor-
mation security in organisations. Hence, the concept denotes those
activities in an organisation related to the direction and control of
the security over information assets. Activities include (e.g.) as-
sessment of threats and the current state of information security
in the organisation, design and implementation of administrative
(information security rules for employees, etc.) and technical (ac-
cess control systems, etc.) security controls, and operation of the
day-to-day efforts to preserve information security (documentation

of and response to incidents, training of employees, etc.).

e Information security manager: An individual who has been
appointed the role to be responsible for information security man-

agement (defined above) in an organisation.

e Information security management system (ISMS): That
part of the overall management system, based on a business risk
approach, to establish, implement, operate, monitor, review, main-
tain and improve information security. The management system
includes organisational structure, policies, planning activities, re-
sponsibilities, practices, procedures, processes and resources. (Adopted
from BS 7799-2:2002). Hence, the concept denotes the documented
and systematic efforts to preserve information security in the or-

ganisations. Compare with Quality Management Systems in line
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with ISO 9000-series of standards (SIS, 1997).

e Information security policy: Document that states an organ-
isation’s stance on information security. It is usually less than 5
A4-pages. The policy usually includes the top management’s po-
sition and high-level rules pertaining to information security. The
concept is also often used to denote a more detailed document con-
taining all the organisation’s rules on information security. The
intended readership of the policy is most often managers and em-

ployees within the organisation.

e IT security: Synonymous to ”Information Security” (see defini-
tion above), albeit narrower in scope. It is concerned with the

security (confidentiality, availability and integrity) of IT systems.

e Perception: A mental image (Merriam-Webster, 2004), impres-
sion, and understanding of a phenomenon or artifact (e.g., infor-
mation security management) formed by the process of observing

(perceiving).

e Risk assessment: Assessment of threats to, impacts on and vul-
nerabilities of information and information processing facilities and
the likelihood of their occurrence. (Adopted from ISO/IEC 17799,
2000)

e Risk management: Process of identifying, controlling and min-
imizing or eliminating security risks that may affect information
systems, for an acceptable cost. (Adopted from ISO/TEC 17799,
2000)

8.7 Delimitations of scope and key assumptions

The problem statement in section 8.2 already indicates the most impor-
tant delimitations of this study. Here is a more detailed exposition of

the delimitations:
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Perceptions - not physical reality

Firstly, the unit-of-analysis is perceptions. Thus, the study is not con-
cerned with exactly how information security is managed in one (or
many) organisations. Instead, the study is concerned with the inter-
viewees’ perceptions, formed by the process of perceiving the events of
- and being immersed in - the management of information security in

many organisations during many years of practice.

Managers and consultants - not users

All interviewees are interviewed as experts in their field. They have
been working for different organisations trying to solve the problems
of information security. An alternative approach would have been to
interview users or other employees - e.g. those who are subject to the
controls often created by the managers and consultants. Nevertheless,
since the focus of this study is to learn more about the reality that the
managers of information security meet, in order to be able to better
cater for their needs in terms of methods, tools, etc. in the future, it is
natural to start asking them. It is also possible to assume that they (the
experts) have a more holistic view of the information security problem

in those organisations than the average users. °

Individual Swedish cases

These were the two delimitations that were indicated by the problem
statement. However, there are also two additional delimitations that
whould be mentioned to put a boundary around this study.

Firstly; all interviewees were from Sweden. The assumption is that
even though they were all from Sweden, the results from the study will be

of interest also for readers in other countries - especially other countries

SHaving said this, it would be another interesting study to interview users and
ordinary employees to try to elicit their views on information security in their work-

place.
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in the European Union which share a similar culture and use similar
approaches to managing information security. Nevertheless, there are
no claims made that any given manager of information security in e.g.
Denmark will have the same or a similar world-view as the interviewed
ones. That leads us over to another important delimitation.

Secondly: this study is concerned with describing and interpreting
individual cases rather then trying to formulate laws. In other words, it
is ideographic®. rather than nomothethic”. Hence, this is not a survey
of how information security is managed in organisations in Sweden, in
Europe, or in the World. Instead, this study aims to build the foundation
for a more thorough understanding of the subject at hand by seeing it
from the eyes of a few experts.

These delimitations set the boundaries for the conclusions of this

study, even though its implications are more far-reaching.

8.8 Chapter summary

This chapter laid the foundation for this part of the thesis by stating
the research problem, justifying the research by discussing its theoretical
and practical relevance. Further, it defined the central concepts used and
gave an overview of the methodology. An outline of the coming chapters
was given, followed by a discussion on the delimitations within which

this study takes place.

5Concerned with individual matters of fact
"Concerned to formulate general law
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Methodology

9.1 Overview of Grounded Theory

Grounded Theory (hereafter referred to as ”GT”), created by Glaser and
Strauss (1967) is a research approach which describes steps to be taken;
from the start with a broad research question, via data gathering and
analysis, to arrive at a theory or model grounded in the reality studied.
By following GT, one will end up with a theory or model that fits the
data gathered, and can explain the data.

GT is based on the assumption that often the most fruitful theories
are built up from the empirical world into theoretical abstractions, rather
than the other way around. An alternative approach to GT would be to
take an existing theory in a similar field as the one studied here, and then
try to apply that theory to the empirical setting studied. This would
then be a more traditional hypothetico-deductive study, which is very
common in doctoral research. The reason that a GT-based approach was
chosen before a more traditional approach is that the objective this time
was to arrive at a model grounded in the empirical field, with the aim of
creating a foundation for practitioners and scholars to better understand

(influence, control and predict) information security management.

The main drawback of GT is that theories and models created using
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this approach tend to be very close to the data, which means that the
abstraction level might suffer. They run a risk of being overly specific,

and thus might fail to help us understand other situations.

9.2 The principles of Grounded Theory

As implied above, GT is an approach which consists of a set of tools and
principles. These are concerned with research design, data gathering,

data analysis, and theory construction:

Research design. GT requires the researcher to start with an ”open
mind”. In this way, it does not support hypothesis testing. Even
if the research area is set, the actual formulation of the research
question, and the focus of the research, is allowed to change during
the period of the study.

Data sampling. GT does not depend on statistical sampling of a num-
ber of subjects from a larger population. This is due to the nature
of knowledge that is created using GT: Knowledge emanating from
a GT process will not say "how things are” in the world (or in a
larger population), "how many” or "how much”. Instead a GT
approach acknowledges that a large part of our reality is contin-
ually created and re-created by individuals living and perceiving
their world. Therefore, there is a degree of subjectivity that has
to be acknowledged rather than suppressed. From this viewpoint,
statistical sampling becomes less interesting and fruitful - instead
GT offers the notion of ”theoretical sampling”. Theoretical sam-
pling means that sampling is not necessarily done before the data
is gathered - it can be done during the course of the study. For
example, the answer of one respondent could direct the researchers
to another source that could help to further shed light on the phe-

nomena studies.
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Data analysis. GT allows that all the empirical material, such as inter-
views and pictures, are recorded for later analysis (although this is
not a methodological requirement). The most common materials
in GT studies are interviews, and the common approach is to type
all interviews out as text verbatim. The data analysis is then done
on the actual text by reading each sentence and asking questions
such as "what does my data say”, "what category indicated this
event”, and "what is happening in the data?” (Glaser, 1978; Star-
rin et al., 1997). Each sentence is then coded by a category that
indicates the content of that sentence. A sentence can have more
than one code, because it can mean different things. This first
coding process is called open coding (Glaser, 1978). GT allows
the researcher to go over to selective coding, which means to code
for one specific category, when it is clear that this one category is

at the core for the research problem at hand.

Theory construction. When all coding of data is done, theoretical
coding commences. This means to relate the codes to each other
as to form a model of how they fit together. This then forms the
basis of the emerging theory or model. Hence, theories created
using a GT-based approach are based on concepts (codes) related

to each other.

9.3 Research method of this study

There are almost as many GT interpretations as there are researchers
who have attempted studies based on GT. Although one should always
strive towards using the method as the originators intended, this can
be a challenge as noted by e.g. Gustavsson (1998, 125) and Starrin
et al. (1997, 46). Even the two originators of GT had a long ongoing
debate of what they actually meant GT to be when they together cre-
ated it almost 30 years ago. This is evident in the dialectical tension
between the two books written by Strauss and Corbin (1990) and Glaser
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(1992), respectively. This debate resulted in two ”flavours” of GT - the
”Glaserian” and the ”Straussarian” ones. GT in this study is yet an-
other interpretation, especially tailored to the problem at hand, while

trying to preserve the originators’ intentions:

Research design. The research question was kept open throughout the
study. There were no hidden hypotheses underlying the study. The
empirical material was collected via in-depth unstructured inter-
views with experts in the field. These were recoded and transcribed
word-by-word. The interviews did not have pre-determined ques-
tions in order not to disturb the interviewees’ own views. Instead
the interviews were focused around a picture that each interviewee
drew before coming to the interview. This approach can be viewed
as an operationalisation of what Gustavsson (1998, 52) refers to as
the ”circular approach”, meaning that the researcher should avoid
asking too direct questions if possible. Each interview started with
a discussion on the respondents’ personal background in the area,
and then moved to their picture that described their ”world-view”
on the management of information security. They explained their
picture, and the interview went on exploring this picture in depth.
Thus the researcher and the respondents ”circled” in on the sub-
ject with the respondents’ own picture as the point of departure.

Each interview lasted circa one hour.

Data sampling. For several reasons the approach that was chosen did
not include ”theoretical sampling” offered by GT. Instead, the in-
terviewees were selected as being experts in the field. They were
all senior managers and consultants in the area of information se-
curity management and that is why they were asked to participate
in the study. Eight potential interviewees were asked by formal

letter if they wished to participate; all eight accepted.

Data analysis. As described above, the interviews were transcribed -

in total close to 200 pages of text. Then the texts were fed into a
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software-based tool for qualitative data analysis that supports the
principles of GT, called atlas.ti (Muhr, 2004). The tool does not
do the actual analysis, but it helps the researcher to keep track
of hundreds of codes, categories, quotations, and theoretical notes

(see picture 9.1)

Theory construction. The theoretical coding was aided using the net-
work view of the software tool. Some codes were merged, new
super-codes keeping lower-level codes together were created, rela-

tions between codes were set (see figure 9.2).

9.4 Personal background and influence on the
research process
My personal background does influence the research process in several

ways. 1 will first explain in what ways my professional experience in-

fluenced the choice of research question, and shortly discuss the conse-
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quences of this fact. Then I will present how my educational background

has affected the general perspective assumed in this work.

Professional experience

I embarked on this research endeavour out of personal interest. I was ex-
posed to many different organisations as an I'T auditor and information
security consultant at one of the world’s leading professional services
firm. My responsibility as an auditor was to assess the degree of control
these organisations had over their information resources, as a part of the
annual external financial audit. As a consultant, I helped other organ-
isations to establish this kind of control via technical, administrative,
and other measures. All in all, my experience from these assignments
left me with a question I really wanted to settle: Why is it those organi-
sations’ information resources very often are left vulnerable, despite the
fact that the same organisations clearly attempt to manage information
security? My feeling was that reflection over this and related questions
was needed if we (information security professionals) were to be able to
really help organisations with their information security efforts. Conse-
quently, when the opportunity materialised, I decided to devote the time
needed to really explore the different facets of this question. Even though
the exact research question, method, and perspective have evolved over
time, this personal experience of mine has been and continues to be the
main motivating force in this work. In other words, the broad research
question is clearly affected by my personal background:

In deciding to explore this research question, I also chose not to
explore other alternative questions. It is possible, or even probable,
that I would have tackled a different question if my personal background
would have been different.

Now, having explained in what way my personal background and
experience in the area of information security affected my choice of re-
search question, it is also important to note some factors that did not

affect this choice. This research project is not a part of any pre-defined
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research programme - I have been free to decide on everything (after
discussing with my advisor). This research project is not externally fi-
nanced by any industry or other party. It is financed directly by the
Swedish Government via the university system. Hence, there are no ex-
ternal pressures on what the research should be focusing on, what ideal
results should be like, or what the most suitable research method would

be. There are no hidden agendas or secret stakeholders.

Educational background

My first degree is in business studies and economics. I pursued two
foci during these early years of university education: management and
control. After this, I went on to the London School of Economics (LSE)
to focus on information systems security, and was awarded a masters
degree there. LSE is really a business school, so it might seem odd
that they offered a masters in IS security. But for me, it was a perfect
match. The security scholars at the LSE have their particular view
on information security which can be summarized by the statement:
”the information security problem is about people, not primarily about
technology”. This view was successfully transferred to me, and I am
heavily affected by the teachings at LSE today. Hence, it was only
natural for me to focus on the management problem rather than the

technology problem in information security.



Chapter 10

Analysis of Data

10.1 Introduction

The preceding chapter presented the methodology used for data gath-
ering and analysis. The aim of this chapter is to present the results of
applying that methodology.

The results presented here are based on 637 quotations that were
marked in the transcribed interviews. These quotations were categorised
into 184 categories and resulted in a total of approximately one thousand
codings.

Since the interviews were conducted in Swedish, no quotations are
used here, as otherwise common. To enhance the transparency of the
data analysis process, a complete log which shows each step from quo-
tations, via codes, into these models, is available upon request. Fur-
thermore, a summary of each interview, translated into English, can be
found as an appendix (E) to the thesis. The motivation for including
these summaries is so that the reader can gain personal insight into the
content of the interviews, albeit on a high level.

The analysis focuses on the objectives, actors, resources, threats,
and controls which appeared in the empirical material. This focus was

however not pre-determined, but emerged from the data.
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10.2 Analysis of objectives

Security Objectives

Objectives can be divided into two main categories; business objec-
tives and objectives relating to information security - security objectives.
Starting with the security objectives, the ones that quickly emerged in
the material were objectives related to properties of information. They

were:
Security Objectives relating to properties of information
e Availability
e Confidentiality
o Integrity

These are also the most common objectives in mainstream literature
on information security. In addition to these, properties such as accu-
racy, reliability, and relevance of information were discussed, but the
interviewee who mentioned these identified them as falling outside the
scope of information security as traditionally defined.

However, the interviewees also discussed many other security objec-
tives, not pertaining to the property of information assets. Most notably
those pertaining to users or employees and those related to the commu-

nication of information. They were:

Security Objectives pertaining to employees
e Awareness
e Privacy
Security Objectives pertaining to communication

o Traceability
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e Accountability

Awareness refers to employees being aware of the importance of informa-
tion security, and the top management intentions thereof, so that they
can act in a manner that preserves security.

Privacy deals with the individual’s right to be left alone, and applies
to employees as well as customers.

Traceability means that it should ideally be possible trace any event
in the information (technology) system to a specific individual (actor)
or automatic process.

Accountability is related to traceability. It denotes the principle that
it should be possible to hold individuals responsible for the actions that

they take in an information system.

Business Objectives

Although the interviews were about the management of information se-
curity and not about business management in general, a number of busi-
ness objectives emerged in the material. They are divided into ”"hard”
and ”soft” types of objectives, where the former implies traditional types
of objectives that are often easier to measure objectively, and the latter
refers to those business objectives that are more difficult to measure,
but still have a bearing on an organisation’s ability to survive. The
properties or values of these ”soft” objectives are very much dependent

on the perception of stakeholders, such as customers, owners, etc.
”Hard” Business Objectives
e Financial

e Efficiency

”Financial” and ” Efficiency” here are not really objectives, but rather
categories of objectives that were further specified in the empirical ma-

terial. For example, some financial objectives that were mentioned
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bY ” N

were " profitability”, ”shareholder value”, "return on capital employed”,
"price to earnings”, etc. Some efficiency-related objectives were effi-
ciency relating to human resources, efficiency relating to the use of IT

in the organisation, etc.

”Soft” Business Objectives
o Quality
e Trust

”?Quality” and ”Trust” are more difficult to measure, but are still
very central to the problem under study. Several interviewees men-
tioned security as being a part of quality, or at least affecting quality in
a profound way. The business objective ” Trust” has to do with how out-
side stakeholders view the organisation. For example, an organisation’s

”good-will” would be part of this concept.

10.3 Analysis of actors

Actors are here active subjects like individuals, groups, and organisa-
tions affecting or being affected by the management of information secu-
rity, as seen from the viewpoint of an organisation. These actors can be
divided into two main categories: those that are external to and those
that are internal to the organisation (see figure 10.3).

The external actors that emerged from the interviews fell into five
distinct categories: delivering, monitoring, opinion, competing, and buy-

ing actors respectively.

External actors

Delivering actors Business Partners, Security Solutions Vendors, In-

surance Companies, I'T Outsourcing Partners

Monitoring actors Auditors, IT auditors
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Opinion actors The General public
Competing actors Competitors
”Buying” actors Customers

This resembles a systems view of the organisation. One can discern
e.g. the inputs (delivering actors), the cybernetic control system (mon-
itoring actors), and the receiver of the outputs (buying actors). The
competing and opinion actors can be seen as the organisation’s systemic
environment.

Moving into the organisation itself, the different categories of actors
were, based on their role: IT delivering, Requiring, Deciding, Controlled,

and Security supporting actors.

Internal actors

IT Delivering actors IT department, Chief Information Officer, Chief
IT Officer, System Engineers

Requiring actors System Owners, Information Owners

Deciding actors Top management, Chief Executive Officer, Chief Fi-

nancial Officer, Human Resource Manager, Department heads
Controlled actors Users, Employees

Security supporting actors Risk manager, Information security con-
sultant, Information security coordinator, Information security man-

ager, I'T security manager, Information security organisation

The internal actors have specific tasks in relation to the management
of information security. The IT department, populated by the systems
engineers, and led by the CIO or CITO, delivers the IT solutions (IT
delivering actors, supply-side). The information and systems owners

(requiring actors, demand-side) make requirements on both information
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technology need in general, and also on the security they need. The
level of security ordered is then ideally delivered by the security sup-
porting actors; the consultants, coordinators, and managers of informa-
tion security. Technical and administrative controls (countermeasures,
safeguards) are put in place to control (and motivate) users and em-
ployees (controlled actors). The final decisions and the strategic apex
of information security is comprised of the deciding actors, including
top management and department heads, including e.g. CEO, CFO, HR

managers.

10.4 Analysis of resources

Resources are in this context such things that are to be protected with
the collective information security management effort. Resources have
a value for the organisation in pursuing its business activities and are a
part of the information system (in the broad sense) of the organisation.
They fall into two broad categories - physical and intellectual resources.
Physical resources
Physical resources can further be divided into those relating to commu-
nication, computing, and facilities.
Physical resources pertaining to communication

e Telephones

e Modems

e Local Area Networks

e Private Branch Exchanges

Physical resources pertaining to computing

e Personal Computers
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Handheld Computers

Laptop Computers

Terminals

Storage Media

e IT Infrastructure

Physical resources that are part of facilities
e Physical resources

IT Hall

Office Building

Production facilities

Furniture

e Cables

All these physical resources are of very different character (a building,
a cable). Nevertheless, they are all supposed to be protected by the

collective information security management efforts.

Intellectual resources

Intellectual resources can further be divided into information, IPR, and

software.

Intellectual resources that are made up of information
e Data
e Information

o Knowledge
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This follows the classic triad of data, information, and knowledge.
This is at the heart of what information security management is aiming
to protect. Data can be seen as the raw material in computer systems
or information that is yet to be interpreted by a human; information is
data with an interpretation, and knowledge can be seen as information
that is ready to be applied.

Intellectual resources that are IPRs
e Patents

Intellectual property rights (IPRs) are generally trademarks (e.g.
brand names), copyrighted works (e.g. books, movies, developed soft-
ware), and patents. However, only patents came up in the empirical
material. IPRs are one distinct category of intellectual resources that
information security can help protect. IPRs are called IPRs because
they are already to a certain extent protected by the law.

Intellectual resources that are software

e Application Systems
e Web Systems
e Operating Systems

Software resources have a special character in that the protection
they need is often to preserve the integrity of the code, so that the exe-
cution of the code will not result in unwanted modification, destruction,
or disclosure of the organisation’s data, information, or knowledge. Thus
it is not the applications, the web, or the operating systems themselves
that are worth protecting: the focus is rather on trying to protect other

information assets from them.

10.5 Analysis of threats

Under this heading, everything that has to do with the threat infor-

mation security management is trying to protect against is analysed.
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This includes categories of unwanted scenarios that, if they materialised,
would affect security negatively, categories of wrongdoers, and the con-

sequences of security breaches.

Threat agents

Threat agents, as they appeared in the material, can be divided into
insiders and outsiders. Interestingly, very little was actually said in the
interviews about threat agents. Nevertheless, employees were mentioned
frequently as a potential source for both mistakes and deliberate acts re-
sulting in security being compromised. Note that employees and users
are also listed as benevolent actors in the preceding analysis. The other

category of threat agents is outsiders - most often seen as the hacker.

Threat agents
e Insiders

e Outsiders

Threat scenarios

Threat scenarios that emerged in the material ranged from very detailed

to more broad ones - from attacks via e-mail (mailbombing) to terrorism.

Threat scenarios

e Hacking

Computer virus

Break-in

e Fire

Mailbombing
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Unintentional information leakage

Theft

e Terrorism

Sabotage

Technical malfunction

e Power failure

These threat scenarios could further have been divided into unin-
tentional (unintentional information leakage), deliberate acts (hacking,
break-in, mailbombing, computer virus, theft, terrorism, and sabotage),

and "acts of God” (power failure, technical malfunction, fire).

Threat consequences

Threat consequences
e Bad-will
e Information Eradication
e Information Leakage
e Information Modification
e Network Down
e Server Down
e Unintentional Information Change
e Technical malfunction

e Power failure
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Threat consequences are important to consider when conducting risk
analysis for information security. They answer the question ” What will
happen if threat scenario X materialises?” Some of the consequences
are more direct (like a server that ”goes down”) and others are of more
indirect character (like the bad-will that follows after a security breach

is reported in the media).

10.6 Analysis of controls

Controls are all those countermeasures or safeguards that are put in
place in an organisation and that make up the information security man-
agement system. Example of controls can be rules in the information
security policy, a packet-filtering firewall, or a physical door with a lock.
Controls of three types emerged from the empirical material; these were

administrative, technical and physical controls.

Administrative controls

Administrative controls are those that try to affect the formal (e.g. by
stating rules in a security policy) and informal parts (e.g. by increasing
employee awareness by education and training) of information security.

Administrative controls
e Business Continuity Plan

Education

Incident Handling

e Information Classification

Information Security Management System

Information Security Policy

Security Goals
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e Standards

e Security Strategy

Technical controls

Technical controls are those that are installed and operated in the com-
puter systems. Some administrative controls, like rules, can also be
matched by technical controls that e.g. enforce the rules.

Technical controls

e Access Control

e Antivirus

e Automatic Patch Updates
e Backup

e Biometrics

e Encryption

e Firewall

e Intrusion Detection

Physical controls

Physical controls are those that try to protect the organisation’s infor-
mation security by physical means. For example, a guarded reception
in an office building would be an example of a physical control aiming
to keep the organisation’s physical security perimeter intact.

Physical controls

e Access Control
e Alarm System

e Fire Protection



173

ANALYSIS OF CONTROLS

10.6.

s|EO
SAYINDAS T I ARG IUILPY T |0UU0D m

Y

ue|dAynuiuo
DESAUISNE T A AIEIS ULy |0UunD NM

NN

—_n_._ur_oummmuudl_mu_m?_n_l_n_b_._ou m_

—Emum»mE‘_m_ql_mu_mEn_l_obcou WM_

—_._o_uom.ua._n_m.__n_

B2 Ay |0u0D NM_

Buijpu

BHIUSPIUT aanensuLIpy TjonuoD £

AN

—_._o_y_mn_:_um_lm.}_pmbm__.__E_uql_obc_uu WM_
l_’_"

UOREISSE[ DU
ORELLIOJU BARELSIILPY [ouoD £

—m_u._m_ucﬂmlm.}_umbm__.__E_uql_obcou WM_

washsiuawabey

EWDas04UT S AREIISIUILIPY 043000 WM

lnrlm..m:._lnrv
(R —.

AbBayedy

SAIUNIa ST aARISILILIPp YT S|043U0 D WM

\

A2

Ijodoasoulaaness Py joauoeD £

L

—m_obcou |EdIUyaE] WM_

Jo Jied 51

—n__._xn_m.m_l_m. IwyaalT|odu0D m_

L

—__m.zm..__u_l_m.o__._r_n_m.._.l_ob_._ou m_

v

cn__un_.Cucm_ |EQIUyaE ] T odUn D NM_

s

|04IU0 D55 800y |[EOIUyDE LT 040D a_

3

=]

\\
sajepdpn

[ Fcant=FeaYet={UN] gL ]=e T (NN T<E=N R = Wi 11 el m

—m_._.__}_ucql_mu__._r_um._.l_n_b_._ou NM_

./m{h._./

—mu_bm.Eo_ml_m.o__._r_om.._.l_ob_._oU a_

uo

132332 JUDISNIUT [EaUyae L oo D m

Controls

1eW:

Focused network vi

Figure 10.7



174 CHAPTER 10. ANALYSIS OF DATA

10.7 Chapter summary

This chapter presented the results of the data analysis in the form of
diagrammatic representations of different aspects of the management of
information security in organisations. These aspects were: objectives,

actors, resources, threats, and controls.



Chapter 11

Conclusions and

implications

11.1 Conclusions about the research problem

The research problem stated in section 8.2 was ”What perceptions do
information security managers hold as regards the management of infor-
mation security in organisations?”. This study approached the problem
from an empirical point of view and without using a pre-defined the-
oretical framework or perspective. Instead, a data-gathering approach
based on unstructured in-depth research interviews with experts was
employed, and the subsequent data analysis was done in line with the
principles of Grounded Theory.

The results, presented in summary below and throughout chapter
10, indicate how the interviewed experts perceive information security
management. Focus throughout the study has been to arrive at an inte-
grated view based on their perceptions rather than trying to emphasize
the differences between them.

Owing to the nature of the research problem and the research design,
the research question can not be answered in a single sentence, nor can

all the conclusions be spelled out in this single concluding section. The
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Figure 11.1: An integrated view of the results
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answer to the research question is nevertheless summarised in the figure
11.1 so as to give an overview of the areas in which the results are
situated. Please refer to chapter 10 for more details on the different
parts illustrated in the figure here. The next two sections will focus on

what these results mean for theory and practice.

11.2 Implications for theory

11.2.1 Knowledge characterization

This study aimed at an ideographic description of the interviewees’ per-
ceptions. It follows that it was not an attempt to arrive at universal
laws or the causes and effects of information security management in
general.

The knowledge created is true and correct in the sense that the re-
sults, illustrated by the model depicted above, are based on the experts’
views. Care has been taken, throughout the application of the new in-
terview technique based on the interviewees’ own illustrations, not to
distort these views by asking pre-defined questions. Furthermore, the
data analysis process has been made transparent, so that one can go
back and study in which way each quotation from the transcribed in-
terviews backs up the models through a web of almost one thousand
relations (codes). In this way, it is safe to say that the model presented
does in fact say something about the experts’ perceptions and. What
the model and this study do not reveal is whether these perceptions are
indeed mirrored in the thoughts of the larger population of information
security managers in Sweden, FEurope, and on a global scale.

Thus, the aim has not been stastistical generalisation to an underly-
ing larger population, but rather analytical generalisation; moving from
the empirical material up into codes and supercodes, to make sense of
the material. Through this analytical generalisation, the results become

both less dependent on the context and more applicable in other situa-
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tions. Nevertheless, the boundaries of the applicability of these results
will be tested by the readership of this study and the users of these

results.

11.2.2 Contributions to the body of knowledge

The results of this study - the different elements and their properties
illustrated in the figure 11.1 - can be described as the basic building
blocks of information security management. In order to arrive at a solid
foundation for a more systematic global research programme in informa-
tion security management, we need to start building from the empirical
reality in which this applied area is actually situated. Noting the lack
of systematic empirical research on information security management in
general, this study starts this work by eliciting the basic building blocks
of a more complete theory or model of information security management.
Once we have the basic structures of information security management
laid out, we can start studying the different parts more systematically,
and compare results throughout the academic world.

Although this study alone can not achieve a complete "theory of
information security management”, it has contributed by starting to
map out the empirical terrain of the field.

As a secondary contribution, there is the new method created in this
study for the unstructured interview. The problem was not to affect the
interviewed experts by asking pre-defined questions. We wanted to let
them speak from their own points of view, to arrive at their perception
of the area. The solution was to create a novel method used before
and during the interviews: Each interviewee was sent an empty sheet
of paper with intructions to draw their own perception with regards
to information security management. Then each interviewee brought
this to the interview, and the whole interview focused around their own
illustration. No pre-defined questions were used. This method proved

to be efficient, and could be used by other scholars in the field.
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11.3 Implications for practice

Practitioners - e.g. information security managers, consultants and IT
auditors - need methods and tools for information security management
that help them maintain a cost-efficient level of information security.
These methods should ideally be based on the empirical reality in which
the practitioners are situated. By studying that reality, and by describ-
ing different dimensions of its objectives, actors, resources, threats, and
controls, this study creates a map of this organisational terrain. It works
like a blueprint for information security management. Practitioner can
compare their own reality with the blueprint and identify important
aspects that may be lacking or that have been forgotten in their own
organisation.

Consultants and standardisation bodies can use the results to create
new methods that are based on the research findings, so that new -

empirically based - tools can become available to practitioners.

11.4 Further research

11.4.1 Study of assumptions on information security man-
agement

The focus in this study was to elicit experts’ perceptions of rather con-
crete elements of information security management. An alternative ap-
proach could have been to focus on how each interviewed expert per-
ceives information security management on a more abstract level. This
would reveal if there are differences in the set of assumptions held by
the experts in relation to the "world” in which their work takes place.
Such an approach would identify differences in perceptions, rather than
attempt to arrive at an integrated view of these.

During the data analysis phase, these differences sometimes lit up
in the empirical material. However, they were not easily captured and

described while applying the data analysis techniques of Grounded The-



180 CHAPTER 11. CONCLUSIONS AND IMPLICATIONS

ory. This is due to the nature of the method, which is somewhat geared
towards 1) analysis on a low abstraction level; and 2) finding similarities
(creating integrated views) rather than identifying differences.

As individuals we have different sets of assumptions about phenom-
ena and artefacts in our environments - so also with these experts. These
assumptions affect the choices we make. Thus, an information security
manager or consultant holding one set of assumptions will probably make
other choices when managing information security than one holding an-
other set of assumptions (all else being equal). This thought is in line
with McGregor’s ” Theory X” and ”Theory Y” (McGregor, 1960) which
was concerned with how managers’ assumptions of their subordinates
(lazy or seeking responsibility) affected work efficiency.

Altough no systematic analysis was made concerning possible sets of
assumptions, a few interesting dimensions appeared during this study.

These dimensions were:

Nature of the threat Is the threat to information security mainly
mistakes or deliberate acts? Is the source of the threat mainly

internal or external to the organisation?

View on employees Should employees be trusted, or do they have to
be controlled? In relation to information security; should they

better be coerced or motivated to follow rules?

Predictability of the future Is is possible to predict the future with
regards to information security for the organisation, so that one
can optimize the level of investment in security, using risk analysis
methods? Or is the future not predictable at all?

If there are indeed different types of information security managers
with different sets of assumptions and thus different answers to the ques-
tions above, this would undoubtedly affect how they choose to manage

information security in their organisation.
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To sum up: an alternative approach could have been to identify those
different sets of assumptions, study what kind of management those as-
sumptions lead to, and finally to study if and under what circumstances
one of the resulting management approaches is more efficient than an-

other.

11.4.2 Study of events, processes and results

Now that we have the basic building blocks for a more complete model
of information security management, with objectives, actors, resources,
threats, and controls, it becomes possible to study what actually happens
while managing information security. Therefore, a study of the events
and processes of information security management would be interesting
and beneficial for both theory and practice. For example, what happens
when a control is so weak that a threat scenario becomes reality and
affects the possibility of fulfilling the business and security objectives of
an organisation? What do the different actors do, and why?

Following from this, another interesting and important avenue for re-
search is studying the results of the application of different information
security managment practices, methods and standards. Questions such
as: "Does an BS7799 certification result in a more efficient management
system?”, ”Which is the most appropriate response to a confirmed in-
trusion?”, and ”In which way does the organisational environment affect

the ideal approach to information security management?”
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Appendix A

Paper D: “IFIP World
Computer Congress (SEC
2000) Revisited”

This paper introduces a simple classification model for research in infor-
mation security'. The level of abstraction (‘theories and models’, ‘em-
pirical world’) and domain (technical, formal, informal) are proposed
as the key dimensions in the model. The 125 papers selected by inter-
national reviewers for presentation and publication at the IFIP World
Computer Congress / SEC 2000 were analysed and classified according
to the model, and the outcome of this effort is presented. The result is a
high-level graphical view of the type of research that was presented in the
SEC 2000 proceedings and at the conference in Beijing. Finally, we dis-
cuss the content of the congress with this view as our point of departure,
aiming to identify areas that are well covered as well as areas that leave
room for further advancement. As an appendix in this thesis, the paper
serves two purposes: omne, it illustrates the current trends and foci in

information security research in a global context; two, it shows that the

IThis chapter is based on a previously published research paper (Bjorck and Yn-
gstrom, 2001)
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Figure A.1: A classification model for information security research.

subject tackled in this thesis — the management of information security

i organisations — needs to be further investigated and researched.

A.1 The Model

Research in information security encompasses many different disciplines?,
competencies and focal points®. Moreover, it is of course possible to
view the information security area from many different perspectives.
Logically, the classification model presented here only represents one of
innumerable potential views (figure A.1). The purpose of this model is

to facilitate the analysis of research in information security by - for a

2Research in information security is carried out within the boundaries of many
(reference) disciplines such as mathematics, computer science, social psychology, in-

formation science, criminology, etc.
3For example, some researchers in information security focus on computer systems,

some on human activity systems, and others on privacy implications of information

technology, etc.
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given paper or other research contribution - showing the type of research
reported on and within which domain it is positioned. The following sub-

sections present the model, its origins and application in more detail.

A.1.1 Dimension X: Level of abstraction

This first dimension, ranging from theories and models to empirical
world, caters to the need to distinguish between what is real and what
is not. For example, the well-known Bell-LaPadula model specifies a
multi-level security policy for a military computer system using mathe-
matical notation and set theory (Bell and LaPadula, 1974). This model
is an idea, a model, and a basic security theorem specifically concerned
with the security of a technical system, and it would therefore be po-
sitioned in the T1 quadrant in the classification model proposed here
(figure A.1). An existing access control system that implements the
Bell-LaPadula model would be found in the empirical world, in the TO
quadrant in the classification model. Other models represent similar -
but not necessarily identical - dimensions of information security with

concepts such as:

e Systems thinking (models an ideal situation) and real world think-
ing offered by Soft Systems Methodology (Checkland, 1981), used
in the area of information security by for example Fillery-James
(1999).

e Design/architecture, theory/model, and physical construction, of-
fered by General Living Systems Theory (Miller, 1978), used in

the area of information security by Yngstrom (1996).

Focusing the variation in the level of abstraction is essential, since it
helps us not only to detect if a given text reports on an idea, theory or
model, or if it is concerned with artefacts in the physical world, but more
importantly it helps us to see clearly if any attempts were made to move

up or down in this dimension. In the case of the Bell-LaPadula model
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used in the previous example, the process of implementing the model in a
computer based access control system may be described as a deductive
undertaking. Such a process can be represented in the classification
model as an arrow from T1 to T0. Likewise, an inductive process can

be illustrated with an arrow going in the other direction®.

A.1.2 Dimension Y: Domain

The domain dimension, ranging from technical, via formal to informal,
originates from the work of Stamper et al. (1991)°>. Other models rep-
resent a similar — but again, not necessarily identical — dimension of

information and security with concepts such as:

o Technical, operational, managerial, legal, and ethical in the Systemic-

Holistic Model by Yngstrom (1996)

e Hardware, operating system, application, operational, administra-
tive/managerial, political/legal, and ethical in the Security By
Consensus Model by Kowalski (1994).

o Empirics, syntactics, semantics, pragmatics, and social world. The
three middle concepts are taken from the field of semiotics, origi-
nally introduced by Morris (1938). The two additional ones have
later been proposed and described by a number of authors, for

example Liebenau and Backhouse (1990)

The technical domain in the classification model (T0, T1) encompasses
technical artefacts or ideas, models and theories about these (depending

on the level of abstraction). Examples:

“Instantly recognisable deductive and/or inductive research approaches in infor-
mation security might be relatively difficult to find. On the other hand, the model
can be used also to illustrate the absence or combination of these and other research

approaches.
°Dr. James Backhouse at the Computer Security Research Centre at the London

School of Economics introduced these concepts (technical, formal and informal) and

their usefulness within information systems security to the author in 1996.
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1. computer hardware and software,

2. communication protocols and cryptographic algorithms,
3. technical evaluation methodologies,

4. etc.

The formal domain in the classification model (F0, F1) encompasses
formal rules and procedures used to formalise human behaviour in an
information system. Formal are those rules or procedures that are made

explicit (usually - but not necessarily — written)®. Examples:

1. organisational information security policy,

[\

. legal system,
3. formal decision hierarchies,
4. etc.

Consequently, the informal domain in the classification model (10, I1)
encompasses informal human behaviour or ideas, models and theories

about these. Examples:

1. social relations,

N

security implications of casual interpersonal communication,
3. ethics,

4. factual (as opposed to formal) organisational structures,

5Some might argue that software (such as operating systems, communication pro-
tocols, and applications) should be positioned in this formal domain, since they in
fact consist of a set of formalised rules (the code). However, for the purpose of the
proposed classification model in this paper, we have made the choice to distinguish be-
tween rules and procedures designed for humans and those designed for non-human
processors, such as a CPU in a computer system. Thus, the formal domain only

encompassed rules and procedures aimed at a human receiver.
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5. power struggles,
6. etc.

By introducing this dimension, the classification model becomes more
focused on research in information security within an organisational con-
text. This may perhaps be an advantage, since it is in this setting that
most information security services and products are demanded and will

be used.

A.1.3 Dimension Z: Context

Context is added as a third dimension. Here, it originates from the
systemic-holistic model (Yngstrom, 1996) where this factor is offered
to cater to time and space. To continue the same example: the Bell-
LaPadula model was presented in 1974 (time). It was concerned with
the security of computer systems in a military setting (space).

This concludes the presentation of the classification model. Advantages
and disadvantages of the proposed model are not further discussed in
this paper. Nevertheless, some of these issues will most likely become

apparent to the reader as we move on to applying the model in practice.

A.2 The Approach

The 125 papers from the IFIP World Computer Congress / SEC 2000
(Qing and Eloff, 2000) were analysed and classified according to the

classification model proposed here.

This is a step-by-step description of how the examination and classi-

fication was approached:

1.Read all papers one by one and
a)extract and record the main focus,

b)extract and record the main contribution, and
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c)make a preliminary classification according to the model.

2.Read all papers for a second time and
a)extract and record the type of contribution,
b)note type of test or validation if performed, and

c)note if evaluation results were presented.

3.Make a definitive classification according to the model.

The results were recorded in a simple spreadsheet to facilitate the await-
ing statistical analysis.

Some of the information collected in the approach described above
does not intuitively fit into the proposed classification model. Neverthe-
less, this information is needed for two reasons: firstly, to more exactly
decide on the position of the paper in the model (for example within
a quadrant); and secondly, to detect if attempts are made at “moving
around” in the model (for example “Is this proposed technical computer
system (quadrant T1) tested in a real-world setting (quadrant T0)?”).

There were no restrictions on the number of categories for the type of
contribution or the type of test. However, after all papers were analysed,
there were still no more than 12 types of research contributions and 6
types of tests recorded. Of course if we had preferred — and actively
sought after — more narrow groupings, the effect would have been a

more precise result, but also more categories.

A.3 The Result

First, a high-level view — using the proposed classification model (figure
A.2) — of the 125 papers from the IFIP World Computer Congress /
SEC 2000 (Qing and Eloff, 2000): Each dot in the figure represents one
of the 125 papers. All dots that are positioned between an upper and
a lower quadrant (within the dotted line) are those that involve some

kind of movement in terms of level of abstraction (for example, testing a
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Figure A.2: Applying the classification model to the 125 papers from
the SEC 2000 proceedings.

suggested approach by implementing it). Arrows indicating the correct
direction should ideally have represented these papers, but due to space
restrictions they are shown as dots here.

As can be deduced from studying the results shown in the classifica-
tion model above, circa 104 of the 125 papers or 83% were of a technical
nature, 14% of a formal nature, and 3% of an informal nature (please
refer to the section describing the classification model, A.1, for a clarifi-
cation of the concepts; technical, formal and informal). See figure A.3.
That was the result from the horizontal analysis using the model. Let
us examine the model vertically instead (results presented in figure A.4
below). Again, the 25% “moving” papers are those that involve some
kind of movement in terms of level of abstraction (for example, testing
a suggested approach by implementing it). The remaining papers, in
total 75%, did not describe any such movements (figure A.4). The most
common type of contribution was described as an approach (20%), fol-
lowed by discussion (14%), system (12%), and scheme (12%)7. In total,

"This information cannot be derived from studying the results in the classification

model; please refer to the section in this paper describing the research approach for
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Figure A.4: SEC 2000; proportions of research papers at different levels

of abstraction.

countermeasure language
demonstration

framework

discussion
model

protocol

system

Figure A.5: SEC 2000; types of contribution.
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Figure A.6: SEC 2000; types of tests.
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Figure A.7: SEC 2000; proportion of papers that contain evaluation

results.

almost 6 out of 10 papers’ contributions were of one of these four types
(figure A.5).

Nearly half of the papers (46%) did not describe any tests wvis-a-vis
their conclusions. 18% tested the soundness of their findings by using a
prototype and 15% by means of mathematical proof (figure A.6). This
means that of the 66 papers that reported some sort of test, more than
6 out of 10 used either a prototype or mathematics to test their results.

Even though about 46% declared that they employed some kind of

more information.
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Employee awareness 33,80%
Budget 27,10%
Human resources 25,40%

Management support | 18,90%
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Tools/security solutions | 17,90%

Figure A.8: Greatest obstacles to addressing security concerns

test (figure A.6), only 14% of the 125 papers presented evaluation results

(qualitative or quantitative) from such tests, as shown in figure A.7

A.4 The Discussion

More than 8 out of 10 analysed papers are focusing on technical issues,
even though research and practical experience confirms that human be-
haviour - as represented by the formal and informal domains in the
proposed model - largely affect the success of information security.

For example, a survey on computer crime based on answers from 1304
organisations with over 50 employees in Sweden found that employees’
information security awareness is perceived as the most important means
to overcome the security problems (Riksrevisionsverket, 1997). Another
study, based on a survey about threats to EDP-stored information an-
swered by 162 IT-managers, concluded: “The respondents consider the
main threat against the organisations’ EDP-stored information to be
employees’ unintentional and erroneous change and deletion.” (Johans-
son and Kager, 1995) The result from Ernst & Young’s Annual Global
Information Security Survey (Ernst & Young, 1999), based on responses
from over 4300 IT and executive managers in 35 countries, further un-
derscores this line of reasoning (figure A.8).

The question was “Which of the following is the greatest obstacle to
addressing security concerns?” Of the five obstacles listed in the survey

questionnaires, tools and technical security solutions were seen as the
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least significant obstacles, while employee awareness was seen as the
primary challenge.

As mentioned, the analysis showed that more than 8 of 10 papers
were focusing on technical issues. Technically oriented security research
(and solutions) are crucial, since they lay the foundation for the secure
operation of information and communication technologies. But today,
as now evident, the critical problem is to be found elsewhere — in the

formal and informal domains of the classification model.

A.5 The End

The main contribution of this paper was to propose a classification model
for information security research. This model was subsequently applied
to the 125 papers published in the proceedings of the IFIP World Com-
puter Congress / SEC 2000. The main result of this analysis was the
identification of an inconsistency between the current problems regard-
ing information security in organisations today on the one hand and the
focus of the 125 presented papers on the other hand. This outcome sug-
gests that more emphasis should be placed on research on issues in the
formal and informal domains such as information security education,
the management of information security, ethics in information security,
information security management systems, information security aware-

ness and information security policies.



Appendix B

Report in Swedish:
”»Revisorerna om inforande

och certifiering av LIS”

B.1 Bakgrund

P& uppdrag av SIS’ LIS-projekt har Institutionen fér Data- och Sys-
temvetenskap vid Stockholm Universitet / KTH genomfort en kvalita-
tiv enkéatstudie syftande till att identifiera de erfarenheter och insikter
deltagarna i projektets arbetsgrupp 3 erhallit betraffande inférande och
certifiering av ledningssystem for informationssiikerhet, LIS
Genom att mojliggdra samarbete mellan informationsséakerhetskonsulter,

revisorer, myndigheter (frimst SWEDAC), och organisationer som soker
certifiering, har arbetsgruppen sokt skapa och dokumentera unika er-

farenheter. Syftet med denna rapport ar att kommunicera dessa er-

! Originalrapportens titel &r ” Certifieringsrevisorernas perspektiv pa inforande och
certifiering av LIS — en enkdtundersékning”. Understkning och rapport av Fredrik
Bjorck som observator i Projekt TK 099 ”Ledningssystem for Informationssékerhet,
LIS”, Arbetsgrupp 3 ”Pilotprojektet” (numera ”7799.nu”), SIS Standardisering i

Sverige.
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farenheter bade inom och utom projekt LIS. Det torde finnas ett mycket
stort intresse for detta, inte minst med tanke pa att standarden nyligen
blivit antagen av ISO som en internationellt erkénd standard, da med
beteckningen ISO/TEC 17799:2000 (ISO, 2000).

Certifieringsrevisorernas och informationssékerhetskonsulternas er-
farenheter och insikter studerades i tva separata studier. Denna rapport
beskriver endast resultatet fran studien av revisorerna. Det finns en
motsvarande rapport om konsulternas erfarenheter.

I december 2000 naddes en mycket viktig milstolpe for arbetsgrup-
pen i och med att en av pilotorganisationerna blev tredjepartscertifier-
ade enligt standarden. Déarmed 6vergick arbetsgruppens fokus fran att
genomfora pilotcertifieringar till att dela med sig av alla de erfarenheter
som skapats under de gangna aren. Denna studie och rapport ar ett led
i detta arbete.

B.2 Metod, demografi och reliabilitet

Undersokningen genomférdes som en skriftlig enkadtundersckning med
Oppna fragor. Enkéaten skickades ut till samtliga revisorer som delt-
agit 1 "pilotprojektet” (AG3) inom standardiseringsgruppens (STG) pro-
jekt TK099 — Ledningssystem for informationssékerhet. Totalt kon-
taktades atta respondenter med enkéten (n=8), och antalet svar efter
en paminnelse slutade pa sex, vilket ger en smatt imponerande svars-
frekvens pa 75% ( (6/8)*100 ).

Generalisering utifran resultatet ar inte nodvandig, da det inte finns
nagon bakomliggande population vi onskar dra slutsatser mot. Un-
dersokningen skall ses som ett forsok till kartlaggning av unika erfaren-
heter hos de personer som deltagit i ovan namnda pilotprojekt. Det ar
saledes fraga om en totalundersékning av den foreliggande populationen.

Samtliga respondenter har mycket gedigen erfarenhet av certifiering,
och 83% av dem var direkt involverade i en eller flera av de organisationer

som sOkt na certifiering enligt 7799 (SIS, 1999b) genom pilotprojektet.
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De tillfragade lovades anonymitet i foljebrevet.

Vid nagra fa tillfallen har svaren andrats marginellt for att korrigera
ett stavfel eller en grammatisk miss, eller for att fortydliga inneborden
(ex. ”enhet” har dndrats till ”organisatorisk enhet”). Dessa dndringar
har genomforts med stor forsiktighet sa att svarets semantiska innehall
inte har andrats, utan snarare fortydligats.

Slutsatserna bygger pa en strukturerad analys av det kvalitativa
datamaterial svaren sammantaget utgor. Eftersom svaren samlats in
elektroniskt fran respondenterna minimeras de fel som annars ofta up-
pkommer vid inmatning pa grund av 6verforing fran ett media till ett
annat (ex. vid avskrift av ljudupptagning for senare analys). Analysen
av datamaterialet gick till sa att varje svar (eller till och med del av ett
svar) kodades med en kod som angav dess innehall. Respondenternas
olika svar pa en given fraga (kontext) relaterades sedan till varandra
med hjalp av koderna. Sakta véxer da en modell (i det hér fallet en vi-
suell natverksmodell) fram som visar likheter och skillnader i svar, samt
som far oss att fokusera pa det viktiga i svaren. Analysarbetet och den
dérpa foljande induktiva processen (fran enskilt svar via svarsmonster
till slutsatser) underlittades av ett datoriserat metodstéd (ATLAS.ti),
vilket gor det mojligt for andra att i efterhand kontrollera rimligheten
i slutsatserna genom att undersoka vad — exakt vilka uttalanden/svar —
respektive slutsats bygger pa. En oversiktsskiss som demonstrerar detta
aterfinns i slutet av rapporten.

Det har inte varit svart att hitta gemensamma ndmnare och monster
i svaren trots det laga antalet personer som deltagit i studien — tvartom!
Materialet visar pa en ndrmast ofattbar samstdmmighet, vilket ytterli-
gare forvissar oss om att slutsatserna i foreliggande rapport &ar kor-
rekta. Med korrekt skall forstas att; rapporten ger en riktig bild av
hur de tillfragade svenska revisorerna ser pa de undersokta aspekterna
betriffande inforande och certifiering av ledningssystem for informa-
tionssékerhet enligt 7799 (SIS, 1999b).
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B.3 Framgangsfaktorer for inforande

Den forsta fragan i enkéten till revisorerna 16d:

Vad anser Du vara de viktigaste faktorerna for ett framgangsrikt
inforande av ett ledningssystem for informationssdikerhet, LIS?

(motivera garna svar)

Ur svaren vixte ganska omgaende sex olika framgangfaktorer fram. Efter-
som samstdmmigheten var sa god véljer vi har att presentera svaren
ordnade efter respektive faktor — i fallande ordning med den viktigaste,
eller i vart fall den mest frekvent namnda, faktorn forst. Det kan vara
vért att ndmna att samtliga svar — hela materialet — f6ll under dessa sex
faktorer utan anstriangning.

Framgangsfaktorer vid inforande av LIS, ur revisorernas perspektiv,

ar foljande:

B.3.1 Ledningens engagemang

Forankring i organisationens ledning, samt ledningens engagemang och
forstaelse for informationssidkerhetsproblematiken ansags som den vik-
tigaste faktorn for ett framgangsrikt inférande av LIS. Denna faktor
angavs forst av samtliga, fastdn enkéten inte hade nagra svarsalterna-
tiv och trots att respondenterna svarat ovetandes om de andras svar.

Foljande citat talar for sig sjélva:

”Ledningens intresse och aktiva engagemang i det egna LIS-

projektet....”

” Ledningens engagemang och en forstaelse for att ledningssys-

temet for informationssikerhet maste omfatta hela verksamheten.”

”Ledningens engagemang...”
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” Ledningens forstaelse och engagemang, bade i samband med
faststdllandet av sikerhetspolicy / sikerhetsniva och att delta

aktivt 1 riskbedomningen och avbrottsplaneringen.”
?Féretagsledningens engagemang....”

"Forankring i foretagets/organisationens ledning....”

B.3.2 Valstrukturerat projekt

En annan viktig framgangsfaktor som identifierades ar att projektet som
skall infora LIS i organisationen ar val planerat och strukturerat. De

olika respondenterna utrycker sig sa har:

”En organisatorisk enhet som ansvarar for helheten och for

den riskanalys om ligger till grund for allt arbete....”
7...ett valdefinierat projekt med avgransade delprojekt....”

Val utarbetad projektplan och en ratt dimensitonerad projek-

torganisation....”

Sammantaget ar det flera olika aspekter rorande just organiseringen av

sjalva arbetet med att skapa och infora ett LIS som tas upp:
e att helhetsansvaret for projektet ar definerat,

e att det star klart vem som skall genomgora de olika delstegen i

projektet

e att mal, medel och tidsplan for projektet ar utarbetat och doku-

menterat i en projektbeskrivning eller motsvarande, samt

e att resurserna i projektet —inte minst de méanskliga — ar val avvagda.

B.3.3 Holistiskt angreppssatt

Projektmedlemmarnas - och de 6vriga medarbetarnas - formaga att se

helheten betonas av flera av de tillfragade som en viktig framgangsfaktor.
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Det verkar bland revisorerna finnas en kéansla av att de datatekniska
aspekterna ofta hanteras ganska detaljerat, men pa bekostnad av hel-
hetssynen. Darfor menar de att ett mer holistiskt angreppssatt och
tankande i projekten skulle medfora positiva konsekvenser och bereda
vag for en framgangsrik implementering och eventuellt dérpa foljande

certifiering av LIS. Tva av de tillfragade utrycker det pa foljande satt:

”?...att de som deltar i arbetet med att ta fram risker dr rep-
resentatnter for hela foretaget, alltsa inte bara for sdkerhet

utan dven for andra delar av verksamehten.”

"forstaelse for att ledningssystemet for informationssdkerhet

maste omfatta hela verksamheten”

Som framgar av citaten ar det fraimst kopplingen mellan informationssédkerheten
och organisationernas karnverksamheter som anses som viktigt — att LIS
tar i beaktande och omfattar hela verksamheten — sa att det inte stannar

pa sdkerhets- eller IT-avdelningen.

B.3.4 Insikt om behov av informationssakerhet

Att organisationerna inser behovet av informationssikerhet ar ytterli-

gare en framgangsfaktor som identifierades:

7...att foretaget ser ett behov av att skydda sin egen, kunders

och andra intressenters information.”

... forstaelse for att ledningssystemet for informationssdikerhet

maste omfatta hela verksamheten”

”Ledningens forstaelse...”

Denna framgangsfaktor kan kanske anses som sjalvklar. Trots detta
namns den vid flera tillfallen av de tillfragade. Kanske indikerar detta
att man ibland upplever en bristande forstaelse avseende vikten av in-
formationssidkerhet fran delar av organisationen — kanske inte minst led-

ningsgrupperna.
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B.3.5 Motiverade medarbetare

Nagra av delsvaren fokuserar pa behovet av att motivera medarbetare:

” Att motivera de anstdllda till att arbeta fram processer och

rutiner inom deras egna ansvarsomraden....”

”...engagerad projektledare /-deltagare....”

Svaren tar frimst upp vikten av att motivera personer som deltar i sjéalva
LIS-projekten, sasom projektdeltagare, projektledare, och ansvariga for
olika delverksamheter i organisationen. Efter det att LIS skapats maste
det ocksa inforas, och i det skeded véxer vikten av denna framgangsfaktor
— da skall alla medarbetare i hela organisationen motiveras att félja de
regler och dagligen anvénda de tekniska 16sningar projekten tagit fram

och ledningen sedan beslutat.

B.3.6 Tillgang till extern kompetens

Den sista framgangsfaktorn som fangades upp i enkéten var just vikten

av att kunna ta in extern kompetens dar sa kravdes:

”...bra bollplank (gdrna certifieringsorgan fran bérjan).”

2

. Tillgang till extern specialistkunskap.”

Det handlar da bade om specialister och radgivare inom informations-
och IT-sékerhet, men dven om att redan i ett tidigt skede 6ppna for en
dialog mellan organisationen och certifieringsorgan. Denna kontakt —
organisation vs. certifieringsorgan - maste ses som mycket viktig — inte
minst om organisationen planerat att soka certifiering av sitt LIS efter

inférandet.

B.3.7 Sammanfattning

Genom analys av den kvalitativa enkdtundersékningens svar fran certi-

fieringsrevisorerna inom projektet LIS, identifierades sex stycken framgangsfaktorer
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Ledningens engagemang Tillgang till extern kompetens

H

Framgangs

faktorer tiverade medarbetqre

olistiskt angreppssa

Vilstrukturerat projekt Insikt om behov av informationssdkerhet

Figure B.1: Framgangsfaktorer for lyckat inforande och certifiering av
ledningssystem for informationssékerhet enligt SIS (SIS, 1999b), ur cer-

tifieringsrevisorernas perspektiv.

med avseende pa framgangsrikt inférande av ett ledningssystem for in-
formationsséikerhet. Eftersom certifieringsrevisorernas roll fraimst ar att
i efterhand kontrollera om ett ledningssystem for informationssiakerhet
lever upp till kraven i standarden (SIS, 1999b), sa ar deras perspektiv
en framforallt en betraktares, snarare dn en utforares. Figuren ger en

sammanfattande bild av certifieringsrevisorernas svar (figur B.1):
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B.4 Svarigheter och utmaningar vid certifiering
av LIS

Den andra fragan i enkéten till revisorerna 16d:

Vad anser Du vara de storsta utmaningarna ndar det galler certi-

fiering av LIS enligt SS627799¢ (motivera gdarna svar)

(7SS627799” i fragan asyftar standarden som aterfinns under referens
SIS (SIS, 1999b) i referenslistan — det ar den officiella svenska beteck-
ningen pa certifieringsdelen av standarden som brukar kallas ”7799”)

Ett utdrag av svaren:

” Utmaningen ligger inte i certifieringen utan i inférsdaljningen
av budskapet att det ar nodvandigt med en tredjepartsbedomning

for att inte bli hemmablind!”

? Att fa foretagen att tdnka over vilken information de behéver
skydda. Viss information kan sdkert "lacka” utan att skada

foretaget.”

PAtt fa en forstaelse for att ledningssystemet for informa-
tionssdakerhet skall omfatta hela verksamheten. Detta dr svart
for mdanga och visar sig exempelvis i samband med riskanalys,

avbrottsplanering och i planering for incidenthantering.”

7Att se till helheten och forsta att det inte bara gdller IT
utan till stor del andra delar det vill sdga personal, skalskydd,
ete. Att sakerstdlla att riskanalysen gors pa ett for foretaget
korrekt sdtt och att applicera den till foretagets behov och

utveckling, samt att den blir heltdckande.”

Svaren kan hanforas till tre olika problemtyper;

e ett pedagogiskt problem; hur forklara att LIS géller hela verk-

samheten?,
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o ett marknadsforingsmdssigt problem; hur dvertyga att certifering

ger mervarde?

e ch slutligen ett metodrelaterat problem; hur sdkerstdlla att korrekt

riskanalys genomforts?

Som en konsekvens av hur fragan &r stdlld ger egentligen svaren pa
fragorna inga svar — utan bara ytterligare fragor som kan, och kanske
bor, tas upp for ytterligare diskussion. Héar ar en borjan pa en diskussion

kring de tre identifierade problemtyperna:

B.4.1 Overtyga att certifering ger mervarde

Att lata tredje part intyga att ett LIS &r effektivt och lever upp till
kraven i 7799 (SIS, 1999b) kan medfora flera fordelar for en organi-
sation. Problemet ar att dessa fordelar inte nédvandigtvis gor sig ty-
dliga for organisationen av sig sjilva. De kan se det sa hir: Om LIS
redan ar infort och om det redan fungerar, vilket ar forutsattningen
for en certifiering, s& &r ju redan informationssidkerheten god. Givetvis
medfor varje certifiering att problem upptécks och kan atgérdas, vilket
i praktiken hgjer informationssdkerheten. Om en hgjning av informa-
tionssdkerheten ar det enda som Onskas torde dock en certifiering som
atgird vara ganska dyrbar jamfort med en snabb nuldgesanalys (med
darpa foljande atgérder) av informationssidkerheten med hjilp av en
informationssédkerhetsspecialist. Vérdet av en certifiering blir saledes,
ur detta perspektiv sett, framst att en oberoende tredje part intygar
att LIS &r implementerat, fungerar effektivt, och att det lever upp till
kraven i 7799 (SIS, 1999b). Eftersom tjansten — certifiering — framst ar
en forsdkran for affarspartners och medarbetare, sa ar virdet av denna
avhangigt deras uppfatining av vardet av ett sadant intygande. Denna
uppfattning kommer att avgoras av hur skickliga certifieringsorganen ar
pa att utfora certifieringarna, samt deras férmaga att kommunicera cer-
tifieringens fordelar for andra organisationer. Man kan ocksa se det som

sjalvklart att en certifiering medfor ett mervéirde i och med att andra
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parter kan lita pa att vissa krav efterlevs. Detta synsatt forutsitter att
det finns en nagorlunda gemensam tolkning av standardens styrmedel
och formkrav. Som sagt, fragan 16ses inte har — vi kan bara kontatera

att detta &r en av de utmaningar revisorerna ser.

B.4.2 Sakerstalla att korrekt riskanalys genomforts

Revisorerna kommer ofta in i ett ganska sent skede — nar LIS redan ar
infort. Detta gor att de genom att granska dokument fran riskanalyspro-
cessen maste kunna bilda sig en uppfattning av hur riskanalysen gick till
och om den varit adekvat. Svarigheten ligger i att avgora huruvida en
given analys verkligen var fullgod, eller om det endast var rapporten om
den som var vélskriven. Omvént géiller ocksa att riskanalysen kan ha
varit mycket effektiv, medans dess process och resultat av nagon anled-
ning blivit simre dokumenterat. Sammanfattningsvis; utmangingen for
revisorerna ligger i att i efterhand sdkerstdlla att en korrekt och adekvat

analys genomforts.

B.4.3 Forklara att LIS galler hela verksamheten

Den sista gruppen av delsvar galler det vi har valt att kalla den ped-
agogiska utmaningen; att forklara for personer i organisationerna att
LIS géller hela verksamhetens informationshantering och inte bara ex-
empelvis den databurna informationen. Detta framkommer dessutom i

svaren pa savél den forsta som den kommande fragan.
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B.5 Fokus och tyngdpunkter i LIS-projekt

Den tredje fragan i enkéten till revisorerna 16d:

Tycker Du att det (i det 7799-projekt Du tanker pa eller generellt)
funnits en bra balans vad avser fokus pa datateknik-organisation,
verklighet-dokument, produktivitet-sikerhet (eller andra dimensioner)?
Finns det delar som overfokuserats eller aspekter som fokuserats

for lite? (forklara gdrna svar)
Ett utdrag av svaren:

”Bra, i projektet men generellt tror jag att det finns en overfivering
mot dataproblematiken, vilket gor att man missar delar av
det dvriga. Motmedel: folj standarden och skapa checklis-

tor.”

”I det projekt som jag var involverad i var det huvudsakliga
problemet att man bokstavligen laste standarden innantill och
trodde att man var tvungen att uppfylla varje punkt utan
att hdnsyn till foretagets behov (exempelvis med fa lap-tops
i foretaget och inget behov att ta ut dem, sa fanns det for

ndrvarande inget behov av kryptering av harddiskarna.”

7For mycket teknikorienterat. En tydligare fokus borde vara

pa helhetstankande.”

"For lite fokus pa affdarsnytta, system och helhetstinkande
och for mycket fokus pa tekniska aspekter och ndstan bok-
stavstrogen anpassning till standardens (del 1 av 7799) er-

farenheter och forslag till styrmedel.”

?Generellt anser jag att de pilotforetag jag mott varit fokuser-
ade pa IT-sdkerhetsperspektivet och inte pa ledningssystem-

perspektivet och det vidare informationssakerhetsperspektivet.”
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”Vid vara sammantrdden har ibland rena I'T-fragor fatt storre
vikt dn 6vrig information. Under senare tid har mitt delta-

gande 1 sammantradena och projektet varit begransat.”

Analys av svaren ger vid handen att det framst ar tva skiften i fokus

som onskas, sett ur revisorernas synvinkel:

o [ran IT-fokusering till en helhetssyn pa sidker informationshanter-

ing, och

e [ran Fokusering pa standardens styrmedel till inférande av rele-
vanta atgarder baserade pa behoven och riskerna hos varje specifik

organisation

I det foljande diskuterar vi dessa tva idéer.

B.5.1 Fran IT-fokus till helhetssyn

Revisorerna upplever ofta att det finns ett obalanserat fokus och intresse
for just IT-fragorna medan andra mjukare fragor som organisation, in-
formationsklassning, och policies kommer i sista hand. Detta faktum

har framkommit och kommenterats i tidigare fragor i undersokningen.

B.5.2 Fran standardfokus tzll behovsfokus

Det verkar vara en missuppfattning att standardens krav skall galla
generellt for samtliga organisationer, eller i vart fall att de allra flesta av
de styrmedel som foreslas dar skall inforas for att en lycksam certifiering
skall vara mojlig. Sa ar inte fallet, vilket respondenterna papekar. Det ar
till och med s& att en organisation som blint infor alla de krav som anges
i standarden utan att redogora for behovet av detta kanske inte kan bli
certifierat. Det kan finnas andra krav som ligger utanfoér standarden men
som maste inforas, liksom att det kan finnas kompenserande kontroller
i form av styrmedel liknande de som beskrivits i standarden, som maste

inféras. Vidare férekommer det givetvis att vissa styrmedel, eller till och
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med hela grupper av styrmedel, i standarden inte &r tillampliga pa grund
av en organisations speciella risksituation. Ett enkelt exempel ar att den
organisation som inte har nagon koppling till Internet naturligtvis inte
behover nagon brandvigg for att skydda sig mot intrang via Internet.

For organisationen handlar det alltsa om att:
1. valja ut de styrmedel i standarden man behdver,
2. vélja bort de styrmedel i standarden man inte behover

3. lagga till andra styrmedel som inte aterfinns i standarden men som

kravs for en adekvat informationssékerhet

4. Valet av bade de valda och de bortvalda styrmedlen (enligt 1, 2 och
3) maste motiveras i ett sa kallat ”uttalande om tillamplighet”.
Dessutom maste utvecklingen och inférandet av varje styrmedel
avpassas till en for organisationen relevant niva. Denna anpass-
ning sker, vare sig man vill eller ej, i och med att styrmedlen

konkretiseras i organisationen utvecklings- och inférandefaserna.

Sammanfattningsvis; respondenterna ger uttryck for vikten av att fokusera
mer pa behovet av informationssidkerhet for en given organisation, &n —
vilket nu ofta ar fallet — pa det exakta innehallet i standardens exempel
pa styrmedel (dven om dessa tjanar som en bra mall). Ett behovsan-
passat LIS innebér inte bara att ledningssystemet kommer att besta av
andra kontroller 4n exakt de som aterfinnes i standarden, utan dven att
varje styrmedel maste avpassas och inforas sa att de erbjuder en relevant
niva av sdkerhet for organisationen. Om bada dessa utmaningar lyckas

kan organisationen erhalla certifiering.
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B.6 (")Vﬂga kommentarer

Fjérde och femte fragorna i enkéten till revisorerna 16d:

Vilken dr den viktigaste kunskapen Du har idag gdllande LIS
- och da specifikt certifiering, som Du skulle vilja berdtta for
andra som star i begrepp att skapa, infora och sedan certifiera

ett LIS enligt SS627799%, samt
Owrigt: Finns det ndgot annat som Du vill ha sagt?

Vi presenterar har avslutningsvis endast nagra av svaren pa dessa

uppsamlingsfragor utan vidare analys eller diskussion av dessa:

B.6.1 Tips till den som star i begrepp att skapa, infora
och certifiera ett LIS

?Ga utanfor IT-sfdaren, samt tank pa att de dokumenterade

kraven ska fungera i verkligheten.”
”Se till helheten och affarsnyttan.”

7 Att inse att riskanalaysen som gérs dr en grund, grundval

och utgangspunkt for att overhuvd taget kunna infora LIS”

?Klargor tydligt syftet med inforande av LIS och se systemet
som ett hjdlpmedel att na den fastlagda sikerhetspolicyn /

sdkerhetsnivan”

?Vikten av en val genomférd, strukturerad och dokumenterad

riskanalys.”

7Att i ett tidigt skede i projektarbetet forbereda atgdrder for
upprdttandet en kontinuitetsplan. Att ha en utvecklad metodik

for uppbyggnad och inforande av LIS.”
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B.6.2 évriga kommentarer

Ett utdrag av svaren:

”Standarden dr otydlig © vissa avseenden dr, men det kravs
annu mycken tolkningerfarenhet for att sa smaningom fa en

bra standard med rimlig efterlevnad.”

”Standarden, med skall-krav och best prazis kan verka forvirrande
forst. Manga har inte tid att sdtta in sig i standardens ut-
formmning utan vill ha ett snabbt svar och utgangspunkt att
infora LIS. Det finns idag fardiga data-system som foretagen
kan képa, som fran dag 1 har firdiga kvalitetssystem. De
behover egentligen inte géra nagon anpassning alls till sina
egna processer. Denna utveckling dr oroande. Om foretagen
kéoper denna grdddfil, kommer de att fa stora problem wvid
certifieringen och fortlopande problem vid uppféljande revi-
stoner. Det dr viktigt att stota och blota igenom alla prob-
lem inom foretaget och se hur systemet kan vdza fram och fa
vaztkraft innan det kan utsdattas for en oberoende tredje-parts

granskning.”

"Vi maste alla betona for foretag/organisationer betydelsen
av att ha och inte ha ett system for hantering av informa-
tionssdakerhetsfragor, att inte underskatta tiden det tar att ta
fram och implementera systemet samt betydelsen av en opar-

tisk bedommning.”

?Onskvirt att mer diskutera synen pd medarbetare och de-
ras kompetens, bade som tillgang och hot. Standarden dr
hdar otydlig och tar egentligen inte hdnsyn till serviceorgani-

sationer och speciellt da kunskapsforetag”



Appendix C

Report in Swedish:
”»Konsulterna om inforande

och certifiering av LIS”

C.1 Bakgrund

P& uppdrag av SIS’ LIS-projekt har Institutionen fér Data- och Sys-
temvetenskap vid Stockholm Universitet / KTH genomfort en kvalita-
tiv enkéatstudie syftande till att identifiera de erfarenheter och insikter
deltagarna i projektets arbetsgrupp 3 erhallit betraffande inférande och
certifiering av ledningssystem for informationssikerhet, LIS!.
Genom att mojliggéra samarbete mellan informationssékerhetskonsulter,

certifieringsrevisorer, myndigheter (frimst SWEDAC), och organisationer
som soker certifiering, har arbetsgruppen sokt skapa och dokumentera

unika erfarenheter. Syftet med denna rapport ar att kommunicera dessa

!Originalrapportens titel &r ”Informationssikerhetskonsulternas perspektiv pa
inférande och certifiering av LIS — en enkadtundersokning”. Undersékning och rap-
port av Fredrik Bjorck som observator i Projekt TK 099 ”Ledningssystem for In-
formationssékerhet, LIS”, Arbetsgrupp 3 ”Pilotprojektet” (numera ”7799.nu”), SIS

Standardisering i Sverige.
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erfarenheter bade inom och utom projekt LIS. Det torde finnas ett my-
cket stort intresse for detta, inte minst med tanke pa att standarden
nyligen blivit antagen av ISO som en internationellt erkand standard,
da med beteckningen ISO/IEC 17799:2000 (ISO, 2000).

Informationssidkerhetskonsulternas och certifieringsrevisorernas erfaren-
heter och insikter studerades i tva separata studier. Denna rapport
beskriver endast resultatet fran studien av informationssikerhetskonsulterna.
Det finns en motsvarande rapport om revisorernas erfarenheter.

I december 2000 naddes en mycket viktig milstolpe for arbetsgrup-
pen i och med att en av pilotorganisationerna blev tredjepartscertifierade
enligt standarden (SIS, 1999b). Darmed 6vergick arbetsgruppens fokus
fran att genomfora pilotcertifieringar till att dela med sig av alla de er-
farenheter som skapats under de gangna aren. Denna studie och rapport
ar ett led i detta arbete.

C.2 Metod, demografi och reliabilitet

Undersokningen genomférdes som en skriftlig enkadtundersckning med
Oppna fragor. Enkéaten skickades ut till samtliga informationssidkerhetskonsulter
som deltagit i ”pilotprojektet” (AG3) inom standardiseringsgruppens
(STG) projekt TK099 — Ledningssystem for informationssékerhet. To-
talt kontaktades arton respondenter med enkéten (n=18), och antalet
svar efter en paminnelse slutade pa tretton, vilket ger en svarsfrekvens
pa 72% ((13/18)*100).

Generalisering utifran resultatet ar inte noédvandig, da det inte finns
nagon bakomliggande population vi onskar dra slutsatser mot. Un-
dersokningen skall ses som ett forsok till kartlaggning av unika erfaren-
heter hos de personer som deltagit i ovan namnda pilotprojekt. Det ar
saledes fraga om en totalundersékning av den foreliggande populationen.

Samtliga respondenter har mycket gedigen erfarenhet av informa-
tionssédkerhetsarbete, och flera av dem var direkt involverade i en eller

flera av de organisationer som sokt na certifiering enligt 7799 (SIS,
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1999b) genom pilotprojektet. De tillfragade lovades anonymitet i f6ljebrevet.

Slutsatserna bygger pa en strukturerad analys av det kvalitativa
datamaterial svaren sammantaget utgor. Eftersom svaren samlats in
elektroniskt fran respondenterna minimeras de fel som annars ofta up-
pkommer vid inmatning pa grund av 6verforing fran ett media till ett
annat (ex. vid avskrift av [judupptagning for senare analys). Analysen
av datamaterialet gick till sa att varje svar (eller till och med del av ett
svar) kodades med en kod som angav dess innehall. Respondenternas
olika svar pa en given fraga (kontext) relaterades sedan till varandra
med hjélp av koderna. Sakta vixer da en modell (i det héar fallet en vi-
suell natverksmodell) fram som visar likheter och skillnader i svar, samt
som far oss att fokusera pa det viktiga i svaren. Analysarbetet och den
darpa foljande induktiva processen (fran enskilt svar via svarsmonster
till slutsatser) underlattades av ett datoriserat metodstod (ATLAS.ti),
vilket gor det mojligt for andra att i efterhand kontrollera rimligheten
i slutsatserna genom att understka vad — exakt vilka uttalanden/svar —
respektive slutsats bygger pa. En 6versiktsskiss som demonstrerar detta
aterfinns i slutet av rapporten.

Det har inte varit svart att hitta gemensamma ndmnare och monster
i svaren trots det laga antalet personer som deltagit i studien — tvartom!
Materialet visar pa en ndrmast ofattbar samstdmmighet, vilket ytterli-
gare forvissar oss om att slutsatserna i foreliggande rapport ar kor-
rekta. Med korrekt skall forstas att; rapporten ger en riktig bild av hur
de tillfragade svenska informationssékerhetskonsulterna ser pa de un-
dersokta aspekterna betraffande inférande och certifiering av ledningssys-
tem for informationssikerhet enligt 7799 (SIS, 1999b).
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C.3 Framgangsfaktorer for inforande

Den forsta fragan i enkéaten till informationssékerhetskonsulterna 16d:

Vad anser Du vara de viktigaste faktorerna for ett framgangsrikt
inforande av ett ledningssystem for informationssdikerhet, LIS?

(motivera garna svar)

Till skillnad fran certifieringsrevisorerna (vilka fokuserade pa faktorer),
sa fokuserade konsulterna mer pa vilka egenskaper/kunskaper det en-
skilda projektet bor ha for att lyckas. Att arbetet med att skapa, infora
och certifiera ett LIS béast sker i projektform verkar darmed ocksa vara
en allmén mening bland konsulterna.

Analysen gick till s& att varje uttalande, 37 stycken, kodades i tva
steg — forst helt ostrukturerat och utan fordefinierade kategorier. Resul-

tatet blev foljande 23 kategorier av uttalanden:
e ability to put policy into practice
e accurate analysis of preceding security situation
e active employee participation
e active project members
e appropriate project organisation
e backing from top management
e balanced policy grounded in reality
e clear aim from top management
e customer organisation participation
e documented business processes

e feasible implementation method
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identifiable business benefits
implementation know-how for project leader
insight and knowledge about security
integration with existing management systems
monetary resources

project ability to influence IT development
realistic cost estimation

realistic time plans

regular communication with stakeholders
top management awareness

top management involvement

understanding the need for security

215

En systematisk analys av kategorierna ovan resulterade i att de grup-

perades i — ansags tillhora — sex mer abstrakta kategorier, namligen:

Projektadministrativ formaga
Kommenderande formaga
Finansiell formaga

Analytisk formaga
Kommunikativ formaga

Exekutiv formaga
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For en helhetsbild av hur de olika kategorierna hor ihop med dessa sex
overgripande kategorier — se ndtverksdiagrammet i slutet av denna rap-
port.

Den foljande presentationen av undersokningsresultatet for denna

fraga utgar fran de sex kategorierna.

C.3.1 Projektadministrativ férmaga (project management

capability)

Projekthanteringskompetens - eller projektets forméaga att administrera
och organisera sig sjalvt i strévan mot malet (infort/certifierat LIS) -
ansags som en av de viktigaste faktorerna for ett framgangsrikt inférande

av LIS. Foljande citat talar for sig sjalva:

7... realistiska tidsramar...”

2

. realistisk uppfattning om vad som krdvs i form av tid...”
?En aktiv arbetsgrupp...”

”Ndr ledningen val beslutat om inforande dr det helt avgérande
hur det projekt som skall infora LIS bemannas, organiseras,

ges uppgifter, tilldelas resurser och genomfor inforandet.”

Den projektadministrativa formagan innefattar bland annat, vilket framgar
av citaten, att projektets organisatoriska struktur ar avpassad for dess
uppgift, att det ar ratt bemannat for uppgiften, att projektets medlem-
mar &r - och ges mojlighet att vara — aktiva, samt att projektplaneringen

tidsmassigt ar realistisk.

C.3.2 Finansiell formaga (financial capability)

En annan viktig framgangsfaktor som identifierades ar att projektet som
skall infoéra LIS i organisationen &r har finansiell formaga. De olika

respondenterna utrycker sig sa hér:

” Klar maldttning fran foretagsledningen, pengar,...”
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” Realistisk uppfattning om vad som kravs i form av tid och

kostnader m m”
?...val tilltagna resurser...”

Sammantaget ar det framst tva olika aspekter rorande just finansieringen

av sjilva arbetet med att skapa och infoéra ett LIS som tas upp:
e att finansiella medel har avsatts for projektet, och

e att det finns en realistisk bild av hur omfattande finansiella resurser

projeket totalt kommer att forbruka.

C.3.3 Exekutiv formaga (executive capability)

Projektets formaga att omsdtta dokument/idéer/regler i praktik betonas
av flera av de tillfragade som en viktig framgangsfaktor. Forutsattningarna
for denna exekutiva formaga skapas med hjilp av flera andra kompe-

tenser och formagor:

e att projektledaren har erfarenhet fran tidigare implementeringar
av LIS,

e att man har en passande implementeringsmetod, eller i vart fall

en idé om hur inférandet skall ga till,

e att man har formagan att att omsétta det som star i informa-

tionssédkerhetspolicy och regelverk till praktik, och

e att man har mojlighet att paverka I'T-drift och —utveckling inom
organisationen (for att pa sa satt inféra informationssikerhet den
véigen)

Nagra av de tillfragade uttrycker sig sa har:

7., Att kunna fullfélja - fran policy till parameter. Manga

jobb stannar pa policynivan, ddar de ju inte gér nagon nytta.
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Policyn och standarden maste fa effekt i det praktiska arbetet,

och det dr inte ldtt. Tar antagligen ar.”
... framkomlig metod...”

”En aktiv arbetsgrupp som har... inflytande pa IT-

utveckling”

Projektets exekutiva formaga ar den som skall ta ledningssystemet fran
att vara ett dokument till att vara en beskrivning av en del av en verkligt
fungerande verksamhet. I praktiken handlar det ofta om att man maste
utbilda stora grupper medarbetare i organisationen for att astadkomma
fordndring av beteenden sa att det beskrivna ledningssystemet verkligen

efterlevs.

C.3.4 Kommenderande férmaga (commanding capability)

Denna formaga ar direkt relaterad till den grad av uppbackning fran
organisationens ledning projektet erhaller. Uppbackning fran ledningen
beror i sin tur pa ett antal faktorer sasom identifierbara affarsméssiga

fordelar och ledningens forstaelse rérande informationssidkerhetssituationen.

”Klar maldttning fran foretagsledningen...”

” Ledningens vilja och stéd... en organisation dar det finns

god forstaelse for behov av sdkerhet”

”Hdégsta ledningens forstaelse och engagemang”

” Ledningen aktiva stod da”

? Ledningens stod vilket forutsatter affdarsmdassiga fordelar

med att infora det”

Utan den kommenderande formagan — innefattande ratten att i nagon
maéan, & ledningens vagnar, ”ge order” till olika delar av organisationen -

faller projektet platt.
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C.3.5 Analytisk formaga (analytic capability)

Néagra av delsvaren fokuserar pa sddant som skapar forutsittningar for,

och behovet av, en analytisk formaga:

”"Med erfarenhet fran inforande av andra ledningssystem dr
det oerhort viktigt att ha bra underbyggd nuldgesanalys sa att

man kommer rdatt fran bérjan.”

”Det galler dven hdr och viktigast dr forberedande grundar-
bete och faktaunderlag till informationssdakerhetspolicyn, m.a.o.
se till att ha en verklighetsforankrad policy och med rdtt om-
fattning”

... att verksamheten ar processbeskriven eller motsvarande.”

2

. att LIS dr en del av befintlig verksamhetsstyrning...”

Det &r den analytiska formagan som skall hjélpa till att fanga upp
den nuvarande (ursprungliga) situationen, och se vad som bor goras
ar den. Aven integration med redan existerande regelverk, exempelvis
ledningssystem for kvalitet och miljo, kraver analystisk forméaga om in-

tegrationen skall bli fruktbar.

C.3.6 Kommunikativ formaga (communicative capability)

Den sista framgangsfaktorn som fangades upp i enkédten var just vikten
av att kunna kommunicera med omgivningen pa olika séatt. Detta skapar

forutsattningar for aktivt deltagande fran medarbetare i organisationen:

?Forstaelse, vilja och engagemang fran den verksamhet i vilken
LIS skall inféras”

”

att standigt kommunicera och stamma av de olika del-
stegen”

”Den egna personalen maste medverka aktivt”

” Delaktighet fran kunden”
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Citaten ovan namner framst sadant som den kommunikativa formagan
mojliggor. Det spelar ingen roll hur bra projektet ar i 6vrigt om det
saknar formagan att kommunicera sitt budskap till omvérlden — organ-
isationen. Den kommunikativa formagan kommer till anvindning i alla

faser i projektarbetet.

C.3.7 Sammanfattning

Genom analys av den kvalitativa enkédtundersokningens svar fran in-
formationssakerhetskonsulterna inom projektet LIS, identifierades sex
stycken framgangsfaktorer med avseende pa framgangsrikt inforande av
ett ledningssystem for informationssékerhet. Figuren ger en samman-
fattande bild av dessa (se figur C.1).
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Kommunikativ FExekutiv

Framgangs
faktorger 8

AN

Analytisk Projekt hant.

Finansiell Kommenderande

Figure C.1: Framgangsfaktorer for lyckat inférande och certifiering av
ledningssystem for informationssékerhet enligt SIS (1999b), ur informa-

tionssiakerhetskonsulternas perspektiv.
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C.4 Metoder och metodverktyg i 7799-projekt

Den andra fragan i enkéaten till konsulterna 16d:

Har Du i samband med 7799-projekt tagit hjdlp av nagon metod
eller nagon typ av metodverktyg, exempelvis for dokumenthanter-
ing, inventering av tillgangar, riskanalys, gap-analys, projektstyrn-
ing, eller annat? (Om ja, ange gdirna vilka metoder och hur Du

tyckte att det fungerade)

50% av de som besvarade fragan (n=12) har anvént sig av en eller flera
namngivna metoder eller metodverktyg for nagon del av arbetet. Hér

foljer en sammanstéllning av resultatet i tabellform (figur C.2).

Metod / -verktyg Killa
Riskanalys

CRAMM www.ccta.gov.uk
RA Software Tool www.aexis.de
SBA Analys www.dfs.se/sba
Nulagesanalys

Bull Nulagesanalys

www.bull.se

Proteus

www.bsi-global.com

Projektstyrning

PSM Projektstyrningsmodell

www.pejl.com

Assett management

Comsecnordic ISMS 7799™

www.comsecnordic.se

Dokumenthantering

BS5750:part 1:1979

www.bsi.org.uk

Doc Control

www.dokumentum.com

ITIL

www.itil.co.uk

Figure C.2: Metoder och metodverktyg
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Ingen utav metoderna eller verktygen namndes mer &n en gang,
vilket kan peka pa att det ej &nnu finns nagon allmént accepterad och
vedertagen metod for konsulterna. De som inte har anvint en namn-
given metod har givetvis gatt tillviga pa nagot annat siatt — dvs anvént
en egen metod. SBA Check (www.dfs.se/sba - demo finns nedladdning),
det av den Svenska Dataféreningen utvecklade svenska metodstodet for
gapanalys mot bland annat 7799 ndmndes inte av nagon av konsulterna.
Da SBA Check har runt 300 anvéndare i Sverige da detta skrives sa far
man dra slutsatsen att anvindningen sker framst i andra sammanhang

an i de undersokta certifieringsprojekten.
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C.5 Fokus och tyngdpunkter i LIS-projekt

Den tredje fragan i enkéten till konsulterna 16d:

Tycker Du att det (i det 7799-projekt Du tanker pa eller generellt)
funnits en bra balans vad avser fokus pa datateknik-organisation,
verklighet-dokument, produktivitet-sikerhet (eller andra dimensioner)?
Finns det delar som overfokuserats eller aspekter som fokuserats

for lite? (forklara gdrna svar)
Ett utdrag av svaren:

”Det finns omraden som inte tas upp som ar mycket vdsentliga

for en organisation. Projektrutiner; hur och vilka faser skall
beaktas i fraga om Informationssdkerhet da vi talar om pro-

jekt. Utan guidelines kan exempelvis en designer av hard/mjukvara
fullkomligt demolera ett projekt genom att ’gjuta fel grund’

och skapa en helt omdjlig situation for de som skal. Imple-

mentera sakerheten.”
?Ja, bra balans.”

”Egentligen inte (nagon bristande balans) , men kanske vore
ett battre tydliggorande av ledningens ANSVAR som naglar
fast den som chansar eller helt enkelt ger [tusan] i om oly-
ckan drabbar foretaget - vilket erfarenhetsmdassigt dr mycket

vanligt. Kanske en juridisk fraga?”

?Eftersom jag sjilv styr detta dr jag néjd med balansen sa
langt. En ev certifiering kan naturligtvis tvinga oss till en

annan fokusering som man inte ar helt néjd med.”

7...jag tror att manga kastar sig in i 7799-projekt utan att ha
klart for sig vilken roll och betydelse I'T har for verksamheten
och hur IT dr kopplat till affadrsmal, strategi mm. Rdtt svart

att prata sakerhet nar vi inte riktigt vet vad som ska sdkras!”
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”Begreppen LIS Informationssakerhetpolicy - sdikerhetpolicy
har varit nagot frustrerande att definiera t.ex en policy for
datakommunikation som dr gransen mellan olika féretags
policys man vill begrdnsa det till den digitala overforingen
men taga med legala aspekter som att det skall vara lagligt
osv. Detta kanske ar hammande att man inte har kunskap
om 150 9000 utan fokuserar pa IT-system.”

"Ja, det finns en mycket bra grund att sta pa for att visa
att sdkerhet inte ’bara’ dr en teknisk foretelse, utan det dr
baserat pa och dr applicerbart just runt organisation och in-

formationsflode.”
”Det beror pa hur kunden ser ut.”

”Nej! Manga verksamheter fokuserar alldeles for mycket pa
tekniken. Forklaringarna kan var manga. Min erfarenhet dr
att verksamhets-

cheferna har for lite kunskap om tekniken, vilket jag tror dr
pa gang att dndras-det blir nog mer vanligt att f.d IT-chefer
tar steget till att bli vd, och alltfor gdrna later teknikerna
fa fritt spelrum. Vilken tekniker tycker om att dokumentera
och sdtta upp regler for sin verksamhet? Min uppfattning
ar ocksa att det inte sdllan klarlagts vilken nytta for verk-

samheten som IT-stodet skall utgora.”

”Det finns ett for stort fokus pa sjilva certifieringen.”

Analys av svaren ger vid handen att det framst ar tva skiften i fokus

som Onskas, sett ur konsulternas synvinkel:

e Fran IT-fokusering #ill en helhetssyn pa séker informationshanter-

ing, och

e Fran Fokusering pa standardens styrmedel till inférande av rele-
vanta atgirder baserade pa behoven och riskerna hos varje specifik

organisation
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Enkatundersokningen av certifieringsrevisorerna, vilken hade med exakt
denna fraga, resulterade i liknande slutsatser (se gérna rapporten ” Cer-
tifieringsrevisorernas perspektiv pa inforande och certifiering av LIS —

en enkdatundersékning”, vilket ar ett systemdokument till foreliggande
skrift)



C.6. OVRIGA KOMMENTARER 227

C.6 (")Vl“iga kommentarer

Fjérde och femte fragorna i enkéten till konsulterna 16d:

Vilken dr den viktigaste kunskapen Du har idag géllande LIS, som
Du skulle vilja berdtta for andra som star i begrepp att skapa, infora

och certifiera ett LIS enligt SS627799%
och
Ovrigt: Finns det nigot annat som Du vill ha sagt?

Vi presenterar har avslutningsvis endast nagra av svaren pa dessa upp-

samlingsfragor utan vidare analys eller diskussion av dessa:

C.6.1 Tips till den som star i begrepp att skapa, inféra
och certifiera ett LIS

”Att man maste anvinda Standarden som ett ramwverk ddr
det kravs att man kompletterar denna med olika typer av del
policys/ riktlinjer/ guidelines Och att man maste redan pa ett
tidigt stadium planera for att automatisera processerna samt
uppfolining av dessa. Attt inputen till regelverket kommer
fran mdnniskor som dr verksamma inom respektive omrade.
Tidigt dven borja med utbildning av de olika grupperna som

kommer att beroras”

?Férdelarna med att ha ett genomtankt och fungerande led-

ningssystem.”
?Att det ar riskanalysen som avgor urvalet och nivan.”

”Hur oerhért overldgsen en STANDARD inom det har omradet
ar jamfort med alla guldgrdvande tyckande konsulter som var
och en har sin egen ide om hur sakerhetsproblemen skall an-
gripas (vilket dven jag har). Faktum ar att absolut inget har
skett ifraga om infosdkledning fran det jag sysslade med detta
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pa datainspektionen i 70-talets mitt och till 1995 ndar 7799
kom till.”

"Kanske att en grundbult ar att identifiera och virdera/klassificera
sina tillgangar (information, datorer, lokaler, forsériningsutrustning

mm) sa man vet vad som dar skyddsvirt.”

"Lat inte 7799 dverskugga allt annat. Bygg ett verksamhetssys-
tem som passar ER, om det fungerar sa bor rimligen 7799/
9001/ 14001/ 17025/ USK m fi.... falla pa plats av sig sjalv”

? Aktivt deltagande”

7Att det finns enormt manga godbitar att hdmta dven ifall
man inte dr helt mogen att ta ett helhetsgrepp for ett inforande,
utan att man kan vdlja och vraka bland de delar som dr pri-
oriterade for stunden och man har vetskapen att dessa delar
kommer att passa in dven i ett ndsta steg. Att det skapas
ett enhetligt vokabuldr inom organisationer och dven utanfor
dem dr en forutsdattning da fler och fler vill t.ex. benchmark’a
sig. Certifieringen skapar en forstaelse for hur stort omradet

ar och hur man kan angripa ett eventuellt inforande.”

”Min erfarenhet fran att arbeta i organisationer stora som
sma, att hantera relationer och andra verksamhetsrelaterade
problem. Sikerhet dr besvarligt for de flesta och det dr véildigt
viktigt att fa en balanserad sdkerhets anpassad just till aktuell
verksamhet. Ibland ar det vanligt att det blir for sikert’. En
vanlig fraga bland yngre kollegor dr eftergragan av verktyg for
att mata vilken nytta som erhalls vid en viss vidtagen atgdrd.
Min erfarenhet gor att jag har nagotsandr ldtt att utan verk-

tyg uppskatta effekten av sakerhetshéjande atgdarder.”

”Var helt pa det klara med varfor ett LIS infors och varfor det
ar viktigt att certfiera detta LIS. Finns det inte ett solklart
mal samt att fragorna dr besvarade och accepterade sa dr

mitt rad att ‘skynda langsamt’.”
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C.6.2 (3vriga kommentarer

"En sak som wverkar ha stor betydelse for hur vdl man ly-
ckas dar kvaliteten pa den grunddokumentation som finns i

foretaget ndar processen startas. Detta har inte betonats tillrdckligt.”

”Man skall vara édmjuk infor en sadan hdr uppgift. Den dr
omfattande. Jag anser att man nar det gdller risk/konsekvensanalyser
trampar in pa ledningens omrade. Vi bor halla oss mer speci-
fikt till informationssdikerhet med IT-inriktning(Diskussionen

har tidigare varit uppe!).”

”Kunder borjar nu efterfraga att leverantorer efterlever SS
62 77 99-standarden vilket kommer att vara paskyndande
for inférandet eftersom det da paverkar affdrsmdojligheterna.
Detta ar betydligt mer drivande dn om sdkerhetsorganisationen

foreslar ett inforande, dven om detta dr vdlgrundat.”

?Jag anser val att standarden dr skapad endast med tanke
pa stora foretag och myndigheters verksamhet, ddr det finns
stora resurser att investera i atgdrder som krdavs for att upp-
fylla standardens krav. Med resurser inkluderar jag att det
oftast finns en speciell organisation som bara arbetar med
detta. For en mindre verksamhet skulle jag dnska en omar-
betning av standarden som pa ett enklare sdtt kunde plocka
fram de relevanta kraven. Eller ett tillagg till standarden som

guidar ett mindre foretag, sig mindre dn 50 anstdllda.”

”Det skulle finnas ett antal forslag till Informationssikerhetspolicy
for olika branscher sa att dessa skulle kunna vara det som
forankras som modell forst sedan modifiera beroende pa HOT-

bild och att arbetet ldggs mer pa riktlinjer.”

"En organisation, ett foretag eller vilken verksamhet som
helst har mycket nytta av att infora ett ledningssystem. Det

maste dock vara vdl avvdgt till just aktuell verksamhet.”
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Early ideas for the graphical user interface for a revised version of SBA
Check. This version is dated March 16 1999. This non-functioning

design study was created using Borland Delphi — a rapid application

development environment for Windows.

/" SBA Check | Faretaget AB
Arkiv Redigera Navigera FRasppot  Hislp

~aktuell kontroll

M= E3

Sektion 1 Sakerhetspolicy
Avsnitt 1.1 Informationssakerhetspolicy

Kontroll 1.1.1 Policydokument fir informationssakerheten

~Friga (1/109)

Har organisationen en av ledningen antagen dvergripande
informationssakerhetspolicy? Ar denna kand for de anstallda?
Har den ett adekvat innehdll? Efterlevs policyn?

Beskrivning av existerande kontroll

Féretaget AR har ett dvergripande policydokument i form av
tre A4 sidor som beskriver m3l, omfattning, efterlevnadskrav,
samt konsekvenser vid Overtradelse av policyn, Vidare

hanvisar denna overgripande policy till mer konkreta riktlinger.

~Fdrbattnngsmdjligheter

Eftersom de anstallda kanner till policyn och dess innehdll,
men inte efterlever dess regler i ndgon starre omfattning,
rekommenderas ndgon form av informationsmaten och/eller
uthildning om policyn riktat till de anstallda. Denna utbildning

“Bedbmning—————— |

¢~ Kontrollen finns och
fungerar tillfredsstallande

Kontrollen finns &), men det
¢~ finns fullt kempenserande

kontroll/ar som fungarar

tillfradsstaliande

- Kontrollen behéys ej av
sarskilda skat

Kontrollen fungerar ej
¢ ftillfredsstallande och/
eller finns ej

~Sarskilda skal

Figure D.1: Early design study of SBA Check
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This version, from May 26 1999, is a primitive prototype. It was created
in Microsoft Visual Basic, using Crystal Reports as its report generator
component. This is the version that was included in the requirements
specification, as a point of departure for the graphical user interface
design. The 13-page requirements specification document was delivered
from the research project to the Swedish Information Processing Society
in June 7 1999.

~ SBA Check | Firetaget AB M= E3
Aktuell kontroll
Domén 1 Oigenisatan
Sektion 2 Inleemationssakeihelspalcy
Koniroll 1 Palicydakumen far infomalionssak echeten
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Figure D.2: Primitive prototype of SBA Check
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This screenshot, from August 27 2001, is from the current version of
SBA Check (4.x). It was developed by the programmers at Eyetee AB
in Microsoft Visual Basic, using Crystal Reports as its report generator
component. As can be seen from the pictures, most of the core eval-
uation principles behind the tool, originated as a part of this research

undertaking, are left unchanged through the years.
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Figure D.3: Current version of SBA Check (4.x)



Appendix E

Thematic Interview

Synopses

E.1 Interviewee 01

E.1.1 Pressing need to explain IS/IT security to business

executives

Interviewee 01 means that IS/IT security professionals have spent far
too much time and energy discussing the definition of IS/IT security and
what components it entails (e.g. confidentiality, integrity, availability -
or also accountability?), while overlooking the pressing need to explain to
top management what IS/IT security can potentially do for the business.
Interviewee 01 illustrates this point with an anecdote from when he was
director of security in one large multinational corporation: At a meeting
with the corporate management team, it became clear that they thought
that the concept ’integrity’ referred to an individual’s integrity, and it
took some time for them to understand that the concept could also refer
to integrity in e.g. the software code that is part of the products they
sell. Furthermore, the management team’s idea of IS/IT security was

that it equalled confidentiality, and therefore they could not see that
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they needed any of that, since they did not handle any confidential
information. The successful management of IS/IT security requires that
the IS/IT security manager uses a language that business executives can
identify with. According to Interviewee 01, this language may well be

based on more general risk management terminology.

E.1.2 IS/IT security is mainly concerned with protecting

existing revenue streams

”Security is a competitive device.” signed by, and with accompanying
photo of, the CEQ. Interviewee 01 recalls writing this personally, to be
included in the first page of a book including the policies and directives
of the corporation. Today the informant reasons otherwise: ”I think one
has a difficult journey if one expresses oneself like this, that: by way of
investing in security - or considering the operating costs of security -
we will be competitive. However, one can say that in order to be able
to survive in the market, and in order to protect the balance sheet, we
need these measures.” In line with this, Interviewee 01 argues that IS/IT
security can be viewed as being ’static’ risk management, and for two
reasons. First, it is (with very few exceptions) about protecting existing -
rather than generating new - streams of revenue. Second, IS/IT security
professionals are static in their perspectives on risk, in comparison with
risk professionals in the insurance industry: ”Insurers understand that
they have taken on risk - they must know if the risk changes, while we [in
IS/IT security] somewhere, I believe, assume that it is still a relatively
stable world.” Interviewee 01 illustrates this point by referring to an
hypothetical organisation aiming for certification according to BS7799-2:
If it is a large one, it has probably gone through several material changes
from the time of the first internal evaluations, via implementation, to
the time of the certification, and yet this dynamic is not well catered to

in the methods we use.
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E.1.3 Financial perspective needed in IS/IT security

Interviewee 01 argues that IS/IT security needs to adopt - and to some
extent adapt - the tools, traditions, and competence that are available
within the fields of business management and risk management. The
common denominators of these are focus on the financial consequences of
business decisions and events. An IS/IT security manager must therefore
”... understand what a balance sheet is, what cash flow and income and
loss statements are, and how it all fits together, to understand what the
business risks look like.” Interviewee 01 asserts that the current lack of
a financial perspective in IS/IT security is mainly because of its military
legacy: Firstly, IS/IT security originated in military environments with
authors such as Bell and LaPadula. Secondly, many IS/IT security
managers have a personal background in military or police organisations.
In a doctoral dissertation, Interviewee 01 uses risk management tools
as a "glue” between IS/IT security management and general business

management.

E.1.4 IS/IT security needs to be decided economically
and controlled technically

IS/IT security measures should ideally be built-in as technical controls
in IT systems: "I believe that if one does not build it in, but expects that
new employees, joint-venture partners, temporary workers, and contrac-
tors shall be able to read in a set of rules and then make an autonomous
judgment on how they shall classify that information or that code, for
that sake, that they temporarily sit down and work with - that does
not work.” Interviewee 01 means that such technical security controls
should be enabled by default, based on a predetermined information clas-
sification scheme, so that the user does not need to make any decisions
on what measures to use in a particular situation. The level of pro-
tection needed, and thus the information classification scheme, should

be based on potential financial consequences of a security breach. In-
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terviewee 01 suggests that one should approach this by a) identifying
products/services that generate material revenue streams to the organ-
isation; b) identifying potential scenarios of security breaches; c) iden-
tifying financial risk exposure, taking into account applicable insurance
policies, and what types of risks they cover; d) identifying IT systems
and personnel that are used to deliver these products/services; e) eval-
uating current security in the IT systems; f) deciding on the needed
security level based on the financial risk exposure; and g) implementing

the security level as technical controls.

E.1.5 Written IS/IT security instructions are mainly for
the technical experts

Most written rules with regards to IS/IT security in an organisation
should be geared towards technical experts working with the I'T systems.
They should use them e.g. when they are about to acquire or set up
a new IT system for the organisation. Then they should look to these
instructions and rules to see what security requirements they should
implement in relation to what type of information the IT system will
process. Other regular employees may have simple policy rules such
as rules on how they are allowed to use the Internet and e-mail, ”But
nevertheless one shouldn’t require employees read 200 pages on IS/IT
security, or for that matter 50 or even 3 pages - I mean, they won’t do
it.”

E.1.6 The objective for IS/IT security is ultimately to
protect the balance sheet and cash flow

Interviewee 01 continues; ”If we talk about a commercial business, then
the objective for the IS/IT security efforts is to protect the business pro-
cesses of the business and then ultimately to protect the balance sheet
and the cash flow”. To identify the balance between risk and profit,

one must ask e.g. "How much do you earn on this service [or product]?
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What risks are inherent in the service [or product|?” Depending on the
answer to these questions, one might choose to stop delivering a specific
product or service or not to start delivering it in the first place. Alter-
natively, one might choose to devise some information security measures
to mitigate the risks identified. According to Interviewee 01’s personal
experience, top management’s perception of risk inherent in different
business activities is not always aligned with reality: at times they per-
ceive material risks in some areas, but after an evaluation it can be
shown the risks were not that critical. And conversely: top manage-
ment sometimes overlook the fact that new risks are created when old
services are computerised or moved from a mainframe environment to a
primarily Microsoft or UNIX and TCP/IP environment.

E.1.7 Forces affecting IS/IT security; owners, legal frame-

work, reputation

Interviewee 01 argues in essence that money and financial matters are
the main force that determines the context of and the requirements for
the management of IS/IT security. This is not suggested as an ideal but
is rather a conclusion from years of experience. Shareholders, legal re-
quirements, and the importance of a good business reputation (goodwill)
are the forces that are mentioned that put pressure on an organisation’s
IS/IT security efforts.

E.1.8 Employees need to understand IS/IT security con-
sequences of their own actions

Average users or employees in the organisation need to have enough
knowledge to at least understand the (IS/IT security) consequences of
their own actions and so that they can put forward what they require
in terms of IS/IT security for their personal working environment. In-
terviewee 01 gives an example of a user who enters an agreement with

a bank for Internet banking: the user needs to be able to understand
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the technical security measures and risks associated with these as well
as the legal framework surrounding the use of the service. Interviewee
01 concludes that this implies a need - and a market - for IS/IT security

education and training.

E.1.9 IS/IT security can be managed, but only if you
have identified the most important risks

Interviewee 01 mentions two main factors needed in order to be able
to manage IS/IT security: identification of the most important IS/IT
related risks to the business, and a language for communicating these
risks with top management. IS/IT security managers could learn this
from looking at other areas such as general risk management and au-
diting. Money, personnel, and a clear mandate from top management
are resources needed for managing information security. These are often

sorely lacking.

E.1.10 Main controls for IS/IT security; firewalls, intru-
sion detection systems, and anti-virus solutions

Businesses should work proactively with IS/IT security in order to stop
problems before they occur. However, businesses need to be prepared
if something happens, meaning that they can 1) detect problems; and
2) have countermeasures ready. Firewalls, intrusion detection systems,
and anti-virus solutions were mentioned by Interviewee 01 as the most

important measures in IS/IT security.

E.1.11 Information security should be concerned with all
types of information regardless of media

Even paper-based information, telephone calls, facsimiles, et al. should
be included in the management of information security. Interviewee
01 recalls that the management system he designed as a security man-

ager included all of these (and more), which was good, since almost all
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questions that came up were already answered in the security manual.
However, Interviewee 01 is in doubt as to the cost-effectiveness of such
a comprehensive security management system; "But to be self-critical,
it was not worth the money - it doesn’t work. I mean, you can build
it into an IS/IT system like in the case with the value transport, but if
you take it all the way, well then people should have encrypted mobile

telephones. I mean, it doesn’t work.”

E.1.12 Largest threat is not the hacker, but mistakes

The largest problem in IS/IT security is the human factor: mistakes
made by humans. For example a systems administrator or an outsourc-
ing partner who makes a mistake, with possible breaches of business
continuity as a consequence. Another form of human mistake in re-
lation to IS/IT security mentioned by Interviewee 01 concerns unclear
responsibilities e.g. in outsourcing agreements. Breaches in business
continuity can damage not only your own business but that of your

customers (which you may be held responsible for).
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E.2 Interviewee 02

E.2.1 Adjusting security rationally

Interviewee 02’s main contention is that in information security we of-
ten do not adjust security controls in a rational manner, with the conse-
quence that these controls cause problems to employees in organisations.
First of all, information security people tend to exaggerate a threat, ex-
plain it inaccurately (the threats and the controls), and have difficulties
to adjust threats, security efforts, and behaviour to a rational working
day.

Interviwee 02 illustrated the point with two real-life examples (one
piggy-backing
one of access control to a web-based conference registration system lead-

¢ i

of physical access control to a building leading to and
ing to loss of customers). Both examples lead to the conclusion that as
the threat is not explained to the people, the security controls appear
annoying to them and lead to decreased productivity/efficiency. In ad-
dition, if people do not understand fully why the controls are in place,
they tend to find ways to break the security.

The solution to the problem is that people that have to live with
the security controls also have to think that they are important, and
that they know that they are obliged to adhere to them. The solution
is not new technology such as biometrics - people will still find ways of
circumventing security if they do not want to follow the rules. Behaviour

is key to security, not technology.

E.2.2 The role of the seccurity manager

Continuing along the same line of reasoning, security managers often
install all kinds of security measures (to protect not only the organisation
but also themselves), but ”‘The reality is that no one cares about it since
no one understands it”’. The role of the security manager should be to

balance security: ”‘This means you should never implement too much
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security so you can no longer balance the risks against profitability and
creativity”’.

The security manager should have the possibility and the respon-
sability to report directly to top management such as the CEO, but
should use do so as infrequently as possible - only in emergencies and in
other extremely urgent matters. If managers abuse the prerogative too
often, they run the risk of not being heard in the future.

bl

The security manager should not be responsible for ”‘information

7”7 - this responsibility remains with those responsible for carrying

security
out business activities. In this role the security manager should talk to
those responsible and give reasons for security - but it is up to the other

person to decide what to do.

E.2.3 The main threat is from the insider

More than 80% of the threats emanate from within the organisation,
since it is much easier to e.g. access systems from within the local net-
work. Also, because it is easier to break security and do it without being

noticed from the inside, the consequences are also more substantial.

Sometimes security people tend to exaggerate the threat in general.

E.2.4 Defining IT security

9

"IT security”’ can refer to everything or nothing ”‘depending on which
side of the table you are.”’ Just as in quality management, it can entail
the management of the whole organisation or just a very small part of
operations.

Interviewee 02 argues that ”‘information security”’ should not be
viewed as an industry or a separate entity but rather as a function.
Therefore, those responsible for a certain business activity are also re-
sponsible for the security in relation to it; it comes down to risk versus

business oppurtinities. I'T security is a business risk.



244 APPENDIX E. THEMATIC INTERVIEW SYNOPSES

E.2.5 The power of good example

Using a number of examples, Interviewee 02 argues that if security is to
be successful, we have to lead by good example. The first example is
about the effects on the nurse of the medical doctor who is lax about the
security of patient records (resulting in computer intrusion). The second
example is about effects on other employees when the CEO brings his
friends into a closed shop IT hall (in essence showing that it is 'OK’ to
break the rule that no one may enter without permission). The third
example is about the CEO who shows openly that s/he cares about
information security by having lunch with the security manager openly
at the organisational monthly. All these examples back the contention
that if manager want their subordinates to follow security rules, they

have to be ready to follow them themselves.

E.2.6 Policy, Analysis, and Tools

For managing information security in organisations, one must have a
policy, a risk analysis, and tools. The information security policy is
often a single A4 page but broken down into more detailed security
instructions (could be printed documents or on other media). The risk
analysis needs to be aided by some kind of method that helps valuing the
risks in economics terms and the tools to realise the security could be e.g.
technically focused or that you try to change behaviour - organisational.

There is nothing magic about information security. Managing in-
formation security is no different than managing logistics or business

accounting, even though the problems are different.

E.2.7 Security in a comples world

Interviewee 02 reasons that information security was simpler and more
straightforward before, whereas the world we are trying to secure today

is much more complex. ”‘It’s not that you can only - like before - lock

¢

the door; back then you could say ”‘my terminals”’.”’” Today, there are



E.2. INTERVIEWEE 02 245

more entrances to each system and the roles of different actors are chang-
ing all the time. For example, some people might be enemies in some
situations (business competitors) and in other situations it can be more
rational and profitable to treat them as partners and friends in terms
of information security. Thus the level of security needed constantly

changes.

E.2.8 Relevant security depends on the business

Encryption of data and access control are not always the most impor-
tant. In some situations (like in the example about hand-held devices in
the health care sector) traceability is more important. The motive for

security is connected to the type of business you are in.

E.2.9 1In conclusion - people are key

7‘My message is very clear: Technology does not solve all problems.
People are the key factor. The business is the other key factor. What
is not in tune with the business, if people do not understand why it is
necessary for the business, then it doesn’t work. It doesn’t matter what
technology you have - there is no technology that can protect you against

¢

human beings - forget it.”’. Interviewee 02 concludes that ” ‘security that
takes too much time or that costs too much is never implemented - even
if the boss says ”“Yes, we shall have it”’. And the boss will be the first

to violate it.”’
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E.3 Interviewee 03

E.3.1 On information security behaviour

To be able to change behaviour, one must understand the driving force
behind behaviour. These driving forces can be different for different
categories of employees and for different human beings. If you do not
start with that and make sure people feel good and act in that direction,
then it is very difficult to achieve a change in behaviour.

Interviewee 03 noted that sometimes it is easier to get people lower in
the organisation to listen and then to get the top management interested
in information security. The reason for this might be that top manage-
ment can have other objectives such as economic as well as personal

career considerations to take into account.

E.3.2 The importance of feedback

Feedback is an important management instrument in information secu-
rity. Anything that is decided or implemented must be checked at a later
stage by means of feedback reporting. It may happen that the resources
are used for something other than the investment in security if people
do not understand the need for it. Therefore it is important to increase
the level of awareness by trying to explain the risks and point at what

has happened and what might happen.

E.3.3 Using examples of security breaches

According to Interviewee 03, one efficient way of creating awareness
of potential security risks is to illustrate them by using threats that
have materialised in the past and resulted in real security breaches and
consequences.

For each case where information security eroded, one find the cause.
But and a good way to depict the risks is to say what can happen if you

do not follow the rules, using the earlier incidents as illustrations.
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E.3.4 Elements of efficient information security manage-

ment

Efficient information security management entails good employee aware-
ness of security, motivated employees, and top management support. In
addition, employees should act in accordance with acquired awareness.

Different categories of employees need to have the information secu-
rity message delivered in different ways, since they may have different
reference points and different world views. As a security manager one
must be a little bit of an artist and be able to understand how people
view their world.

A unit manager for an operations unit or a development unit has
to manage technology, personnel, environment, and administration. For
all these, different security rules are needed. Thus, information security
management takes place in all these areas.

The top manager in the organisation has to act in accordance with
the security idea. One way of ensuring this is to start management
efforts at the top management level: form their visions and objectives

and then require their feedback.

E.3.5 The complexity threat

Interviewee 03 argues that the main threat to the security of information
systems is not viruses or fires but rather their complexity. First of all
you have the human being who is very complex in nature; then you
have technology which is also very complex; and then you have the
interplay between technology and human being. To this you have to add
lack of skills in understanding systems, what happens in the systems,
and what effects certain actions can have. Therefore it is extremely
important that individuals in the organisation be responsible for tasks
that correspond to their competence; otherwise their lack of competence

can pose a security risk.
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E.3.6 Information security cultures

Basic philosophies and cultures in organisations have a tremendous effect
on information security. There are different kinds of security awareness
and different types of security. Interviewee 03 contends that there is
a significant difference in culture between a security organisation and

other industries.

E.3.7 The relation between security and information se-

curity

Security and information security are quite similar. The security man-
ager of an organisation and the information security manager have roughly
the same tasks. However, the I'T security manager has other tasks, such

as security in technical systems.

E.3.8 Good information security starts with top manage-
ment support

The most important and first task for any information security manager
is to make sure the organisation’s top management, the CEO or equiva-
lent, is really backing security efforts. You have to be in agreement with
top management of what is going to be done. Top management has to
be the source of all directives that are sent out in the organisation. One
way of assuring top management support is to explain the threats to
them using stories about earlier materialised threats and incidents. In
this way top management themselves will often be interested in taking

initiatives for improved security.
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E.4 Interviewee 04

E.4.1 Security equals quality

Interviewee 04 starts out by saying: ”Let’s start with my view of what
security is.” Security is quality. Quality is fulfilment of customer ex-
pectations (with regards to products or services) over time. Quality
is achieved in a competitive environment which requires effectiveness
(a relation between utility and resource - money, human capital, etc.
- consumption). These activities take place in the context of conflict
(between goals, means, and methods) in the organisation and in parts
thereof. Interviewee 04 holds a systems view of the organisation, defining
it in terms of inputs, outputs, and its interface to an outside environ-
ment. In order to manage these activities in conflict, there is logic and
there is culture (which entails a fight between different organisational
stakeholders). Interviewee 04 asserts that in (information) security, it
can be difficult to manage these conflicts, partly because one is often not
careful to define at which level (business processes, information about
these processes, or the technology) these conflicts occur, or on which
level a given problem exists. IT security efforts have no meaning un-
less they are mirrored in the business activities that take place. ”‘IT is
needed, because it is a part of the realisation of the business strategy

79

and its requirements for quality and effectiveness.

E.4.2 Information security exists at different levels

One can view information security management on different levels (e.g.
technology, information, business). Confidentiality, availability and in-
tegrity are most often seen as pertaining to the technology level only,
although they should be seen to pertain to all three levels. The busi-
ness level is (in systemic terms) quite unstructured - it is characterised
by entropy. This lack of structure and order should be solved on the

technical level - one should try to create neg-entropy, or structure. This
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structure, as upheld by technology, is in principle unchangeable for the
employee. Therefore it is important that it is the business level that
tells the technology level what structure is needed and not the other
way around. This is where information security management comes in
- 7information security: it affects our quality of products and services”.
In essence, Interviewee 04 argues that information security management
offers a way to connect business needs (at the business level) with tech-

nology solutions.

E.4.3 Elements of information security - the security nexus

Interviewee 04 defines the management of information security as con-
sisting of different parts. There is a policy which takes into account the
view on quality and effectiveness. There is an organisation; there are
employees. There is information technology, information system mainte-
nance, and a physical environment. Interviewee 04 emphasises the need
to make sure information security management is working not only in
the information technology domain, but also on the level of information.
In addition to the mentioned components, there needs to be some kind
of control mechanism before a new information system is rolled out in
the business - a so-called accreditation procedure. Furthermore, there
needs to be some later control, after the information system is put into

use, against the accredited level of information security.

E.4.4 Standards should be used to aid information secu-

rity management

Interviewee 04 argues that standards, best practices, and tools should
be used to aid information security management. It is Interviewee 04’s
experience that many think that data communication, IT and IT secu-
rity are so new that there are no existing standards that can be applied
to their problem. This view is often incorrect, and standards such as
ITU E.800 (reliability), OSI (data communications (security)), Common
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Criteria (secure systems evaluation), and ISO/IEC 17799 (information
security management systems) can and should be used to solve problems
in information security management. Interviewee 04 returns to the prob-
lem of which level should do what in security (IT, information, business),
and argues that ISO/IEC 17799 could be used to make the business level
think about what they need for the business, and thereafter to translate

this to the lower levels.

E.4.5 The problem of delimiting the problem

When working with security one is forced to make decisions about what
falls inside and what falls outside the scope of the work: ”And then
we have another thing that is difficult - to do delimitations! And when
one shall do delimitation, then we have both: physical interface, we
have an electronic interface, and we have an organisational interface.”

Delimitations are difficult, because they require making decisions.

E.4.6 Risk analysis should be conducted at the business
level

Interviewee 04 holds a ”‘quality-view of information security”’. In a dis-
cussion about major threats, he concludes that the lack of well-grounded
analyses about information security, especially at the point of I'T system
acquisition, is the most critical threat to information security. Intervie-
wee 04 argues that risk and vulnerability analyses should be conducted
at the business level using the general quality requirements as a point

of departure.

E.4.7 Threat identification using the OSI-model

Threats against information could be identified using the OSI-model - to
discuss the implications of security problems at each level. The impor-

tance of certain information to the business should guide the effort to
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identify threats - ”‘which threats can exist against that the information
fulfills what one wants it to fullfill?”’

E.4.8 Point of departure: Humans are assets, not threats

Interviee 04 argues that we should start with the premise that ”‘an in-

29

sider”’ is an asset. However, the situation around the invividual can

change his/her behaviour negatively, for example if pressured. There-

¢

fore, ”‘we shall then expect that he, and sort of be careful with, to see
what is needed for him to act for us rather than against us.”’ These are

safety factors; people who feel safe act in a good manner.

E.4.9 Relation between security in general and informa-
tion security

Information security is not as concrete as security in general, which
makes it difficult. One important relation between security in general
and information security is that the latter protects information which
pertains to the former. For example, the information about and on a
certain (e.g. electronic) key used to lock an important door (general

security) has to be protected be means of information security.

E.4.10 Requirements of information security

Interviewee 04 argues that the ISO/IEC 17799 standard which represents
best practices for information security management systems is a good
starting point for finding information security requirements. How these
requirements should be met is however up to the situational context -
if possible one should try to have quality requirements as a part of this

(why do we require from this system)?
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E.5 Interviewee 05

E.5.1 Information security managers should report to top

management

Interviewee 05 noted that one of the main problems in information se-
curity management is that the information security manager often has a
person above who acts as a gate-keeper and ”‘filter”’ to keep the infor-
mation security manager separated from both the ears and the resources
of higher level management. Often this gate-keeper is the CIO or the
CFO. The ideal situation to be strived for is where the information secu-
rity manager can and will report directly to top management in the case
of discovered security breaches as well as directly submit a a complete

annual or semi-annual report on the security situation.

E.5.2 How top management views security

Top management, continues Interviewee 05, often lack knowledge about
information security. They tend to delegate the security problem to
the IT department where they think it belongs. What they do not
understand is that their information is often worth much more than
the entire production machinery. Interviewee 05 takes an example from
the medical sector where e.g. information about medicines can be very
sensitive before patents are awarded, etc.

Therefore, the lack of knowledge about the value of information as-
sets seems to be an important inhibitor for good information security.

People know how to evaluate material assets - but not immaterial ones.

E.5.3 Finding the balance in security

The ideal situation is, according to Interviewee 05, when one knows the
value of information assets and has decided how much one is willing to

risk, and from that decides what to do in terms of security measures.
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The value of information assets cannot be calculated exactly, but has to

be approximated.

E.5.4 Information assets

The information assets that are supposed to be protected by informa-
tion security efforts are usually in digital form. A part of these digital
information assets are also available on paper. Information security is
also about protecting these assets. Information classification seems to
be problematic. Very simple classification schemes may work - schemes
such as prohibiting a certain type of information from being sent via

e-mail.

E.5.5 Information security is about risk management

Organisations have to decide what risks they are willing to take - this
goes for any type of risk; business risks, information security risks, in-
vestment risks, foreign exchange risks, or whatever; but management
often lack understanding in these areas today.

Another problem arises from information security managers who ap-
proach top management about what kind of antivirus program to ac-

quire. That is not their task to decide on.

E.5.6 Management by objectives

Interviewee 05 prefers ”management by objectives” when it comes in-
formation security management. Instead of concentrating on writing
complicated and elaborate policy documents, the information security
manager should concentrate on getting a change in the behavior of em-
ployees. So rather than writing detailed instructions about information
security for different situations, departments, processes, and routines,
you should try to work with getting security into the thinking about

business processes.
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Interviewee 05 does not think it is always necessary to have a docu-
mented management system or a documented system of rules to manage
information security. Instead, education and training should be used as
the primary tool to accomplish a change in employee behavior.

With education and training, information security awareness can
also benefit other forms of information assets such as through verbal

communication between employees and outsiders.

E.5.7 Analysis point of departure: Survival

When conducting risk analysis, Interviewee 05 starts out by talking
about the factors that affect the survival of the business. Later these
factors are broken down into scenarios depicting what could happen, the

consequences, and then security measures.

E.5.8 The role of a security consultant

Interviewee 05 has noted that sometimes the role of the security consul-
tant is to say to top management what the information security manager
has tried to say for a long time. As it turns out, sometimes top manage-
ment is more open to the external advice from an information security
consultant than from the internal advice from a lower part in their own
organisation. Interviewee 05 adds: it is difficult to be a prophet in your

own house”.

E.5.9 In conclusion

Before, information security management was approached by writing
large information security handbooks and documents. These are not
used and no one cares about them. Documents should be kept to a
maximum of 10 A4 pages if possible. Instead, one should try to focus

on educational efforts.
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E.6 Interviewee 06

E.6.1 The information security manager should report to
the CIO

Organisationally the information security manager should be situated
below the chief information officer, who in turn should report to the
chief executive officer. The CIO’s responsibilities are broader than those
of an IT manager and include responsibility for all information in the
organisation. The IT manager should also report to the CIO, which
implies that the information security manager and IT manager are at

the same organisational level.

E.6.2 Information security management starts with busi-

ness planning and visions

Business plans and vision. Information security management takes
as input the business plans and visions of the organisation. Business
plans and visions set the direction for the security effort and also the
overall level of security needed. The result of information security man-

agement on this level is an information security policy.

Objectives and strategies. On this level information security ob-
jectives and strategies are derived from business objectives and strate-
gies. This level results in security requirements for different parts of
the business as well as implementation strategies (e.g. how to conduct
training, what type of information materials are needed, how to achieve

the desired technical security, etc.).

Methodology choice. On this level the information security strat-
egy is made operational. Here is decided e.g. whether the education
and training should be produced in-house or via an external partner -

if we for example have decided we need an intrusion detection system
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(on the objectives/strategic level). Then we decide if we are going to
acquire it and operate it ourselves or if we are going to outsource it - on

the methodology level.

E.6.3 Information security awareness is needed

Employees need to understand why certain information security efforts
are needed, otherwise they will not use them (e.g. Why is this secret?
Why do I have to change my password regularly?). In addition, if em-
ployees do not understand where the organisation is going, it will be

difficult for them to help develop the business in that direction.

E.6.4 Information security in practice in a critical public
sector organisation

The organisation that Interviewee 06 consults for offers services which
are critical to and can affect individuals’ security and safety. Therefore,
they have a baseline security process for all systems in place. In these
processes, all systems are classified on a three level scale with regards
to confidentiality, availability and integrity (for example, ”1” means not
important, ”2” means somewhat important and ”3” means a system
that is extremely important).

The information security requirements (from the basic security pro-
cess) for each system emanates from the laws and regulations that apply
to that system and additional requirements as given by the basic secu-
rity classification (each level in the classification entails a specific set of
requirements based on laws and best practices, e.g. ISO/IEC 17799).
The systems’ adherence to these requirements is checked using checklist-
based tools and consultant knowledge.

Security requirements for each system are then discussed with the
system owner. The system owner is often also a unit manager.

The organisation subscribes to a service that provides information

on new technical vulnerabilities that have a bearing on their systems.
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In addition to the basic security process mentioned above, there is
also an extended security process. Depending on the basic security clas-
sification, a system might have to go through the extended security
process as well. This process requires a risk analysis to be conducted,
usually using simple scales like '1 to 10’ instead of monetary units. The
risk analysis is scenario based and requires users, system owner, main-
tenance people, and an analysis leader to take part. This results in

additional security requirements.

In the cases where secret security requirements for the system are
not met, the system owner is given a timeline, for example three years,

in which to adhere to all requirements.

E.6.5 A holistic approach to risk analysis is required

Interviewee 06 argues that one must approach risk analysis in a holistic
fashion. This means that one cannot only do a risk analysis of one system
as a separate entity if it is interconnected with many other systems,

because of the inherent dependencies.

E.6.6 The role of the information security manager

The information security manager is responsible for deciding on the re-
quirements in terms of information security, education, and training,
and for ensuring that there are teaching materials available. There is
also a responsibility for the information technology, for example that
the firewall in place if that has been decided. Another responsibility is
auditing of systems so that they adhere to the security requirements.
The information security manager should also be responsible for differ-
ent types of analyses, for example security classifications, environmental
analyses (what goes on in the security area in general, etc.). Another

responsibility might be Tiger Teams.
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E.6.7 Information security documentation should be kept

to a minimum

Documents such as information security strategies, roads, and guide-
lines, should be kept to a minimum. They should be written in an easy
to understand fashion and they should be pedagogical. If the overall in-
formation security policy is one page, it is almost certain it will be read.
If it is three pages, it might be read. If it is twelve pages, it probably

won’t be read.

E.6.8 People and information security

Interviewee 06 does not view people as risks or threats at first hand.
Instead they are people in need of training for information security. The
employees who pose the largest threat are deemed to be the technicians,
because they have a high access possibility and a thorough knowledge
of systems.

There is also a specific role in security for top level management. Top
management are mentors and models for the rest of the organisation;

they have to set a good example.

E.6.9 Primary information security objective is employee

awareness

The ultimate goal for information security efforts is to reach information
security awareness among the employees. As Interviewee 06 puts it:
”You can buy any number of machines, but if you do not have employee

awareness, they’ll put the password on a Post-It on the screen.”

E.6.10 The main argument for information security is ef-
ficiency

Because of the dependence on information systems in many organisa-

tions, one can argue that information security can help employees to
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work more efficiently. If the IT infrastructure ”goes down”, it costs
money. Information security makes sure that the information and IT

infrastructure are available when needed.

E.6.11 In conclusion

Information security management starts with the business plans, the
organisation’s economic situation, and its visions and ideas. So as an
information security manager, Interviewee 06 argues, one could start
with interviewing top management to get their views on information
security, and then go on interviewing other groups of employees. And
after that, the information security manager has to see what is already
in place. The manager also has to take a good look at the organisation’s
competitors and thereby try to get the picture of the potential threats

to information security emanating from these.
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E.7 Interviewee 07

E.7.1 Focus in information security management systems

”? to explore the meaning of information

Interviewee 07 uses a ” ‘mindmap
security management. At the heart of the mindmap is the management
system, and around it questions that if answered will help to fill the
concept of information security management (systems) with meaning.

The function of an information security management system (ISMS)
is to verify and control risk and manage all information systems security
efforts in the organisation.

The aim is to protect information resources, including applications,
information, platforms (servers, clients), and networks. The identifica-
tion of an information resource is also the first step in the information
risk management methodology, called FIRM, that Interviewee 07 often
employs in consulting assignments. Here it can sometimes be problems
of concepts, e.g. *what is a resource?’

The ISMS should be used by different actors on different levels in the
organisation such as top management and CEO on the strategic level,
the information systems security manager on the strategic and tactical
levels, the IT manager on the tactical and operational levels, and the IT
operations at the operational level. Interviewee 07 argues that although
information security management takes place on all these levels, it is
the strategic (and in some cases the tactical) level that is in focus when
we talk about ”‘information security management”’. However, the op-
erational level directly affects the strategic level in that e.g. records of
operational events (helpdesk incidents, IT system downtimes, etc.) will
have to be fed into the planning process at the strategic level.

Information security management should be conducted through the
application of methods and tools. What tools and methods should be
used depend on the level (strategic, tactic, operative). It is important
that these different tools employ a similar terminology, to avoid misun-

derstandings between the levels.
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Moving over to the question of ”‘when”, Interviewee 07 discusses
the frequency at which the information security management activities
take place at the different levels: yearly (strategic), monthly/weekly
(tactical), and daily (operational).

E.7.2 FIRM - an information risk management method-
ology

Interviewee 07 employs a risk management methodology known as 'FIRM’
which stands for ’Fundamental Information security Risk Management’.
When used on the strategic level, this methodology can be used when
sitting down with top management once a year and going through the
current information security situation in the organisation. The point of
departure in this kind of analysis is to define an information resource,
for example the e-mail system or a business application of some kind.
The discussion starts with an analysis of the critical nature of the in-
formation resource in relation to the business. After that, the analysis
focuses on level of threat, based on recent incidents over the preceding
year. Questions such as the number and types (human, technical, soft-
ware) of incidents and their consequences are answered. The idea of
this methodology is to try to measure the risk level and get it down to
an acceptable one. Interviewee 07 has been consulting clients with this
methodology for about one year and concludes that it works very well.
One important aspect of this methodology is in visualising the current
level of risk, the potential impact, etc. This makes it a good commu-
nication tool for the information systems security manager to use with

top level management.

E.7.3 Information security management is, in essence,

risk management

Interviewee 07 goes on to state that information security management

is and should be just risk management for the top management. There
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are financial, operational, and market risks. The operational risks can
be subdivided into personal, organisational, physical, environmental and
informational risks. The CEO must manage all these risks and decide
where to invest resources such as personnel. In order to do this suc-
cessfully, the CEO needs a management system. The ability to identify
and manage risks and opportunities is the difference between a good

manager or board of directors and a bad one.

E.7.4 Elements of practical information security manage-

ment

Information security management starts with an analysis of the cur-
rent information security situation, how it is conducted, what rules are
in place, and what incidents there are. This work can be aided by
the 'FIRM’ methodology. Once one knows the current situation, one
can start to prioritize the different efforts - first acute efforts, and later

strategic ones.

E.7.5 security is a part of quality

All information security efforts are really a part of the quality work
because if you do not have security then you have a quality problem.
Talking about quality and quality problems is also a good strategy to

get time with the top management to discuss information security.

E.7.6 Too much focus on technology

It is still a common problem in many organisations that information
security is approached from a technical perspective. Instead one should
start from the risk management perspective. In essence, Interviewee 07
argues that information security should be based on business processes,

economics, and management of risks.
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E.7.7 Intentional and unintentional threats

Threats can be divided into for example intentional, unintentional, and
acts of god. Intentional threats can emanate from inside the organisation
or from outside. Unintentional threats are simple human errors caused

by a lack of knowledge or poorly designed systems.

E.7.8 The role of motivation

Motivation is key to information security. It is about viewing everything
as assets, viewing it as opportunities - that should be the point of de-
parture. At the same time one should not forget that there are threats,

also from the inside.
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E.8 Interviewee 08

E.8.1 The information security function should ideally
not be a part of the IT department

Interviewee 08 starts out by discussing the organisation of informa-
tion security in a large public sector organisation (a group of compa-
nies/organisations), where he is IT security manager. The current or-
ganisational structure with regards to information security is that the
IT security manager reports to the I'T manager because the I'T security
function is a part of the IT department. This is not the ideal structure,
since it does not guarantee the independence of the security function vis
a vis IT operations. A good thing with the current structure is however
that the IT security manager knows much of what is going on in the IT
department, since he/she is a part of it. A better structure would be to
have the IT security function directly under the board of directors, and
reporting to the CEO (or the equivalent). Today the IT security func-
tion does not have any personnel but has a budget to hire consultants
and to buy needed software support, etc. Being a group of companies,
each organisation has its own appointed IT security coordinator (in to-
tal circa 50 persons). This is most often a person on a part-time basis
only. They are often on a quite low level in their own organisation - it
would be better if they were higher up and more known and respected.
There are cases were the I'T manager is also the I'T security coordinator,
which is less fortunate. In terms of financial resources, each organisation
does not have any specific resources reserved for information security.
Instead, this is taken out of the I'T budget - which is a problem according

to Interviewee 08.

E.8.2 Yearly information security themes

Interviewee 08 tries to inspire and motivate the security coordinators by

having some kind of yearly theme for the information security efforts,
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such as a drive for information classification, vulnerability analysis, etc.

This is done through information and training.

E.8.3 Communication and feedback between the manager
and the coordinators

Feedback and communication is done mainly on an informal basis. There
is no formal instrument by which the coordinators have to report what
they have done in terms of information security, so this reporting is
done informally and on a continual basis. Nevertheless, information
about incidents is collected and reported by the coordinators, so that

the IT security manager has a good grasp of what is going on.

E.8.4 Requirements on information security

Being a public sector organisation, the requirements put on information
security are mainly based on legal restrictions. This is also mirrored in
the organisation’s high-level information security policy: to identify and
adhere to legal requirements, and to optimize the protection in relation
to identified risks. One important aspect of information security is to
protect the brand name of the organisation (to avoid ”‘badwill”’). There
is also a more detailed policy available based on the 7799 standard. In
addition to this, there are a number of documents with the good advice
and instructions which relate to security. The detailed information se-
curity policy can be applied as it is in the local organisations. However,
they also have the right to further specify the policy, or to enforce a
higher level of information security. The total number of people affected
by the work of the information security manager is over 100,000. There
are 50,000 employees in the organisations, of which 35,000 are computer
users. In addition, there are circa 80,000 students who use computers
in schools run by the organisation. The number of computers involved

approaches 50,000.
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E.8.5 Challenges of the job

Interviewee 08 argues that the most difficult part of the job is to activate

the people that have information security responsibilities.

E.8.6 The information security managers role

One of the main tasks of the information security manager is to acquire
methods and techniques for supporting the information security efforts.
The current toolset contains tools and methods for risk analysis, for
benchmarking against best practice (iso/iec 17799), for documentation
and incident handling, anti-virus protection and firewalls. In situations
where the IT department is in the process of acquiring some information
technology which relates to information security, then the information
security manager is called in and asked to approve the choice. Sometimes
the information security manager acts like a legal adviser internally,
when there are questions about security and legal issues. Another part
of the manager’s role is to be a part of the planning of the annual IT
audits (not the execution). The organisation’s internal IT auditors use

a standard audit methodology (SBA Check, iso/iec 17799).

E.8.7 Risks and threats

The main concern for the organisation in terms of information security
mentioned by Interviewee 08 is the confidentiality of potentially secret
information. Therefore, the risk of internal and external computer in-
trusions are mentioned as potential threats to security. Incidents such
as mailbombing have resulted in loss of functionality (availability prob-
lem). Computer viruses are stopped to 99% (the organisation installed
automatic virus updates). Another threat against information security
is the theft of electronic devices such as flat LCD-screens. However this

threat is deemed to be under control.
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E.8.8 Authentication

As a part of the organisation’s e-strategy, services related to the core in-
formation of the organisation should be made available via the Internet
- for employees, citizens and businesses. An identification and autenti-
cation portal has been built to cater to the security needs. It is based on
a three dimensional matrix; the sensitivity of the system, the point from
which accesses to requested, and the resulting authentication method

(ranging from passwords to smart cards).
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