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Abstract: Information security education and training needs to be valued and assessed
from various perspectives. This study presents two differing viewpoints from
which such an evaluation can be perceived — those of the individual and the
organisation. Some sorts of profits are sought after by each of the two,
although thisis expressed and hence valued differently depending on the
perspective taken. We examine the need for measuring the effect information
security education and training, in addition to identifying possible techniques
and problems connected with doing thisin practice.

1. INTRODUCTION

The Internet evangelium is rapidly embraced everywhere — log onto “The
Net” and meet new friends, order that vegetarian pizza, place a phone-call,
visit the Museum of Ancient Art, groove to the latest hit, watch the news,
make business the modern way - go global! Undeniably, the potential
benefits are immense. However, most of us forgot that all coins usualy have
two sides. "Y ou can pay me now or you can pay me later”, as William Murry
[1] phrasesit.

In the haste to get on-line, organisations and individuals aike have
sometimes ignored information security risks. Hence, today the need for
information security education and training is more evident than ever.
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The times when only a few experts needed education and training in
information security are gone forever. Today, journdlists, politicians,
managers, parents, pupils, teachers and other individuals reguire this type of
knowledge.

The times when the whole body of IT knowledge could fit into the finite
domain of computer science are gone forever. Today, ethical, social, lega
and economic implications of 1T use must be considered - so also within the
realm of information security.

The times when information security could be taught solely in a linear
fashion focusing mainly on aspects of confidentiality are gone forever.
Today, the information security agenda has changed - aspects such as
trustworthiness of information are seen as more important. Further, the new
broadened curriculum demand new pedagogica tools — idedly generalistic,
interdisciplinary or holistic approaches.

As the conditions for information security education and training
changes, the need for thorough evaluations and assessments are on the rise.
This study presents the need for information security education and training,
the need for assessing (or measuring the effects of) such efforts, and some
examples of methods and problems pertaining to assessment. These three
aspects tend to look very different from the viewpoint of the organisation
compared to that of the individual. This paper tries to capture these
differences by presenting one section about information security education
and training from the point of view of the individua and one section from
the viewpoint of the organisation. The idea is to show how assessment can
be, and in many cases is, approached.

2. THE INDIVIDUAL’S PERSPECTIVE

2.1 Thevalue of and need for infor mation security
education and training

It is hardly possble to develop adequately secure IT systems and
information management procedures unless high quality education and
training in information security is available to individuas — system
developers as well as users and others.

The vast mgority of al information security education and training
efforts have been aimed at computer specialists, while other groups such as
professional users from other disciplines as well as regular and casual users
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and usees' have been overlooked?. As a result, these computer speciaists
have provided the world with advanced information security models,
methods architectures and tools. Unfortunately, many of these have proved
to be insufficient or too complex to use. Consequently, the need to educate
and train aso other groups of individuas in the art of information security
has recently been noticed. Selected arguments from these information
security scholars reiterates and reinforces this belief:

— Highland [2] suggests that the failure to devel op meaningful computer
security practices have to be shared by three communities. The academic
community which has been lax in acceptance of computer security, the
business community which was unable to specify its needs, and the
military establishments which has designed models unsuitable for the red
world.

— Cohen [3] suggests historical reasons; the important constituents of the
information protection domain were separated into the sub-fields of
cryptography, computer security, fault tolerant computing and software
safety. Computer security covers leakage, fault tolerant computing covers
accidental events, and specia purpose systems cover selectively
otherwise uncovered areas. Specifically, taken together these sub-fields
do not cover the full range of information protection and security (e.g.
disruption of services not attended to).

— Parker [4] arguesthat defining the elements of information security, as
the preservation of confidentidity, integrity and availability isa
dangeroudy oversmplified definition that has to be extended. This
definition is not sufficiently comprehensive to protect information
appropriately in all of its security aspects.

— F&k [5] argues we are lacking awareness; we have a market with too
many customers knowing neither what they want nor what they can get.
Thereis no lack of basic tools but a severe lack of good implementations.
Moreover, experts and practitioners are not interested in each other’s
questions, thus they do not communicate.

These statements should be taken serioudy - lack of meaningful computer
security practices, separation of the information protection domain into sub-

! The concept “usees’ originated from within IFIP Technica Committee 9 and signifies
indirect users of information technology, such as a person who relies on the computing
power of some organisation he or sheis a customer at without directly interacting with the
technology itself.

2 One can only speculate about the reasons, but one explanation might be that security experts
did not foresee the future importance of the area, and in particular how vulnerable the
whole structure may become when "everyone can do everything" without accepted rules or
regulations.
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areas, incomplete definitions, and inadequate awareness. They have in
common that they mark the need for information security education and
training, not only for computer specialists, but also for individuals in other
positions. Moreover, these sceptical statements about information security
imply that evaluations of today’s education programmes and training efforts
might be deficient.

2.2 The need for measuring

From the perspective of the individual/learner, there are severa reasons why
assessment of education and training efforts ought to be undertaken. This
section describes some of those motives.

Existing education and training on various levels do not yet cover the full
range of needs, even though there is a positive trend in numbers of courses,
offered by universities and other organisations. Through making explicit
areas for improvement, an assessment effort may play a significant role in
ensuring that future courses and academic programmes advance to be more
al encompassing.

Depending on the their present stage in life, individuals might strive to
get ajob, to obtain a better position, to gain higher self esteem, or to perform
tasks at work more efficiently and effectively. In whatever Situation the
individua is in ghe is looking for knowledge that can make their life (or
others) a little bit better — individuals want their knowledge to help them
earn profits - not necessarily purely financial. Assessment of courses and
programmes in information security can assure this in two ways. Firstly,
assessment support advancing and sustaining the quality of the knowledge
that is delivered to the individuaP. Secondly, given that the assessment leads
to a high quality course or programme, it will attract individuals eager to
learn information security, which will further increase the quality.

The necessity to evaluate information security education and training is
now apparent, athough choosing the scope and the method of evaluation is
not always as smple.

Wilson et al. [6] suggests an assessment should cover the learner’s
subjective satisfaction, the learning effectiveness, the teaching effectiveness
and the program effectiveness. For each of these four levels there are three
types of programmes - basicdliteracy, training and education. This scheme
covers aspects concerning the individua, the organisation and, to some
extent, aspects pertaining to society. However, in the next section, we will
mainly present evauations targeting the aspects of the individua and the
pedagogical methodology. Even though the outcome of such an assessment

8 Providing that the course or programme was assessed beforethe individual participated in it.
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depends on the students and teachers, organisations and societies later
estimate the value of the education or training effort, e.g. on the job market.

2.3 Techniquesfor measuring —an example

A similar approach as mentioned by NIST [6] was applied for evaluation by
Yngstrom [7-11] on an interdisciplinary and holistic oriented academic
education in IT security. The evauation aso included assessment of a
specific pedagogica methodology chosen to fit the interdisciplinary and
holistic approach. The educational programmes involved were initialy two
one year programmes, one on undergraduate level (Bachelor) and one on
graduate level (Master) at the Department of Computer and Systems
Sciences, in what became labelled as the Security Informatics Programmes.
These programmes were later split into smaller units, which also were
involved in the evaluations. Also an evaluation of asingle I'T security course
including the methodology, offered in a non-European university
environment was included.

The development of programmes and their courses began out of need and
curiosty. The Swedish Vulnerability Board had recommended all
educational ingtitutions, including universities, to initiate courses in (then)
EDP security, and practicd circumstances made us hypotheses that a specific
pedagogical methodology using system theories* would be a useful vehicle
to understand interactions between technical and non-technical components
needed for secure IT environments. The courses were originally developed
in interaction between members of the Vulnerability Board, industry and
academia[12].

As an educator it is fundamental to see what happens. But how should
such courses be evaluated, their main goal being to lessen vulnerability in
trade, industry, government, and societies? It was quite clear from the
beginning that the primary groups to be educated would be managers
responsible for the enforcement and measures of safety and security in
computer systems at different levels of society and organisations. Therefore
the initial target group for education was specified as managers, or
managers-to-be, of security in organisations which use computers, and the
intent was to increase the professionalism within these groups by providing
them with a specialised undergraduate degree which would aso qualify for
entering graduate studies®. The goas of the first programme on
undergraduate level were stated as.

4 The pedagogical methodology is called the Systemic Holistic Approach, which includes a
specific course called the Systemic Module.

5 Very few Swedish security managers at that time had a university degree, but a trend was
starting with traditional and IT security professionals to pursuit academic studies in law,
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Of such an extension and be placed at such a level that width and depth,
theoretically as well as practicaly, will bring the student ability to
participate independently in the processes of planning, designing,
implementing, evaluating systems and -functions which will lead to that
the demands of redlity for system survival can be realised. In this context
the concept system does not only imply technical ones (like computer-,
communications-) or administrative ones (information-, surveillance-)
but the total redlity including the artefacts needed to create stable and
robust structures on different levels of society. [12] p 297.

The first evaluations were regular pedagogical ones, concerning aims and
scopes, course structures, contents, levels, modes of presentation, literature,
examinations, overall structure, acquired attitudes, conducts and abilities and
involvement from industry. These were conducted annualy from the
beginning and used mainly to trim the programme. In these evauations it
also became interesting vis-aVvis the chosen target group to see how active
and what specific activities outside the class room participants were involved
in. This made us include various gtatistics in the evaluations such as previous
experiences from traditional security or IT security, previous academic
studies in various disciplines, memberships of professona associations
concerned with I'T security or other relevant areas, etc.

Not until the courses and the programme had been found good enough,
i.e. the students were happy with most of the aspects and could use the
knowledge at work, was it time to investigate whether the origina
methodological idea of using system theories was of any use to them. This
was in 1991 formulated into ten practical statements and presented to all
students ever in the programme five years after its start in 1986. The
statements dealt with different aspects of the practica use of system theories:
their contribution to the students awareness of appropriate problems and
their ability to deal with these, their contribution to students' abilities to work
efficiently and effectively and their contribution to the ability of continuous
learning. The statements were classified into three categories, and answers
were marked on a scale 1-5; 1 being totaly positive and 5 being totally
negative. It was also possible to answer ‘question not relevant to me'.

business administration, economics and computer science.

5 The statements were: Category 1 Systems theory and related General Systems Theory,
Genera Living Systems theory and Cybernetics, - in the following called GST etc.-, has
positively contributed to my awareness of appropriate problems within the security and IT
security area by facilitating my ability to: delimit problems and work tasks; specify the
results of my work tasks; specify the result of my colleagues’ work tasks; specify the result
of a consultant’s work tasks; and specify criteria for security products. Category 2 GST
etc. has positively contributed to my ability to work efficiently and effectively by
facilitating my ability to: Work with new security, or I T security, relevant products; master
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In order to know something about the market’s opinion of these former
students’ abilities and knowledge in the area, questionnaires also asked for
signs of promotions and positions before and after the programme. By this
time, about one third of the former students were professionals in traditional
security and IT security; a group which promotions and activities it was
possible to keep track of even manually. In pardlel was kept also statistics of
students  backgrounds, memberships, etc. This group of former students
formed the Swedish Association for Information Security to promote further
academic education in the area. A top priority was to increase the amount of
courses, and this became the embryo to the Master programme in Security
Informatics, which separate courses initidly were given within the PhD
programme of the Department. The evaluation of the, for the first time ran,
Master programme in 1993/94 show similarities with the very first
evaluations of the Bachelor programme in 1986/87; to find out whether the
programme met the needs of the students and the market, and to trim it into a
scientifically and pedagogically esteemed programme.

The demands for knowledge in the area changed and widened during the
time the two programmes have existed; regular bachelor and master students
in Computer and Systems Sciences demanded to take some Security
Informatics courses during their last academic year. This made the
Department divide the Security Informatics programme into four units, of
which three are units of two courses each which may be chosen by regular
students. This change became evident in the evaluations of 1992-94, where
the usefulness of the pedagogica approach was investigated in the same way
asin 1991, but this time directly after the students had finished the first unit.
Many of these students had not yet started their careers and could only react
to statements concerning the approach’s contribution to their genera abilities
to handle IT security. The general tatistics were also collected for further
comparisons.

Since the specific methodology as such is strongly influenced by the
North European movements of participatory design and Soft Systems
Methodology, we were specifically interested to know how the approach
would be rated in a non-European culture. Therefore the 1992-94 evaluations
include reactions to the statements aso from one Australian group of honour
students. This group was however fairly small.

The results from the 1991 study was summarised as follows: When it
came to the assessment of whether the methodology chosen positively

and cope with new security relevant, factors or elements; and redefine old problems and
treat them effectively and efficiently.

Category 3 GST etc. has positively contributed to my ability to continuously acquire new
security and IT security relevant knowledge and skills by facilitating my ability to: 9.
understand new products; and 10. understand new work methods.
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contributing to this group's ability of problem awareness, work efficiency
and effectiveness and continuous learning, 92% agreed with this. In
agreement to at least 50 % were the 50 professional s within the security area.
The approach contributed the most to a person’s ability to delimit and
specify her own problems and work tasks, but aso to her ability to specify
for others, such as colleagues. Relatively high scores were attributed to
specifying criteria for security products, to work efficiency and learning
about new products, methods and facts. The contributions to the ability of
working with new products and controlling the work of consultants scored
the lowest. However, with a mean score of 45.9 persons being positive to all
the ten statements, the chosen methodology is perceived to have contributed
to these peopl€' s ability to cope with traditional security and IT security.

The result of the 1992-94 studies were summarised as follows: The low
frequency of practica experiences in security and IT security made it
impossible for the students to answer haf of the statements, and aso to
compare reactions to al ten of them. Still, answers not referring to work
experiences show high appreciation; in al the mean postive reaction to
these five is 46.8 out of 60. For statements requiring work experience the
positive mean was 7.6 out of 11. Based on the means, 78% were positive to
the non working related statements and 69% to the working related ones.

A comparison between answers given by Austraian and Swedish
students was interesting but non-conclusive. Swedish answers by dl -
practitioners and students - were higher rated than the Australian answers
and there were no particular similarities in the individual ordering of the
answers between the Swedish and the Australian students. When comparing
the answers between Swedish and Australian practitioners, they varied more
positively in different statements.

A specia investigation of the results of the 1991 and 1992-94 studies was
made, where answers were weighted in order to be able to compare them.
The findings were as follows. A simple answer would be: Y es, the approach
helps in forming personal learning models and acquiring good insights; and
best for Swedish university students, second best for Swedish professionals,
and thirdly for Australian university students. However, we do not find it
reasonable based on such small groups to predict where the approach works
best. The differences in duration of presentation, possibilities to try in
practise and other factors were too large, in addition to the small size of the
Australian group. Judging the figures in total may at least be used as an
indication, pointing to the positive reactions favour in total used pedagogical
methodology. It may be reasonable to interpret the result as the Systemic-

" We know that the Australian course in a general course assessment performed through the
QUT Students Guild was given the overall rating of the course as Great or Good in 79% of
Cases.
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Holistic Approach and the Systemic Module facilitate individuals to assess
and understand problems, increase work efficiency (doing things right) and
effectiveness (doing the right things) and foster continuous learning within
the field of security and IT security - provided the student has some own
experience to refer to. When students do not have their own work
experience, Systemic-Holistic Approach and the SM ill facilitate
assessment and understanding of problems, increase of effectiveness (doing
the right things) and fostering of continuous learning - but in order aso to
increase efficiency (doing things right) practise is needed.

Assessment of the Master Programme included a question of where and
if the approach had been useful. Eight of the eleven students noted "in all
courses', and the other three offered varying, but positive answers. In
addition all students rated the programme as a whole to have fulfilled their
different educational goas postively, giving a mean of 89%% of the
successful students. We would regard that as quditatively very good
answers, the organisation and presentation of the content had been more than
satisfying to al participants even despite different educational goals. Also
the Master programme has shown to be efficient within the market for its
successful participants; participants are satisfied with the programme and
employers are happy to hire and promote them.

Table 1 was constructed in order to describe and discuss some other
similarities and differences between the groups being evauated in 1987,
1991, 1992-94 and 1993/94. Separate figures were taken directly out of
presented materia [11] or compiled based on it. Again, it is not the separate
figures that are interesting, but the chart may present eventua trends and
indexes.

Groups 1991 and 1993/94 are the most alike in professiona attitudes and
ambitions; they have a high percentage of traditional and IT security
professionas with alow percentage of other professionas. At the same time
the academic success rate in total of all starting students is below 50% for
both groups. They dso have in tota the highest figures for the value of the
Systemic-Holistic Approach and the Systemic Module. Other figures of
interest to note are: fewer women seem to be engaged in groups with higher
professional attitudes and ambitions, the age of professionals seems to be
lowering, and the group is totally well educated in more than one academic
discipline.

The 1992-94 group was dready earlier noted as a typica university
students group. It includes fewer professionas in traditional security and IT
security. Members are younger, and also more women participate. The
academic success rate is the highest of al groups. In total their appreciation
of the SM and the S-HA is somewhat lower than the professiona groups.
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The 1987 group could be regard as 'old boys - not because of its low
participation of women, but because it contained an enthusiastic first lot of
varied practitioners with varied backgrounds and very strong wills to build
good security foundations. Their academic success rate was as high as the
students group athough their theoretical backgrounds initially were lower
than al other groups. Members of the 1987 group later on have moved into
the 1991 group. Possibly the high percentage of professionals from other
areas in 1987 have become professionals in traditional and IT security in
1991. Satisfaction rates with the Systemic-Holistic Approach and the
Systemic Module are for 1991: 92%, 1992-94. 69% for statements answered
only by professionals and 78% for statements answered by al, and 1993/94:
89%.

Table 1. Some general characteristics of the students

1987 1991 1992-1994 1993/1994
Population 72 155 120 26
Answers 72 71 60 11
Professionalsin 47% 70% 18% 91%
(IT) security
Professionalsin other 60% 10% 38% 9%
positions
Mean Age 33 34 30 32
Women 11% 13% 32% 9%
Academic successratio 58/72 71/155  100/120(courses) 12/26(courses)
Theoretical 47% 70% 85% 100%
Background:
Computer Science
Theoretical 40% 51% 48% 100%
Background:
BA, Economics
or Law
Satisfaction not asked 92% 69% pros 89%
with pedagogical 78% all
methodol ogy

Despite the fact that the groups as compared to each other they are quite
different; 1987 being 'old boys, 1991 being IT security professionals, 1992-
94 being regular university students, 1993 being a non-Swedish university
group, and 1993/94 being a highly professona group, they al were in
favour of the pedagogica methodology with satisfaction rates about 70-90%.
It seems therefore reasonable to state that the methodology was useful to
students of IT security. In addition, the strong involvement of professionals
in the programmes showed that former students make good careers with
increased sdlaries, high esteem and promotions, both as managers and
specialists.
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24 Aretheseresults generalisable?

The presented example of evauations is not claimed to be generaisable in
detail, which was not the intentions at the time. However, the approach to
evaluate the programmes on different levels as described by [NIST 1998]
was followed: student satisfaction with the courses in various aspects were
evauated, the learning effectiveness and efficiency were evauated for
performances within the education as well as performances and outcomes at
the workplaces, and the long run effectiveness of the programmes were
evaluated career-wise for former course participants.

These evaluations and comparations were all carried out without using
control groups, since at the time there were no comparable courses and
programmes. Today it would be possible to use the same kind of evaluation
tools. questionnaires, interviews, and inspections of examination and
seminar-work results, for different courses and programmes. This would
certainly, to students and educators, be of value for for instance choice of
ingtitution or course revisions and developments. However, measuring the
value in some sense of information security training and education, in the
opinion of these authors, needs some standard or index to be measured
towards. In academic environments such standards exist, although they may
vary from country to country, from university to university or from one
professonal group to another. In the information security area for
professionals, such standards aso exist in various types - typicaly named
certificates’, - initiated as a quadlitative metric. We believe al such
certificates, academic as well as professionals will be of use, but we aso
acknowledge that the area of information security is a moving target, hence a
certificate of some kind will not suffice as a general measurement, but has to
be supplemented with something; maybe some form of index which will
consider at least the age and content of the separate certificates. But not only
is the area of information security a moving target, it is also partly a context-
oriented issue - it is globa in the sense of networking possibilities and it is
local in the sense of existing social values and particular application aress.
Such factors should probably also be weighted into an index.

8 For example Certified information Systems Auditor CISA from ISACA, and Certificate in
Information Security Management as suggested by the ISEB of the British Computer
Society.
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3. THE ORGANISATION'SPERSPECTIVE

31 The value of and need for information security
education and training

From the viewpoint of an organisation, information security not only
promises to assist safeguarding information assets at a given cost but, more
importantly, it can provide the organisation with a competitive advantage
through lower cost® and new business opportunities® (e.g. [13, 14]). Thus,
organisations — from corporations through hospitals to government agencies
— are increasingly becoming aware of the need to safeguard their
information. At the organisationa leve, this is usualy accomplished
utilising technical as well as procedura measures — al of which depend
upon human behaviour and skills to perform, for example:

Technical measures: Ingaling, configuring and maintaining a secure
firewdl will only succeed if the persons involved understands the
elementary concepts of TCP/IP network traffic, have a good grasp of what
inbound and outbound communications are needed, and are familiar with the
interfaces used to accomplish the tasks at hand.

Procedural measures: Handling information in the way described by an
organisation’s information classification scheme might require the
understanding of how, for example, one uses the backup system on the office
workstation and how one can positively verify the sender of a digitaly
signed document.

This fact — that the human factor is one of the most significant
determinants of the overall success of information security efforts in an
organisation has been pointed out in severa recent empirical studies on
information security in organisations. The following citations confirm this
actuality:

— Employees information security awareness is perceived as the most
important means to overcome the security problems.™ [15]

— According to RRV it isimportant that awareness of computer related
crime and abuse is raised within the management structure of
organisations. It should be a primary priority of management to work to

® For example, information security might lower costs directly through a reduction of
information security breaches and indirectly through more reliable |1T-support for
organisational processes.

19 For example, information security can be viewed as a “business enabler” in relation to the
creation of extranets for on-line banking applications.

11 Based on a survey concerning information security answered by 428 persons, mainly IT-
managers, in Swedish organisations.
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reduce the risk and threat from the different kinds of computer crimes.
These problems can not simply be solved by buying-in more
technology. *? [16]

— Thisstudy’s main conclusion is that the respondents consider the main
threat against the organisations' EDP stored information to be
employees unintentional and erroneous change and deletion. ©* [17]

By now it is evident that most organisations seems to need information
security education and training, and that they are likely to benefit from
information security education and training efforts. However, organisations
do not usually dedicate resources for projects with no measurable impact.

3.2 The need for measuring

Managers make organisational decisions in a way smilar to the way most
individuals make persona decisions — with bounded rationality. That is, they
try to reach the optimal decision, from the viewpoint of the organisation’s
purpose, given the information avallable a the time of the decision.

Decisons regarding investments in information security education and
training are aso likely to follow a similar decison process. Strategic

decisions (those that have a considerable impact on the organisation) are
usualy approached in a more structured manner than less consequential
operational or tactical decisions. Regardless of the importance of a given
decision, some kind of cost-benefit analysis is aways carried out before a
decison is arrived a — either implicitly or explicitly. Given that
organisations have a finite amount of resources* to employ in the pursuit of

its mission, investments in information security education and training must
compete against other possible investments. A smplified example illustrates
how organisations generally reach decisions regarding investments:

A manufacturer of studio quality microphones has 100.000 Euro reserved
for investments in a given period of time. There are many different areas in
the organisation that would benefit from new investments, such as a new
microphone-assembly machine. In addition, there is a need for a
comprehensive information security education and training programme.
However, the monetary resources will not be sufficient for al desired
investments, so a choice has to be made. Given the dissimilar nature of these
investments, the impact of each will first have to be trandated into monetary

12 survey on computer crime, based on answers from 1304 organisations with over 50
employees in Sweden

13 Based on a survey about threats to EDP-stored information answered by 162 I T-managers
working in Sweden.

14 For example monetary, information, and human resources.
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terms, so that a comparison is possible. Moreover, since these investments
(if realised) will have an economic impact on the organisation at different
moments in the future, the value of money must be converted into a common
point in time — for example the day of the decison®. Let us have a look at
the two competing options.

3.2.1 Alternativel - investing in the machine

The new machine would cost exactly 100 K Euro and result in yearly
operating costs of 10 K Euro for each of the subsequent five years. After this
period, the machine would need to be replaced, but it could be sold for an
estimated 5 K Euro.

+ 35K
+ 3K + 30K + 30K + 3K

fl { 2 3 o 5

- [0 K

Figure 1. Expected payment flows resulting from investment in the microphone-
manufacturing machine

The machine would produce microphones using the components put into the
four containers on the side of it. Based on saes datistics from previous
years, the microphones produced by this machine will generate 60 K Euro in
sdles each of the five years, of which roughly 20 K Euro are costs for
components, marketing, Etc. Thus, the net payments generated by this

® This is because 1 Euro today is more worth then 1 Euro in ten years, since if the
organisation have the coin today, they can put it into the bank (or make an investment with
it) and earn interest.
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investment during these five years following the initid investment will be 30
K Euro (60 K Euro for saes payments, less the 20 K Euro for components
and various costs, less the 10 K Euro for the machine's operating costs). If
the machine is sold as predicted, the final year of operation will result in an
additiona 5 K Euro of net payments. These flows of payments are illustrated
in figure 1.

The value of this investment alternative can be calculated as the sum of
all transactions relevant to the investment — in this case:

(-100) + (+30) + (+30) + (+30) + (+30) + (+30) + (+35) = 85K Euro

However, since the payment flows take place at different moments in time,
they need to be converted into their present value, taking into account the
cost of capital’® (interest rate). This is because the resources could have been
used for some other investment which would have produced a calculated
payoff or R.O.I.Y". Let us assume that if the organisation would not have used
the money for this investment, it could have bought some stocks instead and
these would yield 15% R.O.l. per year. Therefore, this is the estimated
capital cost if investing in the machine. Consequently, the present value PV,
of the net payments of (for example) the third year can now be calculated as:

Y ¢ S s 30
FE= ; = PV = .
(1+r) CLE0Is ) 20K Ewn

Vhere O = capital

¥ Ji
¥ = imierest rate
i = time period

Figure 2. The present value of investing in this alternative

All of the net payments (including the initial cost of the machine) resulting
from this investment aternative will have to be converted into their present
value if we want to be able to compare this investment with the investment
in information security education and training. With this conversion, we will
end up with the investments net present value NPV, asillistrated in figure 3.

16 Sometimes referred to as the “aternative cost” of a given investment.
" R.0.l. is short for return on investment.
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Where NPV = net present value
Co = fmivded payvorent for the Sivestmens
O = arher net paymenss
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Figure 3. The net present value of investing in this alternative

As we can see in the calculations above, the net present value of the
investment in the microphone-manufacturing machine is 103 K Euro. This
can be interpreted as “If we take into account that the aternative investment
would have given us 15% interest rate, we would gain 103 K Euro if we
invested in the maching’. Now it is time to compare this investment with
that if investing our resources in the information security education and
training programme. Converting the information security education and
training investment into its NPV makes the two investments comparable —
the one with the highest NPV is the one the resources should go into if we
are to make the optimal investment decision.

3.3 Alternativell - investing in information security
education and training:

The ISET programme would consist of an information security awareness
project aimed at different parts of the organisation, as well as some
speciaised information security courses for the individuals co-ordinating the
information security activities in each depatment. The whole ISET
programme would mean an initia investment (for course material, speakers,
teachers, and externa courses, Etc.) of 50 K Euro, and additiona yearly
costs of 10 K Euro for each of the subsequent five years. After these five
years, the program will be evaluated. Naturaly, the information security
education and training investment does not have any residual value that can
be converted into funds the fina year, since it cannot be sold or transferred
to another organisation with ease. So far, we have identified the following
flow of payments for this investment aternative (Figure 4).
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Figure 4. Expected payment flows resulting from investment in the information security
education and training programme

Investment calculations usuadly only take into account the direct payment
flows that result from the analysed investment. Therefore the investment in
information security education and training does not look very good in
comparison with the investment in aternative |. In fact, as observable in the
calculation below, investment in the information security education and
training programme will result in a negative NPV unless other payment
flows than the calculated yearly costs can be identified:

NPV = -50+ (-10/1.15) + (-10/1.32) + (-10/ 1.52) + (-10/ 1.75) + (-10/ 2.01) » - 83K Euro

The investment in information security education and training is likely to
have a long-term economic impact on the organisation, in terms of cost
reduction due to less severe and fewer information security breaches. Also,
the information security education and training programme might possibly
enable new business transactions to take place, as pointed out in previous
sections of this paper. If organisations are to choose the investment in an
information security education and training programme instead of other
investments, indirect payments flows resulting from this decison must be
taken into account.

From the example, it is evident that organisations will have to try to
measure the impact of information security education and training if it is to
be a viable investment at all. Unless organisations are given the tools to
identify the value of their education and training programme, they will not
be able to justify such an investment. As a result, resources will be invested
in other areas with a measurable payoff.
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This section has made explicit how organisations take decisions
regarding where to invest its limited resources. It has thereby clarified why
organisations need to measure the impact of information security education
and training. This leads us over to a discusson on possible information
security education and training metrics and the problems associated with
measuring.

4. METHODSAND PROBLEMS OF MEASURING

While measuring the impact of information security education and training,
one is actualy trying to measure the resulting change in human behaviour
and its impact on the organisation’s ability to reach its goa. There are
severa problems associated with measuring the impact if an organisationa
information security education and training effort, such as:

4.1 Discrepancy between what people say and what they
do

The mere fact that employees, through an information security education and
training programme, arive a a measurable raised awareness of the
information security regulations does not signify that they actualy follow
these rules or values — a least not al of them. Further, when trying to
measure the impact of information security education and training, there is a
possibility that some employees do not want to state the truth about their
own level of awareness. They might be anxious concerning what the
employer’s reaction would be if they admitted that they did not know of the
rules they were supposed to adhere to. Therefore, from an organisational
perspective, the focus should not be on what an employee know about
information security, but rather what she does with this knowledge.

4.2 Interpreting the numbers

Common sense tells us that it will be hard, or maybe even impossible, to put
a number on “soft” issues, such as information security awareness (e.g.
[18]). However, exact numbers are very seldom needed for an informed
decison. Rather, some kind of grading, judgement or comparison is often
needed. Another problem is that once numbers are produced, it might be
hard to interpret them. What does it mean, for example, if the level of
information security awareness is around 70%? Is this good, or isit bad? The
exact answer is; we don't know. In order to interpret numbers like these, the
context have to be clear — is it a bank, or is it a fast food chain? How
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dependent are they on their information? Quantification of “soft” issues is
more useful if it can be compared with something else as a reference. For
example, the level of information security awareness as measured in one
financia ingtitution might be seen in the light of the measured average level
of information security awareness in al other financia ingtitutions in that
region (given that the method for measuring was the same).

4.3 What should be measur ed

Information security education and training is an extensive concept in itself -
it embraces many facets of information security. In our view, information
security awareness is manifested in the behaviour of the humans enlightened
with it. This means that the action created by mindful humans causes effects
measurable only outside the finite domain of human knowledge or behaviour
- in the technical and procedura elements of the organisations information
system. Since some, or presumably large proportions, of these effects are
directly caused by the intellectua capita labelled information security
awareness, one can conceive that the estimation of these must be conducted
within the formal and technical domains.

Assuming that investment decisions approximately follow the decision
method outlined in the example in the previous section, organisations can
not be satisfied with measuring or predicting an information security
education and training programmes impact on employees knowledge only.
No, this raised awareness must result in a corresponding change in human
behaviour. In addition, this change must result in either lowered costs or
increased revenue.

5. CONCLUSIONS

This study has demonstrated how differing the viewpoints of the
organisation and the individual are when it comes to information security
education and training.

Individuals - we do not only mean computer speciaists - need for
information security education and training to be able to minimise their
security risks that they are, and will be, exposed to today, and in the
approaching information society. In addition, they want this kind of training
to make them appear more vauable for the organisations. Organisations
needs are often more directly connected with their financial mission or godl.
This often means that they look for information security education and
training to lower costs arising from information security breaches or for
enabling new business opportunities.
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Organisations need to measure the effects of information security
education and training because of their decision process for investments.
Looking at these education and training efforts as any other investment, they
demand a reasonable “return on investment”. If they are not provided with
methods to measure the effects of, for example, a training programme, they
will not be able to identify changing cost or income structures resulting from
this effort. This leads to that the investment in education and training will
look less favourable than it redly is.

From the viewpoint of individuals, assessment of these education and
training efforts should idedly focus on the knowledge content.
Organisations, although indirectly attracted by the knowledge, are often
more interested in the behavioural changes a given course or programme can
result in. This is, as we have seen, because the knowledge has to reault in
some change in behaviour if it is to be valuable not only for the individual,
but aso for the organisation.

Individuals are looking for profit and so are the organisations, but their
respective approaches and focuses in regard to value and assessment of
education and training are incompatible.
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